International Journal of Creative and Open Research in Engineering and Management
ISSN: 3108-1754 (Online) N\
Volume 02 Issue 04 April-2026 | Impact Factor: 3.5 *y

A Machine Learning Approach for Fraud Detection in Online Transaction

Aila Vishnu Vardhan ,Chityala Ganesh, Janga Nikhil, Kodur Sidheshwar

ailavishnu2005@gmail.com

UG Student, Dept of CSE (Data Science)
Vidya Jyothi Institute of Technology

Hyderabad, Telangana, India

How to Cite this Article:

Vardhan, A. V., Ganesh, C., Nikhil, J. &
Sidheshwar, K. (2026). A Machine Learning
Approach for Fraud Detection in Online
Transaction. International Journal of Creative and
Open Research in Engineering and Management,
<i>02</i>(04).
https://doi.org/10.55041/ijcope.v2i4.956

License:

This article is published under the terms of the
Creative Commons Attribution 4.0 International
License (CC BY 4.0), which permits unrestricted
use, distribution, and reproduction in any
medium, provided the original author(s) and the
source are credited.

© The Author(s). Published by International

Journal of Creative and Open Research in
Engineering and Management.

BY

https://doi.org/10.55041/ijcope.v2i4.956

© 2026 The Published by

, chityalaganesh9392@gmail.com , janganikhil2005@gmail.com,
sidheshwarkodur@gmail.com
P. Lakshmi Priya
Assistant Professor
Dept of CSE (Data Science)

Vidya Jyothi Institute of Technology

Hyderabad, Telangana, India
lakshmipriva969@gmail.com

Abstract—Online payment fraud detection is a critical area of research and
development in the realm of financial security. With the rise of e-commerce
and digital transactions, ensuring the integrity and safety of online payments
has become paramount. This paper explores various methodologies and
techniques employed in the detection and prevention of fraud in online
payment systems. The detection of online payment fraud involves the use of
advanced machine learning algorithms, anomaly detection techniques, and
behavioral analytics. These methods analyze transactional data in real-time
to identify suspicious patterns or anomalies that deviate from normal user
behavior or transaction patterns. Additionally, the integration of artificial
intelligence (Al) and deep learning models has enhanced the accuracy and
efficiency of fraud detection systems by enabling them to adapt and learn
from new fraud patterns continuously. The challenges associated with online
payment fraud detection include maintaining a balance between security and
user experience, the need for real-time decision-making, and the evolving
nature of fraudulent tactics employed by cybercriminals. Effective online
payment fraud detection is crucial for maintaining consumer trust,
safeguarding financial transactions, and mitigating potential financial losses
for businesses.
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I. INTRODUCTION

With the rapid increase in online transactions, financial
fraud has become a major concern for individuals and
organizations. Traditional fraud detection systems often
rely on static rules, which are not effective against
evolving fraud patterns. These systems fail to detect
complex and real-time fraudulent activities, leading to
financial losses and reduced customer trust.

There is a need for an intelligent, real-time fraud
detection system that can analyze transaction data
dynamically and identify suspicious activities
accurately. The system should be capable of adapting to
new fraud patterns while maintaining a balance
between security and user experience. This project
presents an Online Payment Fraud Detection System
developed wusing machine learning and web
technologies, designed to address these challenges
through a combination of deep learning, feature
engineering, and a real-time API-driven prediction
pipeline.

1.1 Problem Statement

The main objective of this project is to design and
develop an Online Payment Fraud Detection System
using machine learning and web technologies. The
specific objectives include:

To build a machine learning model capable of detecting
fraudulent transactions with high accuracy.

» To preprocess and transform raw transaction data
into meaningful features.

* To implement real-time fraud prediction using a
Flask-based backend.

* To develop an interactive dashboard for monitoring
transactions and predictions.

* To store and manage transaction data efficiently
using a database.

* To demonstrate the application of data science and
machine learning in financial security.

1.2 Importance of the Study

This project highlights the practical application of
machine learning in solving real-world problems
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detection accuracy using intelligent models, reducing
financial losses by identifying suspicious transactions
early, enhancing user trust in digital payment systems,
and demonstrating how Al and web technologies can
work together in real-time applications.

II. LITERATURE REVIEW

The field of fraud detection has evolved significantly
with the advancement of digital payment systems and
machine learning technologies. Traditional fraud
detection systems relied heavily on rule-based
approaches, where predefined conditions were used to
identify suspicious transactions. While these systems
were simple to implement, they lacked adaptability and
failed to detect new and complex fraud patterns.

With the rise of data-driven approaches, machine
learning models have become a preferred solution for
fraud detection. Algorithms such as Logistic
Regression, Decision Trees, Random Forests, and
Neural Networks are widely wused to classify
transactions as fraudulent or legitimate. These models
analyze historical transaction data to identify hidden
patterns and anomalies.

Recent studies emphasize the use of deep learning
techniques, including Convolutional Neural Networks
(CNN) and Artificial Neural Networks (ANN), for
improved accuracy and real-time detection. These
models are capable of learning complex relationships
between multiple features such as transaction amount,
time, location, and user behavior.

Web-based fraud detection systems have also gained
importance, enabling real-time monitoring and
prediction through dashboards and APIs. Frameworks
like Flask simplify backend development and allow
seamless integration between machine learning models
and user interfaces. This project builds upon these
advancements by combining machine learning, feature
engineering, and web technologies to develop a real-
time fraud detection system that is both efficient and
scalable.

III. METHODOLOGY

The methodology adopted for this project follows a
structured approach involving data preprocessing,
model training, system integration, and real-time

. . prediction.
related to financial fraud. It bridges the gap between
theoretical ~ concepts and  real-time  system
implementation. The system helps in improving fraud
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3.1 System Design Approach

The system is designed using a client—server
architecture. The client (browser) interacts with the
system through a dashboard. The Flask server processes
requests and communicates with the ML model. The
database (SQLite) stores transaction data and
predictions. The system follows the transaction data
processing pipeline shown in Fig. 1 below.

ETRANSACTION DATA PROCESSING PIPELINEj

TRAGATA " D encineesine DY oreicrion AP SToRAGE P DISPLAY

Fig. I: Transaction Data Processing Pipeline

3.2 Development Process

The development was carried out in the following
stages:

1. Data Collection — Transaction dataset loaded from
Excel.

2. Data Preprocessing — Cleaning, transformation, and
feature engineering.

3. Feature Engineering — Creation of features such as
amount-to-balance ratio, night-time transaction flag,
and weekend indicator.

4. Model Training — Training a deep neural network
model.

5. Backend Development — Flask APIs for prediction
and analytics.

6. Frontend Development — Interactive dashboard
using HTML/CSS/JS.

7. Integration — Connecting model, database, and UI.
8. Testing — Validating predictions and system
performance.

3.3 Tools and Technologies

Programming Language: Python; Framework: Flask;
Libraries: Pandas, NumPy, Scikit-learn; Database:
SQLite; Frontend: HTML, CSS, JavaScript;
Development Tools: VS Code / PyCharm.

3.4 Machine Learning Model

The machine learning model is a deep neural network
trained on historical transaction data. The application
operates at the application layer using HTTP for
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communication between the client and server. Each
transaction is processed through distinct routes defined
in Flask. Data packets are transferred securely within
the local network or via hosted environments,
simulating real-world network interactions.

3.5 Testing and Validation

The system is tested using different transaction
scenarios, various input values, and real-time
predictions through API endpoints. Performance
metrics include Accuracy, Precision, Recall, F1 Score,
and AUC Score.

IV.IMPLEMENTATION

The implementation phase focuses on converting the
system design into a fully functional real-time fraud
detection web application. The system integrates
machine learning, backend development, and frontend
visualization into a single pipeline.

4.1 System Architecture

The system follows a three-tier architecture ensuring
modularity and scalability. The Presentation Layer
(Frontend) is built using HTML, CSS, and JavaScript
to display the dashboard, charts, and transaction data,
and allows users to input transaction details for
prediction. The Application Layer (Backend — Flask)
handles API requests and responses, loads the trained
ML model and preprocessing components, and
performs real-time fraud prediction. The Data Layer
(Database — SQL.ite) stores transaction data and model
metrics, and enables fast querying for dashboard
analytics. The data flow is illustrated in Fig. 2.

Website: https://ijcope.org/ 3


https://ijcope.org/

International Journal of Creative and Open Research in Engineering and Management § &

app.py starts
e
Background thread created | daem

time.sleep(12)
r ML el to load first

while True: loop
generate_transaction()

time.sleep(4)

Browser polls /api/live_feed

Fig. 2: Data Layers and System Flow

4.2 Backend Implementation

The backend is the core engine of the system and is
implemented using Flask. When the application starts,
it loads the trained model, feature scaler, and label
encoders to ensure predictions are fast and consistent.
The working flow is: User enters a transaction — sent
to Flask API — Flask preprocesses data — sends to ML
model — model predicts fraud probability — result
stored in database — dashboard updates in real-time.

4.3 Frontend Implementation

The frontend provides an interactive dashboard with
four core modules. The Dashboard Overview displays
total transactions, fraud vs. legitimate count, fraud rate
percentage, and model performance metrics[1]. The
Transaction Table shows all transactions with
pagination, search, and filtering support. The Prediction
Module accepts inputs (amount, location, login
attempts, balance) and returns fraud probability and risk
level (LOW / MEDIUM / HIGH). The Data
Visualization module presents charts for fraud by
channel, fraud by occupation, amount distribution, and
hourly fraud trends.

4.4 API Implementation

The Prediction API (/api/predict, POST) accepts
transaction input, converts it to numerical features,
applies scaling, and predicts fraud probability. Night
detection flags hours before 6 AM or after 10 PM as
high risk. The amount/balance ratio is computed
dynamically. The Transaction API (/api/transactions)
provides paginated results with search and fraud
filtering. Analytics APIs (/api/stats, /api/chart/channel,
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/api/chart/hourly, /api/chart/login_attempts) power the
dashboard charts.

4.5 Machine Learning Integration

Key features include transaction amount, account
balance, login attempts, time (hour, weekend, night
flag), and amount/balance ratio. Categorical data is
encoded via Label Encoder. StandardScaler normalizes
data to prevent large values from dominating model
training.

The deep neural network architecture: Layer 1 (256
neurons) detects basic patterns; Layer 2 (128 neurons)
refines them; Layer 3 (64 neurons) generates strong
signals; the Output layer (1 neuron) yields fraud
probability. Probabilities map to risk levels: LOW (<
40%), MEDIUM (40-70%), HIGH (> 70%).

4.6 Implementation Steps

Step 1: Create a virtual environment (‘python -m venv
venv’) and activate it. Step 2: Install required libraries
— flask, pandas, numpy, scikit-learn, and openpyxl.
Step 3: Run the application using ‘python app.py’. The
server starts at http://127.0.0.1:5000 in debug mode.

4.7 Testing and Output

The system was tested with multiple scenarios: Low
amount + high balance — Legitimate; High amount +
multiple login attempts — Fraud; Night transactions —
Higher risk. All test cases confirmed -correct
classification by the fraud detection model. Figs. 3-5
show the application interface.
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Fig. 3: Home Page — Dashboard Overview
The FraudGuard dashboard summarizes 50,000

transactions, with 2,637 (5.27%) flagged as fraudulent
and an average transaction value of ¥24.9K, while fraud

transactions average 347.3K. The deep neural network
model demonstrates strong performance with 99.8%
accuracy, 97.6% precision, 98.5% recall, and a perfect
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100% AUC-ROC. The analytics section includes six
interactive charts that visualize fraud patterns across
channels, occupations, transaction amounts, hourly
activity, and login attempts.

=" /"0

Fig. 4: Transaction Verification Page

The image shows a Fraud Guard transaction
verification dashboard interface. It includes a field to
enter a transaction ID and a “Verify” button to check its

validity. A recent verification entry is displayed below,
marked as successfully verified with a timestamp.

The image shows a transaction verification interface
with a popup confirming a successful check.

It indicates the transaction is “Verified — Legitimate”
with matching details from the database.

Key information like account ID, amount, location, and
balance is displayed for confirmation.

V. CASE STUDY

The case study evaluates the performance, usability,
and real-time functionality of the Online Payment
Fraud Detection System using a dataset of 50,000
transactions and simulated real-time inputs.

5.1 Experimental Setup

The system was deployed in a local development
environment under controlled conditions: Server: Flask
(Python-based backend); Database: SQLite; Client:
Chrome / Firefox; Dataset: 50,000 transaction records;
OS: Windows. The ML model was trained on historical
transaction data and integrated into the Flask server for
real-time prediction.
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5.2 Functional Testing

Transaction Processing: The system accepts inputs
from the dashboard, sends data to the backend API, and
the model returns a prediction. Fraud Prediction:
Transactions are correctly classified as Fraudulent or
Legitimate with a probability score displayed as a
percentage. Database Storage: All transactions and
predictions are stored in SQLite with efficient retrieval.
Dashboard Updates: Charts and statistics refresh
dynamically in real time. All functionalities were tested
and confirmed to work correctly without errors.

5.3 Performance Evaluation

The proposed fraud detection model was evaluated
using standard classification metrics. Results are
summarised in Table 1.

Metric Value

Accuracy 99.8%
Precision 99.7%

Recall 99.5%

AUC Score 98.5%

Table I: Model Performance Metrics(

5.4 User Interface Evaluation

A sample transaction (TX000001) was analyzed step-
by-step through the ML pipeline. Transaction details:
Type: Debit; Channel: ATM; Occupation: Doctor;
Time: 4 PM; Amount: Z1,176; Balance: 34.27 lakh;
Login Attempts: 1.

Step 1 — Raw Input: Data received from the database in
human-readable format. Step 2 — Feature
Transformation: ATM — 0; Doctor — 0; IsNight = 0;
Amount/Balance = 0.0028. Step 3 — Normalization:
StandardScaler applied to all features. Steps 4-6 —
Neural Layers: Progressive pattern refinement across
three hidden layers. Step 7 — Output: Fraud Probability
0.00% — Legitimate Transaction. The real transaction
flow is shown in Fig. 5.
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Step 3 — Data normalisation (StandardScaler)

1

Step 4 — Layer 1- 256 neurons (ReLU)

l

Step 5 — Layer 2 - 128 neurons (ReLU)

l

Step 6 — Layer 3 - 64 neurons (ReLU)

L

Step 7 — Output layer - Sigmoid activation

1

LOW risk MEDIUM risk HIGH risk
Probability « 40% Probability 40 abability = 70!

Example TXO00001 — 1,176 - ATM - 4 PM - Balance %4.27L - 1 login attempt
0 R 0,002 git=~607 — Fraud probab

Fig. 5: Real Transaction Flow — Step-by-Step ML
Pipeline

VI. CHALLENGES AND LIMITATIONS
6.1 Challenges

Data Preprocessing and Feature Engineering:
Transforming raw transaction data into meaningful
features required careful encoding of categorical
attributes and creation of derived features such as the
amount-to-balance ratio and the night-time indicator.
Ensuring data consistency across all records was
critical, as model performance depends heavily on input
quality.

Fraud Label Generation: The dataset lacked predefined
fraud labels, so rule-based scoring was used to simulate
labels. Selecting appropriate thresholds required
iterative tuning and introduced dependency on heuristic
assumptions.

Model Training: Selecting the optimal neural network
architecture, preventing overfitting with early stopping,
and balancing accuracy with generalization required
multiple training iterations and hyperparameter tuning.

Real-Time Integration: Maintaining fast API response
times, consistent feature transformation during
inference, and optimized model loading via caching
were key engineering challenges.

Database and Frontend Synchronization: Designing
efficient SQLite schemas for analytics queries and
handling asynchronous dashboard updates without
delays required careful API design.
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6.2 Limitations

» Artificially generated fraud labels may not fully
reflect real-world fraud scenarios, limiting model
generalization to unseen fraud types.

* The fixed-size dataset of 50,000 records does not
encompass the diversity of real-world transaction
patterns; performance may vary at larger scale.

* The deployed model is a Multilayer Perceptron
(MLP) and does not fully exploit temporal or sequential
dependencies; LSTM/GRU models could improve
detection of time-series fraud patterns.

* The system lacks HTTPS, data encryption, and role-
based authentication, restricting suitability for
production financial environments.

* Local-only deployment on SQLite/Flask limits
scalability and multi-user concurrent access.

VII. CONCLUSION AND FUTURE WORK

The Online Payment Fraud Detection System
successfully demonstrates the integration of machine
learning, data processing, and web technologies to
identify fraudulent transactions in real time. The deep
neural network model, trained on engineered features
including transaction amount, account balance, login
attempts, and temporal indicators, achieved an accuracy
of 99.8%, precision of 99.7%, recall of 99.5%, and an
AUC Score of 100% on the test dataset.

The Flask-based backend enabled seamless real-time
communication between the ML model and the
interactive dashboard, while SQLite provided efficient
transaction storage and retrieval. The system validates
the practical utility of combining data science with web
engineering to address real-world financial security
challenges and provides a scalable foundation for
further enhancements.

Future Work

1. Integration with live payment gateways or banking
APIs to process actual transactions in real time.

2. Continuous model retraining with online learning
techniques and LSTM/GRU architectures to capture
evolving and sequential fraud patterns.

3. Cloud deployment on AWS, Azure, or Google
Cloud to support large-scale data processing and multi-
user access.

4. Implementation of HTTPS, data encryption, and
role-based access control for production-grade security.
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5. Exploration of ensemble methods combining
multiple ML models to further reduce false positives
and improve detection accuracy.
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