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Abstract—Detecting fraud in the digital financial system poses
challenges as the types of fraud, imbalanced data, and lack of
transparency of machine learning models are not handled properly.
The static rule-based methods do not adapt to fraud types, whereas
the machine learning models act like a black- box. This paper
introduces a hybrid, adaptive and explainable fraud detection
framework by combining ensemble learning, behavioral feature
engineering and rule-based decision making process. Random Forest,
AdaBoost and LightGBM are utilized for prediction probability
generation, which is enriched using a hybrid risk-based decision
framework. Class imbalance is tackled with SMOTE and an adaptive
threshold technique is used for dynamic control of precision and
recall, without any retraining. Feature-level explainability is achieved
using SHAP and the LLM generates human understandable
explanations. The framework is put to use using FastAPI, which
provides near real time processing and experimental evaluation
results prove its significance for BFSI real-world applications by
providing accuracy of 95.15% and AUC of 0.9926.

Index Terms—Fraud Detection, Ensemble Learning, Explain- able
Artificial Intelligence (XAI), SHAP, Large Language Mod- els
(LLM), SMOTE, Adaptive Thresholding, Hybrid Decision
Framework, Behavioral Feature Engineering, BFSI, Real-Time
Systems.

1. INTRODUCTION

The growing use of digital technologies (Internet banking,
mobile payments, e-commerce) has led to a boom in online fi-
nancial transactions, making financial systems more accessible
and efficient, while also exposing them to sophisticated fraud.
This phenomenon requires the development of fraud detection
mechanisms in modern BFSI systems [1].

Rule-based methods are one of the most popular traditional
approaches, are simple to implement, however, they can’t
adapt to new fraud patterns, and require manual updates and
system modifications, also these methods cannot cope with
increasing complexity and dimensionality [2], [3]. Machine
learning (ML) techniques have therefore been increasingly
favored due to their capacity to detect complex patterns in
large quantities of transaction data. Ensemble methods such
as Random Forest, AdaBoost and boosting techniques like
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LightGBM achieved very good predictive performances in
many classification tasks like fraud detection [4], [5], [6].

ML models, however, suffer from the black-box nature of
their predictions, which makes their decisions uninterpretable
and untrustworthy in financial applications where transparency
and accountability are essential [7], [8], [9]. Explainable
Al (XAI) approaches such as SHAP provide feature-level
explanations of model predictions but they remain complicated
to explain to non-experts [8].

Other main problems to solve are: the class imbalance
problem where fraudulent transactions are scarce in respect
to legitimate transactions which can cause an unfairness and
an accuracy decrease of model performance (e.g., SMOTE
algorithm can improve the detection of the minority class [10],
[11]). Finally, modern financial systems need an instantaneous
fraud detection to minimize the losses and react promptly.

In this paper we propose a hybrid, adaptive, explainable
fraud detection framework for BFSI. We go beyond traditional
ensemble systems, using a hybrid decision mechanism which
combines the predictions from machine learning models with
rule-based risk factors and adaptive thresholding, to improve
detection performance, intelligibility and usability within ML
based applications in BFSI, thanks to behavioral feature
engineering, XAl methods and real-time deployment using
FastAPI.

A. Significance of Contribution
The primary contributions of this paper are outlined below:

- Better Detection Performance: An ensemble-based
learning mechanism (Random Forest, AdaBoost and
LightGBM) is developed for robust probability predic-
tions leading to enhanced accuracy and stability of model
(6], [71, [13].

- Class Imbalance: The SMOTE algorithm is adopted for
managing class imbalance in the dataset and accurately
detecting fraud transactions in minority class [10].
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- Explainable AI: SHAP mechanism is implemented to
analyze and predict the factors contributing to detection
enabling transparency of predictions for financial stake-
holders [8].

- Behavioral feature engineering: Enhanced features like
transaction velocity, frequency and deviation are consid-
ered for behavior tracking and identifying anomalies [2].

- Hybrid Decision Framework: A hybrid risk-based deci-
sioning system, which integrates machine learning predic-
tions with rule-based domain expertise, for context-aware
fraud identification.

- Adaptive threshold mechanism: A dynamic threshold is
applied to optimize precision and recall without the need
for model retraining.

- Real-Time system: The entire system is deployed as an
API service using FastAPI allowing for near real-time
fraud identification with high prediction accuracy and low
latency appropriate for use in BFSI sector.

B. Novelty and Justification

This research work contributes to the novel integration
of various components like ensemble learning, feature engi-
neering (based on behavior) and explainable Al in a single
framework to perform real-time fraud detection. Previous
approaches do not work on integrating these factors into one
comprehensive framework but aim to improve accuracy or
interpretability individually.

Unlike traditional ensembles which use static voting, here
we introduce a hybrid decision mechanism where model’s
probabilities are augmented by rule-based risk factors and
adaptable thresholding to include domain knowledge and
conditional features in the decision making process which is
more practical and flexible.

C. Structure of the Paper

In the rest of the paper, Section II gives a literature review
covering state-of-art techniques and related researches with
identified shortcomings and difficulties in fraud detection.
Section III explains the proposed approach which covers data
pre-processing, feature engineering, hybrid decision making,
and explainability. Section IV gives the results and evaluation
of proposed method. Finally, Section V concludes the paper
and suggests the future works.

II. LITERATURE REVIEW

There have been remarkable advances in machine learning
and data mining approaches to detect fraud in the realm
of digital financial transactions. In the past, the prevalent
approach for fraud detection was the rule-based approach,
where suspicious transactions are flagged based on preset
rules. While it’s straightforward to understand, the rule-based
approach is inadequate for today’s financial landscape due to
its inability to adapt to evolving fraud patterns[2].

Various machine learning algorithms such as Random For-
est, SVM, Gradient Boosting were later utilized in fraud

. Published by

R

3 . n I;
ISSN: 3108-1754 (Online) ‘* /
Volume 02 Issue 05 May-2026 | Impact Factor: 3.5 *w*

detection. These algorithms can detect complex patterns in
large financial transaction data and improve the detection
accuracy compared to traditional methods[3], [4], [5], [6].
Ensemble learning has also been a successful approach to
enhance prediction performance, generalization and decrease
variance by combining multiple models, such as Random For-
est, AdaBoost and LightGBM[4], [5], [6],[13], [14]. However,
most machine learning models are regarded as black boxes,
which make their explanations inaccessible and lack trust-
worthiness in financial applications. Therefore, Explainable
Artificial Intelligence (XAI) techniques like SHAP and LIME
were introduced to explain machine learning models at the
feature level[7], [8], [9],[20],[21].

Nonetheless, the explanations provided by these XAl tech-
niques can be technical to expert readers. Class imbalance,
another critical problem in fraud detection where fraudulent
transactions only constitute a tiny part of the entire dataset.
The existing methods tend to give more weight to normal class
and often fail to perform well on fraud class. SMOTE has been
a popular technique to alleviate this problem by synthesizing
synthetic fraud class data[10], [11]. Additionally, several stud-
ies applied hybrid systems combining supervised learning with
unsupervised learning and behavior/network-based analysis to
improve fraud detection accuracy[26], [27]. However, most
hybrid systems only perform experiments offline rather than
real-time deployment.

To sum up, much progress has been achieved individually
in both accuracy and explainability of fraud detection model
recently. The integration of accuracy, explainability and adap-
tivity in real-time environment would be valuable.

A. Research Gaps

Despite the advancements in fraud detection, several re-
search gaps remain:

- Lack of integration between high-performing machine
learning models and interpretable systems

- Limited focus on deploying fraud detection systems in
real-time environments

- Insufficient incorporation of behavioral feature engineer-
ing for capturing user patterns

- Lack of adaptive mechanisms to handle evolving fraud
patterns without frequent retraining

- Absence of unified frameworks combining accuracy, in-
terpretability, and system deployment

B. Challenges

An effective system for detecting fraud needs to address a
number of issues:

- Class Imbalance: There are much less fraudulent than
real transactions, and this results in a biased prediction
system [11]

- Model Interpretability: Many models are black boxes
and cannot be relied upon for applications in finance [7].

- Fraud patterns vary over time: New fraud mechanisms
and variations are being developed constantly. This re-

quires that systems can adapt to new variations.
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- Real time needs: It is often necessary to assess and reject
fraudulent transactions very quickly, for instance, when
a payment is being made.

- Scalability and usability: The system must be able to
handle a large amount of data in an efficient way and
give intelligible output to users.

C. Motivation for Proposed Work

Given the aforementioned constraints, it’s imperative that
there exists an integrated fraud detection framework that caters
for all the above parameters of good detection performance,
interpretability, and real-time operability simultaneously. Most
available frameworks tend to achieve this individually but
never really build into a deployable system.

The motivation for this work is primarily to bring ensemble
learning, explainable Al, behavioral features and real-time
deployability together into one holistic framework. With the
usage of techniques such as SMOTE for class imbalance
handling, SHAP for model interpretability and FastAPI based
architecture for real-time processing the system endeavors to
provide an efficient and scalable fraud detection solution for
BFSI applications.

[II. METHODOLOGY

This fraud detection framework aims to deliver a precise,
understandable, and real-time adaptable solution for BFSI
systems. The developed system encompasses a variety of
steps, including data preparation, behavioral characteristic
creation, class imbalancing management, model prediction,
hybrid decision-making, clarity generation and real-time im-
plementation. These combined methods create a multi-layered
framework in which machine learning and subject matter
knowledge are incorporated in order to boost the precision
of the fraud detection.

A. Data Preprocessing and Feature Engineering

The initial step involves preprocessing the available data
for consistency and data quality. Missing data, redundant data
are all imputed while categorical variables are appropriately
transformed to a binary classification for models. Temporally
relevant features like time of the day, month and day are
also generated from transaction time stamp to aid model to
understand behavioral pattern.[1]

Besides general preprocessing tasks, behavioral character-
istics are also created. The characteristics such as transaction
frequency, deviation from average transactions and transaction
speed are generated from given raw transaction data to make
models capable of identifying fraud efficiently by analyzing
the underlying behavior [2].
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B. Handling Class Imbalance

Since the volume of fraudulent transactions in given datasets
are very small and those of authentic transactions are very
large, it will lead the model to be biased toward authentic
transaction predictions. Therefore, SMOTE is used to generate
synthetic majority class samples which helps model to be
trained more effectively for learning the fraud behaviors [10].

C. Ensemble Learning Model

In order to obtain prediction probability accurately, a combi-
nation of Random Forest, AdaBoost, LightGBM is employed
which complement each other in order to achieve accuracy
better than a single model can achieve. Different from ordinary
ensemble methods which average the votes from models to
output the final predictions, probability values outputted by
these models will feed into next stage [13], [14].

D. Hybrid Decision Framework

A hybrid risk based framework is proposed to gain a more
robust decision by incorporating domain knowledge. The final
risk score is calculated by combining the probability of the
model with some rule-based values which reflects from domain
knowledge and human expert’s experiences such as amount,
time and customer behavior patterns.

Risk Score = Pmodel + Rrule

The combination ensures the decisions made by the system to
be more comprehensive and accurate as well as it could be
easily extended for the future requirements.

E. Adaptive Threshold Mechanism
Transactions are categorized into normal or fraud by using
a dynamic threshold.
Y = 1(Risk Score > T)

Adjusting threshold allows controlling the precision and recall
based on operational requirements of different organization
and evolving characteristics of the fraud.

F. Explainability using SHAP

SHAP values will quantify the feature’s contribution for
the output of the model in order to facilitate understandable
decision-making.

G. LLM-Based Explanation

The output of the SHAP will be further presented in a
human friendly manner by using the LLM. It converts the
feature contributions to comprehensible textual explanations.

H. Real-time System Implementation

System is built using FastAPI that enables near real-time
fraud detection and low latency of decision making and also
can process multiple transactions per second, hence it is
applicable in the real BFSI scenarios.
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1. Advanced Intelligence and Adaptive Framework

Furthermore, advanced intelligence systems such as fraud
intelligence, customer intelligence and network intelligence
are integrated to gain a better system performance and adapt
to the emerging trends of fraud behaviors by dynamically
adjusting the threshold and using adaptive methods against
drifts.

[V. EXPERIMENTAL ANALYSIS AND DISCUSSIONS

The designed fraud detection framework is evaluated based
on various performance parameters like accuracy, precision,
recall, Fl-score, and Area Under the ROC Curve (AUC). The
model is trained on balanced data using SMOTE and tested
on unseen test data to check its generalization capability. The
results reflect the effectiveness of the proposed system to
accurately and reliably detect fraudulent transactions.

A. Performance Evaluation

The results from the experimental analysis show that the
proposed framework exhibits satisfactory performance for all
the evaluation measures. It particularly performs well as indi-
cated by the high recall value of the model, which confirms
that it can detect fraud correctly. This is a very important factor
while building a fraud detection system as it minimizes false
negatives that can cause significant financial losses. The high

TABLE I
PERFORMANCE METRICS OF PROPOSED SYSTEM
Metric Value
Accuracy  95.15%
Precision  92.16%
Recall 98.70%
F1-Score 95.32%
AUC 0.9926

value of AUC explains the strong discrimination capability
between fraud and non-fraud transactions. The performance
achieved by the proposed system represents a good balance
between precision and recall.

B. Confusion Matrix Analysis

The confusion matrix helps to get an overview of the
model’s classification performance.

The results from the confusion matrix state that the model
accurately classifies most of the fraud and non-fraud trans-
actions. The false negative count of the model is very low,
which indicates that the fraud cases have been detected very
well. There are some false positives but the number is not
that large. They can also be managed further by the adaptive
threshold mechanism.

C. Comparative Analysis

To evaluate the efficiency of the proposed framework, it
is compared with individual machine learning models and
traditional approaches. The comparison also highlights the
good performance of the proposed framework compared to
individual models on most of the evaluation metrics. The
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Fig. 1. Confusion Matrix of the Proposed Fraud Detection Model

TABLE II
COMPARATIVE ANALYSIS OF MODELS

Model Accuracy _ Precision Recall AUC
Random Forest 94.12% 93.10% 95.2% 0.975
AdaBoost 93.48% 92.20% 94.5% 0.970
LightGBM 95.15% 93.60% 96.8% 0.985
Logistic Regression 83.52% 80.10% 85.3% 0.890
Na'ive Bayes 88.49% 86.00% 90.5% 0.910
Autoencoder 32.15% 30.00% 35.0% 0.500
Proposed System 95.15% 92.16% 98.70%  0.9926

increased recall reflects its good fraud detection ability, and the
increased AUC explains the better classification power. These
results are the outcome of using behavior features, hybrid
decision making, and adaptive thresholding techniques.

D. Feature Importance and Interpretability

From the results of feature importance, the amount of
transaction and age of the account are two most significant
features to identify the frauds. It is quite understandable as
fraudulent transactions are usually carried out with a large
amount and on new accounts.

Foature value
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Fig. 2. SHAP Summary Plot
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SHAP ensures transparency by giving feature wise explana-
tions, and hence makes the system interpretable. This would
provide good explanation to the stakeholders about how the
model reaches a specific decision.

E. Visualization Analysis
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Fig. 4. ROC Curve

The ROC curve shows a very good performance with AUC
approaching towards 1.0, which proves that the classes are
well separated. Precision-Recall curve also proves the ability
of the proposed system to handle imbalance data efficiently.

It is observed through exploratory data analysis that fraud
patterns change across different transaction channels and time.
For example, the frequency of transaction is higher for mo-
bile based transaction that can lead to risky conditions, and
therefore they need to be taken into account.

F. Discussion

The experimental results prove that the proposed framework
has balanced aspects of accuracy, interpretability and adap-
tivity. The proposed ensemble approach helps in increasing

. Published by

ISSN: 3108-1754 (Online)
Volume 02 Issue 05 May-2026 | Impact Factor: 3.5

the predictive power, while SMOTE has been used to tackle
class imbalance issues. The hybrid decision making frame-
work helps to provide context aware information through the
combined use of rule-based knowledge and machine learning
models.

The adaptive threshold mechanism of the system provides
adjustable balance between false positives and false negatives
for different operating conditions. In addition to that, the
inclusion of SHAP and LLM based explanation improves the
interpretability and provides both technical as well as user-
friendly output.

Moreover, use of behavior features and intelligence modules
make the system robust. The framework would adapt itself to
different fraud patterns and give meaningful information about
transaction behavior. The proposed system has a potential to
be deployed in real world applications for BFSI domains.

V. CONCLUSION

This paper proposes a hybrid, adaptive, and interpretable
framework for fraud detection in modern BFSI systems. The
presented system integrates machine learning, behavioral fea-
ture engineering, rule-based reasoning, explainable Al, and
real-time deployment into a unified system, contrasting with
traditional methods that solely focus on predictive accuracy.
The framework prioritizes interpretability, adaptability, and
practical applicability in real-world scenarios.

Ensemble-based machine learning models like Random For-
est, AdaBoost, and LightGBM are employed for robust pre-
diction of fraudulent transactions by learning intricate patterns
within transactional data. The application of SMOTE effec-
tively addresses class imbalance issues, thereby enhancing the
detection of rare fraud cases.

A significant contribution of this work is the hybrid deci-
sion framework, which amalgamates model probabilities with
rule-based expert knowledge, thus improving context-aware
decision-making. The adaptive threshold mechanism further
ensures that the classification boundaries are dynamically
adjusted, balancing precision and recall without the need for
retraining.

SHAP is utilized to achieve explainability by providing
feature-level insights into the model’s predictions. The ex-
planations generated by SHAP are further augmented using
LLM-based techniques to create easily understandable inter-
pretations, benefiting both technical and non-technical users.

The system is implemented using FastAPI to facilitate near
real-time fraud detection with minimal latency. Experimental
results indicate promising performance across various evalu-
ation metrics, with a particular emphasis on high recall and
AUC values, highlighting the system’s ability to detect fraud
and minimize false negatives.

In essence, the proposed framework successfully overcomes
limitations inherent in existing fraud detection systems by
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integrating accuracy, interpretability, adaptability, and real-
time functionality into a single, coherent architecture.

A. Future Work

Although the proposed framework exhibits strong perfor-
mance, several areas can be explored for further enhancements.

Deep learning models, such as Recurrent Neural Networks
(RNNs) and Transformer-based architectures, can be inte-
grated to effectively capture sequential and temporal pat-
terns in transactional data. Graph-based techniques like Graph
Neural Networks (GNNs) can be leveraged to detect fraud
networks and inter-entity relationships.

The system’s scalability can be improved by deploying it
on distributed computing platforms and integrating streaming
frameworks for high-frequency real-time data processing. Op-
timization of SHAP computation and LLM-based explanation
generation efficiency could reduce computational overhead.

The integration of advanced concept drift detection tech-
niques would enable automatic model adaptation to evolving
fraud patterns, minimizing manual intervention. Consistency
and robustness of LLM-generated explanations could be fur-
ther refined.

Finally, incorporating privacy-preserving techniques and se-
cure data handling mechanisms would ensure the system’s
suitability for deployment in sensitive financial environments.
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