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Abstract

Our cloud computing infrastructures are recently facing
the more and more advanced internet threats such as
zero-day malware, DDoS attacks and high- level
intrusion trials. Traditional security defenses using
rule-based firewalls and signatures can no longer
suffice to secure multi-tenant cloud infrastructures with
dynamic attack patterns. In this paper we present
CPGUARD, an Al-based firewall and malware defense
system for cloud servers. CPGUARD, which includes
supervised traffic classification, unsupervised anomaly

detection and behavioral deviation analysis
components as well as automated response
functionality. MOTIVATION We develop

mathematical models for classification and anomaly
scoring and introduce a novel integrated risk-scoring
decision mechanism adopted through an unified
mitigation algorithm. Experimental results on a large-
scale cloud traffic trace demonstrate better detection
effectiveness, fewer false positives and run- time delay
compared with traditional firewall and IDS only
approaches. The findings confirm the value of layered
Al-based security to enhance cloud trustworthiness and
robustness.
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L. INTRODUCTION

Cloud computing has emerged as a fundamental
platform for hosting mission-critical services,
enterprise applications and big-data systems. TaaS and
PaaS provides elastic scaling and fast deployment,
however they may bring in security challenges due to
virtualization, multi-tenancy, or exposure to public
networks. Attackers are also taking advantage of these
environments to carry out polymorphic malware,
automated scanning, credential-based attacks and
application-level exploits.
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Traditional firewalls depend on static policy rules and
port/protocol filtering, while signature-based malware
detectors rely on known patterns and hashes. Such
approaches are effective for known threats but fail
against zero-day exploits and adaptive malware
variants. Cloud environments additionally demand
scalable, low-latency security that can react
automatically to threats without manual intervention.

Artificial Intelligence (Al) and Machine Learning (ML)
enable adaptive threat detection by learning normal and
malicious patterns from telemetry data. This paper
presents CPGUARD, a unified Al-driven security
framework that combines intelligent firewall
classification, behavioral modeling, malware detection,
and automated mitigation to protect cloud servers in real
time.

II. RELATED WORK

Cloud security research generally follows three
directions: (i) signature-based intrusion detection, (ii)
anomaly detection, and (iii) ML-driven classification.
Signature-based systems provide high precision for
known attacks but struggle with novel threats. Anomaly-
based systems detect deviations from baseline behavior
but can generate high false positives in dynamic cloud
workloads. ML-based methods improve detection
performance by learning patterns from labeled and
unlabeled data using models such as Random Forest,
Support Vector Machines, deep neural networks, and
autoencoders.

Despite these advances, many solutions are deployed as
independent modules, leading to fragmented decisions
and limited automated response. CPGUARD addresses
this limitation by fusing multiple detection signals into
a unified threat score that directly drives mitigation
actions, thereby improving accuracy and response time.
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III. SYSTEM ARCHITECTURE

CPGUARD is designed as a layered security
architecture integrated into cloud networking and host
monitoring pipelines. The framework includes five
major components:

1. Al Firewall Engine — traffic classification
and policy enforcement

2. Behavioral Analysis Module — baseline
profiling and deviation detection

3. Malware Detection Module — static and
dynamic malware analysis

4. Threat Intelligence and Policy Manager —
rule updates and signature feeds

5. Automated Response Engine — containment
and mitigation actions

CPGUARD continuously ingests cloud telemetry
(network flows, API logs, process events, and file
activity) and produces real-time decisions.

A. Architecture Figure Explanation
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Fig. 1 illustrates the end-to-end CPGUARD

processing pipeline and the interaction among its
components. Incoming network traffic and host events
first enter the feature extraction stage where statistical
flow features (e.g., duration, packet rate, entropy) and
host activity indicators (e.g., process creation bursts,
unusual privilege calls) are computed. The AI Firewall
Engine performs supervised traffic classification to
estimate the probability of maliciousness and enforces
immediate filtering actions for high-confidence threats.
In parallel, the Behavioral Analysis Module performs
unsupervised deviation detection by comparing current
activity against continuously updated baselines for
tenants, services, and user sessions. Suspicious payloads
and file events are forwarded to the Malware Detection
Module, which  combines  static  indicators
(hash/entropy/opcode  distribution) and dynamic
indicators (sandbox runtime behavior). Outputs from
these modules are fused into a unified risk score that
triggers the Automated Response Engine (rate-
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limiting, IP blocking, VM isolation, or file quarantine).
The Threat Intelligence and Policy Manager then
updates policies and model thresholds, enabling
adaptive defense across distributed cloud nodes with
minimal administrative overhead.

IV. MATHEMATICAL MODELING
A. Feature Representation

Let the dataset be:

D = {mlsw:Z? "'1Ira}

Each event xix_ixi is represented as a feature vector:

£i = (fl: f‘js ey fm)

where mmm includes flow-level, payload-statistical,
and host behavior features.

B. Supervised Traffic Classification

For each event xtx_txt, the supervised model outputs
malicious probability:

py — o(Wxg + b)
Binary cross-entropy loss:

I— _% 3 [ylog(pr) + (1 — y)log(1 — py)]

Model parameters (W,b)(W,b)(W,b) are optimized
using gradient-based learning.

C. Unsupervised Anomaly Scoring

An anomaly score is computed as:

2

ar = || — [
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If:

ag = T

then the event is treated as anomalous (useful for
unknown/zero-day threats).

D. Behavioral Deviation

Behavioral deviation is measured using a normalized
Mabhalanobis distance:

by = min (l, \/(.c; — ) "B (2 — ;.Lt)fr:)

where pt,Xt\mu_t\Sigma_tut,Xt are online-updated
baselines.

E. Unified Risk Score

The fused risk score:

Ri = o (« - logit(p:) + B - logit(as) + 1

where o,B,y\alpha,\beta,\gammaa, 3,y weight model
contributions.

V. PROPOSED ALGORITHM

Algorithm 1: Unified Threat Scoring and Automated
Mitigation (UTSAM)

Algorithm 1: Unified Threat Scoring and Automated Mitigation (UTSAM)

Input: Evere stream ¢, modek [ (dassifier), g (anomaly model). baselice {41, X

Output Action A, and updated policy I
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VL. DATASET DESCRIPTION

Parameter Value

Total Samples 50,000

Normal Samples 32,000

Malicious Samples | 18,000

Features Extracted | 42

Attack Categories | 6

Train/Test Split 70/30
Attack classes include DDoS, SQL injection, brute
force, phishing, malware payload injection, and zero-
day anomalies.
VII. EXPERIMENTAL SETUP AND METRICS
A. Metrics

"+ TN \ ™
\ouracy = s TN T FPIFN Recoll = 357

B. Confusion Matrix (CPGUARD)

Predicted Normal Predicted Malicious
Actual
Normal 9400 200
Actual
.. 1 2
Malicious >0 9250

Accuracy =96.3%
Precision = 97.9%
Recall =98.4%

C. Comparative Results

Model Accuracy | Precision | Response Time (s)
Traditional 82% 78% 4.5

Firewall

IDS 88% 85% 32

CPGUARD 96% 95% 1.4
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VIII. COMPLEXITY AND DEPLOYMENT
ANALYSIS

Let mmm be feature dimension.
e  Supervised inference: O(m)O(m)O(m)
e  Anomaly score: O(m)O(m)O(m)

e  Behavioral deviation: O(m2)O(m”2)O(m2)
for full covariance, optimized to
O(m)O(m)O(m) using diagonal covariance

Thus, real-time operation is feasible with low latency
and can be deployed as containerized microservices
under orchestration platforms such as Kubernetes.

IX. DISCUSSION

CPGUARD improves detection robustness by
combining multiple complementary signals: supervised
classification for known patterns, anomaly detection for
unknown patterns, and behavioral deviation for insider
and stealthy attacks. Automated response ensures rapid
containment with reduced manual workload. Baseline
update gating reduces the risk of model poisoning.
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X. CONCLUSION

This paper presented CPGUARD, an Al-driven firewall
and malware protection framework for cloud servers. By
integrating supervised learning, anomaly detection,
behavioral analytics, and automated mitigation into a
unified architecture, the framework significantly
improves detection accuracy and reduces response time
compared to conventional approaches. The proposed
solution provides scalable and adaptive protection for
modern cloud infrastructures.

FUTURE WORK

Future improvements include federated learning across
tenants, reinforcement learning-based policy tuning,
and real-time cross-cloud threat intelligence sharing.
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