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Abstract.

Cybersecurity is a fast-changing field where data patterns are always
shifting. Attackers develop new ways to break into digital systems
and networks. Due to this ongoing threat, Intrusion Detection
Systems (IDS) are vital for protecting modern cyber infrastructure.
Recently, Machine Learning (ML) and Deep Learning (DL) based
intrusion detection systems have shown notable improvements in
spotting malicious activities and identifying cyber-attacks more
accurately. Deep neural networks can learn complex patterns from
large datasets, which leads to better detection compared to traditional
methods. However, as these models become more accurate and
complex, they also become harder to understand, making it
challenging to trust and use them in real-world situations. Many deep
learning models operate like “black boxes”; the reasoning behind
their predictions is often unclear.

This research paper suggests an Explainable Artificial Intelligence
(XAI) framework for Network Intrusion Detection Systems. The goal
is to improve transparency and trust in machine learning-based
security solutions. The framework combines deep neural networks
with explainability techniques to give useful insights into the
decision-making process of the model throughout different stages of
the machine learning pipeline. The study uses the NSL-KDD dataset

to assess the performance of this approach. Various XAl techniques, such as SHAP, LIME, Contrastive
Explanations Method (CEM), ProtoDash, and Boolean Decision Rules via Column Generation (BRCG), are
used to create explanations for the predictions made by the IDS model. These methods help identify which
features have the most impact on detecting cyber-attacks and evaluate their influence on the final prediction.
The results show that combining deep learning with explainable Al can improve both detection accuracy and
model transparency in cybersecurity applications.

Keywords: classification, intrusion detection system, cybersecurity, explainability, SHAP scores, explainable

Al, Deep neural network, SHAP, LIME, AIX 360, BRCG, CEM, ProtoDash, local explanations, global
explanations, rules
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1. Introduction

Recently, Machine Learning (ML) has been used in modern intrusion detection systems to correlate features,
classify patterns and identify outliers (anomalies), indicating a potential attack. Network security researchers
spend hours analyzing attacks and classifying them into one of several attacks, for example, port sweep,
password guess, teardrop. The attack landscape is always changing however, with hackers continuously
discovering new ways to attack. Therefore, such general classifications could be obsolete with the adoption of
new attack strategies by hackers. Moreover, as ML systems are often seen as black boxes that lack transparency
regarding how or why certain network traffic is flagged, a recently emerging area of research, explainable
artificial intelligence (XAI), comprises works that address explaining the predictions of ML models. Hence,
this paper also proposes an XAl framework along with the proposed intrusion detection system to assist an
analyst to take the final decision.

For example, if we classify an attack as a "guess password" and an explanation indicates this was due to one hot
indicator and approximately 125 source bytes. If the security analyst agrees that this explanation seems
reasonable, it is easy for the security analyst to accept the alert. In the case of a new attack, when an anomalous
attack is detected and an explanation provided, the analyst could decide that this is a new abnormal attack pattern
and add an appropriate rule to a system such as Zeek (formerly Bro-IDS). For future work, this could be paired
with a natural language generation module, generating sentences in English.

People have noticed that Deep Neural Networks (DNNs) consistently edge out other machine learning
algorithms when it comes to performance.. But here's the catch: if you look at the accuracy-versus-
interpretability tradeoff, you'll see a clear pattern, boosting model accuracy often chips away at how easily we
can make sense of what’s going on under the hood. That’s not a trivial issue. In fact, this very lack of transparency
is part of why DNNs rarely show up in real-world settings like bank loan approvals; folks simply don’t trust
decisions they can’t unpack.. So, what can we do about it?.

Training R Train s Debug . Deploy
Data Model Model Model

Fig. 1. Steps involved in ML pipeline

Here are the various stages in the ML pipeline. We can obtain explanations at each of these stages using
explainable Al algorithms. Explanation at the training dataset level allows us to determine if there are any biases
present in the data set that may be corrected before training begins. At the trained ML algorithm level,
explanations allow us to determine if there is anything wrong that the model has learned during the training
process. If that is the case, then we can improve the performance of the model through tuning or reselecting new
features. Instance-level explanations allow us to debug the model but also prove useful post-deployment.
Therefore, at every step of the ML pipeline, these explanations make it easy to develop and deploy the ideal
network intrusion detection system. Figure 2 shows how these explanations can be generated for all categories
of users.

There are three main categories of users when an ML model moves into production. First, we have the data
predictions. The third is the end user or customer, who wants to understand the reason behind the model’s
predictions.

Take for example a scenario where an algorithm is used by a financial institution to approve loans. In such a
case, a data scientist first creates the model. Before using the model, its accuracy and effectiveness are tested
after consultations with the subject matter expert. Thereafter, the loan officer makes the final decision of whether
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to admit or deny the loan based on the result produced by the model. The individual then wants to know how
the decision was made.
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Fig. 2. Schematic of the explainable Al framework

Think about the application of an ML algorithm as a loan approval system in the banking industry. First, a data
scientist constructs an ML model. Before deploying the ML model, there are many ways of applying explainable
Al techniques to understand the behavior of the ML model globally, such as SHAP [6] [7] and BRCG [8]. As
far as the analyst is concerned, Protodash [9] provides a tool by which she or he can obtain similar training
examples and study the differences and similarities among them and other pertinent information. As far as the
user is concerned, some possible ways of achieving his/her goal include using LIME [10][11], SHAP, and CEM
[12].

2. Problem Statement

With the increasing number of internet users and advanced technological tools available, there has been an
increase in the rate of cyber-attacks. IDSs have been implemented broadly to detect malicious behavior and
protect computer networks from potential security breaches. Modern IDSs employ the application of artificial
intelligence and machine learning techniques to improve accuracy and help in recognizing new attacks.

On the other hand, many AI-IDS models function as black boxes, giving results or predictions without explaining
the process involved in arriving at such predictions. In most cases, security experts find it difficult to comprehend
the reasons for classifying certain activities on the network as threats or harmless behaviors. This makes it
challenging for security professionals to make decisions and implement effective actions.

In order to make decisions regarding attacks within cyberspace, it becomes imperative to explain the reasons
behind attacks. As such, there is a requirement for implementing an XAl solution that provides clear and easily
understandable interpretations of Al-based intrusion detection operations.

This paper aims to propose an XAl framework to be used in IDSs.
3. Proposed Framework

According to the objectives of Explainable Al for Intrusion Detection System, the framework should be designed
to detect potential cyber attacks. Moreover, there should be a possibility for the end user or administrator to
understand the process of making decisions within an intrusion detection framework.

Initially, the Al framework collects network traffic data from multiple sources including servers, workstations,
and communication networks. After that, the collected data is preprocessed to remove excessive information
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from it and make data ready for further analysis. As a result of data preprocessing stage, there is a need to extract
significant features including packet sizes, number of login attempts, network traffic pattern, and connectivity

features.

Then, the data processed in the previous stage is passed to a machine learning algorithm used for intrusion
detection purposes. Machine learning algorithm examines network traffic and detects abnormal activity or an
attempted cyber-attack. Some machine learning algorithms can be considered as appropriate ones in this
situation, namely, Decision Trees, Random Forest, or Support Vector Machines.

Next, Explainable Artificial Intelligence techniques should be applied to analyze why a certain prediction is
made by the algorithm. Some XAI methods can be applied at this stage such as SHAP and LIME. They help to
find out which features contributed the most to the decision and make a conclusion about its nature.

Finally, the output explanation of the intrusion detection system will be generated.

Explainable Al Framework for Intrusion Detection Systems
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4. Methodology

The methodology used in this research describes how the Explainable Al Framework was developed to improve
cyberattack detection and provide explanations for the predicted attacks. Explainable Artificial Intelligence
combines machine learning methods with Al to create better cybersecurity tools.

First, the data collection process takes place. The data will be collected from various sources such as servers,
workstations, routers, or even wider communication networks. Traditional cybersecurity datasets like NSL-KDD

and CICIDS can be used in this stage too.

Secondly, the pre-processing step takes place. During pre-processing, extra data and duplicates are removed
from the dataset to increase its quality. Moreover, missing values are eliminated and the data is converted to the
format required for Al models. Pre-processing helps to increase the accuracy and efficiency of the Al

Thirdly, features relevant to detecting cyberattacks are selected during the feature extraction phase. These could

be factors like packet size, number of logins, traffic volume, protocol type, connection duration, etc. By
extracting the features, Al focuses on the right information for detection.
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Once feature selection takes place, machine learning algorithms can be implemented to classify the network data
as normal or malicious. For example, decision tree, random forest, SVM or neural networks can be used for
detecting intrusions.

Then, after detecting an intrusion, the use of XAl can begin. The purpose of XAl is to explain the model's
predictions in order to make them more understandable to humans. Techniques like SHAP or LIME allow us to
see which features were used in predicting a cyberattack.

Finally, the Al explains why a particular action is categorized as malicious or normal. This is achieved via the
creation of a report, which explains the reasoning behind the model's predictions.

5. Explainable Al Techniques

XAI techniques are used to make the operation of Al-based intrusion detection systems more transparent and
comprehensible. XAl methods help security specialists to know why a certain machine learning model classified
network activities as normal and malicious. This makes XAl beneficial for building reliable, trustworthy, and
effective cybersecurity infrastructure.

The problem with conventional approaches to machine learning is that predictions made with their help often
do not include clear explanations, which causes confusion and distrust towards Al-powered tools. Explainable
Al solves this issue and identifies the features driving the predictive decision.

The two most common Explainable Al methods are SHAP and LIME.

SHAP (SHapley Additive exPlanations)

SHAP is one of the explainability techniques helping to understand the influence of certain features on the
prediction made. SHAP reveals the most impactful features that play a big role when detecting cyber threats.
Examples might be peculiarities of login activity, anomalies in network traffic or different sizes of packets sent
via the Internet connection. In addition to that, SHAP provides both positive and negative feature contributions
to the final prediction.

LIME (Local Interpretable Model-Agnostic Explanations)

LIME is yet another technique aiming to explain certain predictions and how they were made. It produces a
comprehensible interpretation around each particular prediction to show security specialists what happened.

With the help of LIME, analysts learn why a certain activity was considered malicious.

To summarize, SHAP and LIME are helpful techniques that enhance the interpretability of intrusion detection
systems and improve users' experience with them.

6. Advantages of the Proposed Framework
There are a number of benefits to be achieved by the Explainable Al Framework for Intrusion Detection Systems

in terms of cybersecurity and protection of the network. Artificial Intelligence coupled with the use of
Explainable Al brings an increase in trustworthiness, transparency, and performance to cyber attack detection.
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One key benefit to this system is increased transparency. Traditional Al systems typically work as black boxes
which means users cannot determine how decisions are reached. This system however can easily identify why
certain decisions have been made and can offer explanations for this information, this is making the system more
user friendly.

Another key benefit to this system is increased trust in the intrusion detection system. Security analysts, network
administrators or whichever other users it may be, will gain a greater sense of trust in the Al model when it
comes to its ability to define what network activity is considered malicious or normal.

Improved decision making is also a key benefit to security analysts. Understanding the context behind any
discovered attack will lead to an increased likelihood of timely and accurate responses to these threats and reduce
confusion and confusion within the network security environment.

The identification of the critical features which causes the cyber attack is another key feature of the proposed
system. Explainable Al techniques such as SHAP and LIME will outline the various factors and criteria
contributing to these decisions.

Increased efficiency in the time it takes to perform threat analysis is another benefit that this system can offer,
as automatically generated explanations may allow security analysts to focus more on an attack rather than
defining it.

Therefore this system allows a greater transparency, reliability, trust, and performance in Al-based intrusion
detection systems.

7. Challenges and Limitations

While the Explainable Al Framework for Intrusion Detection Systems presents a number of benefits, there are
also a number of challenges and limitations in adopting this system. The problems identified can affect system
performance, speed and accuracy in the field of cyber security.

A challenge encountered with Al and Explainable Al is that it requires a substantial amount of computation and
memory, which leads to high cost and large processing times, as these techniques are complex and difficult to
compute. This problem can grow exponentially when processing network traffic and data sets that grow
exponentially on a second-by-second basis.

There is also the issue that in a real world application of such system in a cyber security environment there will
be huge volumes of data to analyze on a per-second basis and to explain in this time. This problem leads to a
slow system that is unlikely to succeed in preventing a threat in time.

The quality of data provided can also influence system performance, the accuracy of a training set can impact
the efficiency and detection capabilities of a machine learning system. Poor quality, out of date and skewed
datasets can impact prediction rates of a given model.

The Explainable Al may result in explanations that cannot be understood by a non technical user, while
increasing transparency within Al it still requires technical and security expertise.

Explainability must be balanced with performance, some very high performance models that have proven
accurate (for instance, a neural network) tend to be extremely hard to explain.

This fact is a hurdle for the application of many high performance models within the framework due to
limitations and the need to interpret their behavior. The existence of rapidly changing attacks means that
explanations need to keep up with current threats.

However, the importance of explainable Al will only increase as systems are increasingly expected to be
transparent.
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8. Analysis of the Dataset

TOP CATLGORIES

DataFrame

AL 100 —

Fig. 3. Basic overview and attack distribution in NSL-KDD dataset

IDS has various data sets [13]. One such widely used data set is NSL-KDD [14], [15], in which there are various
types of network intrusion attacks, and these attacks have been labeled manually after analyzing their
characteristics through a network flow analysis tool. The comparison between training (DataFrame) and test
(Compared) datasets has been depicted in Figure 3.

9. Literature Review

The distribution of algorithms and main techniques used for intrusion detection research is presented in Figure
1. Based on the most papers we have counted 68 of primary studies. In this research work different classification
approaches were examined [24]: The majority of the experiments were run using classification approaches,
which represented 81% of total experiments. The remaining approach was mainly clustering, dataset analysis
techniques, prediction, estimation (3%), association, statistical analysis. They have observed that the
experiments performed using public datasets represented 79% of the experiments and those using private
datasets were 21%, which were compared in the studies [25].A comparison of 18 different techniques for IDS
has been presented and the best 6 algorithms were the followings: Support Vector Machine, Deep Neural
Network, Random Forest, Naive Bayes, Decision Tree and K- nearest neighbor. Additionally, other researchers
have proposed some new and different approaches. There were boosting algorithms, ensemble combined feature
selection algorithms, machine learning approaches, etc which are all Ensemble methods used to boost up the
accuracy of a ML classifier applied on IDS shown in Table 1. The authors, Peddabachigari et al. [26] built
intrusion detection systems using hybrid intelligent systems. They evaluated different new approaches for
intrusion detection based on their research, and analyzed performance against the KDD Cup 99 benchmark
intrusion dataset. Their works were focused on the data temporal correlation (DT) and sparse maximum
likelihood (SVM). After that they developed hybrid DT-SVM and then they built ensemble approach that
included individual methods like DT, SVM, DT-SVM. From the presented results it was obvious that DT
produced better or the same accuracy as compared with the other three classes Probe, U2R and R2L. In
comparison with a direct SVM, a hybrid DT-SVM has offered better or same accuracy compared with direct
SVM for all classes. It's only the ensemble approach that resulted best with respect to Probe and R2L classes.
The classification of Probe class was found to be 100% accurate in the ensemble approach so that with better
base classifiers other classes also achieved 100% accuracy. The conclusion of the authors was to create an
individual hierarchical intelligent IDS model to fully take advantages of best individual base classifiers and
ensemble. Proposed Ditto: A Robust and Fair System for Machine Learning at the Edge and a scalable solver to
manage the resources on this system. Heterogeneous network was defined as an area where performance robust
vs attacks vs performance fairness competes on resources. They derived the class of linear problem and showed
that they can theoretically guarantee simultaneous robustness and fairness of the Ditto framework and scaled
solver. The proposed system has demonstrated competitively against existing customization approaches and
offered better accurate and robust models than fairly and robust baseline systems. Mohseni et al. [27] described
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two categories of challenges and opportunities in implementing ML safety in the wild and a three prong strategy
to approach them which included: limitations of ML in open world settings, comparison to the traditional safety
benchmarks and mitigation strategies for enhancing ML safety which are runtime error detection, adaptation and
avoidance. These three strategies were employed to address the ML dependability goal to design safely, improve
model robustness, accuracy, and increase runtime error detection. They described ML safety as the approach of
addressing long-term risks of ML, especially with the focus on cases where general ML capabilities will exceed
safety issues for next decade or safety issues will be more complicated.

10. Classification Model

10.1 Preprocessing

The NSL KDD data set contains 42 attributes in total: 3 are categorical, 6 are binary, 23 are discrete and 10 are
continuous. We will keep all these features but transform the 3 categorical attributes. One-hot encoding will be
applied to convert categorical to binary attributes. Indeed one-hot encoding is preferable to integer encoding
when we are dealing with categorical values since the former does not suppose a natural ordering of attributes
which may not be present. In such case, algorithm will tend to learn the false order and will be less efficient.

Therefore, we will have 122 features in the new data set, instead of 42.
10.2 Model Architecture

Dataset have two types: Normal and Attack. Any other label than "Normal" is considered as "Attack". Binary
Classification Model is being trained using fully connected deep neural networks [5]. It is trained on
"KDDTrain+.txt" while "KDDTest+.txt" is being used to evaluate it.

In this experiment fully connected network along with RELU activation function is being used. It has three
hidden layers where there are 1024, 768 and 512 neurons. The input dimension is 122 and the output dimension
is 2. The two output neurons are better than one to describe SHAP explanation. The structure of the Classifier
is-[122,1024,768,512,2]. Network intrusion detection model has been implemented using Keras library.

Adam optimizer is used along with Learning Rate=0.01 and Number of Epochs=100. Dropout is also used in
the network. The above mentioned classifier works fine. The results are given below..

Accuracy Precision Recall F1

0.824 0.964 0.713 0.820
Table 1. Results on KDDTest+ dataset

11. Significance of the Study

This project has applied the training to the intrusion detection system using the CICIDS-2017 dataset. Proper
feature selection is the most important step in intrusion detection. According to the related studies, the
characteristics needed to distinguish an attack can be required, required to a certain extent, not required or only
required for some attacks. The CICIDS-2017 dataset comprises of 76 features, used to train and test IDS. From
these, we selected only 10 important features of the CICIDS-2017 dataset, so as to increase classification
accuracy. Explanations have proven to be helpful to both experts and non-experts in making a choice between
competing models of trust, to improve untrustworthy models, and in achieving deeper understanding of
predictions in the text domain. Therefore, the authors have generated LIME (local interpretable model-agnostic
explanations) explanations for DT, RF and SVM, after using the machine learning models.
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12. Generating Explanations

The Explainable Al have generated a series of hot research topics in the data science community in recent years.
As one of the hottest research topics of today's world, many tools and libraries have been generated every day
to clarify the "black box" models. However, today there are no standard performance measure to compare and
evaluate methods and no "best" model explaination for machine learning models. In fact, there are several
methods for generating machine learning models explanation [18], whether model-specific and model-agnostic,
local and global, intrinsic and post-hoc, and so on. Hence, we adopted multiple model explaination methods [19]
in our research.

LIME can be utilized to explain an individual instance through a local linear approximation of the behavior of
model. Regarding the decision function of model, we know it may not be simple globally, while if we are focused
on model's decision function around that instance, it would be easier, since the model's decision function can be
approximated by perturbations of the sample. A linear model can be easily fitted around perturbed samples, we
will then obtain some insight of model locally.

The logic of using SHAP is based on game theory, which can be used for explaining locally as well as globally.
There are game and players within game theory, and here our game is to mimic the result of our model while
player would be features trained in our ML model. SHAP represents how each feature contributes to model's
prediction. To measure feature importance, it evaluates results obtained by using each combinations of features.
In case of 'n' features, SHAP will train '2n' models. While datasets would be the same, features would differ.
An open-source toolkit for interpretability and explainability of ML models and data developed by IBM
researchers is known as Al Explainability 360 (AIX 360) [20]. It contains 8 different explainability algorithms.
We select 3 explainability algorithms in explaining deep neural networks due to their usage at different steps in
Al modeling processes.

To explain model's predictions based on training data, ProtoDash provides exemplar-based explanations of data
summarization and the prediction made by the model. BRCG algorithm trains the interpretable model using a
supervised algorithm to perform binary classification. It can learn Boolean rules from the data which either 'OR’
of 'AND' rules or 'AND' of 'OR' rules. CEM algorithm can be used to explain the predictions locally made by
the model.

Algorithm| ProtoDash Boolean Decision Contrastive
Rules via Column Explanation Method
Generation (BRCG) | (CEM)

Use Explanations  fi Train interpretable Local post-
training data Model explanations
Table 2. AIX 360 algorithms

13. Results

SHAP Summary plot: It is a global explanation of the model incorporating the impacts of features with their
importance. A SHAP Summary plot visualizes a Shapley value for a feature and a particular observation with a
single dot. Features are plotted on the Y-axis and SHAP values on the X-axis, where the color represents the low
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and high value, and features from top being the most important at the top to the bottom being the least important.
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Fig. 4. SHAP summary plot — high value of ‘same srv_rate’ increases the probability of attack whereas high
value of ‘dst_host serror rate’ decreases the probability of attack

Global explanations based on SHAP is obtained on the whole/ part of the dataset. The local explanation based
on SHAP is on one data point at a time and that explains the values of the feature that are contributing for positive
decision and contributing for negative decision. Figure 5 is the example of local explanation where the
probability of attack is 1.00 and features along with the value, are 'dsthostsamesrvrate', 'samesrvrate',
'service private' and so on. Features in red color increase prediction and features in blue color decrease the
prediction.

S
1.00

R T It Ut ot A W e s U

Fig. 5. SHAP force plot used for local explanations to explain a particular instance where output
probability of ‘attack’is 1 and shows features contributing in decision

Figure 6 shown below is the SHAP Force Plot for a bunch of points from the testing data set. The force plot for
50 points from each class (i.e., normal and 3 attack types) is shown below. This figure is actually obtained by
rotating all the individual force plots of a single point (as in figure 5) at 90-degree angles and placing them side-
by-side. There is clear distinction between the different attack types from the explanations provided..

wiarezmaster

Fig. 6. SHAP force plot for 4 types of data points in NSL-KDD dataset

From the rules we see how the impacting factors vary across the data points in the dataset.

The DNN [5] is trained in such a way to predict whether the network traffic is 'normal' or 'attack’. The behavior
of the model can be simplified to some rules. To generate these rules, we used BRCG and generated the following
rules from the dataset.

Rule for predicting Y=1(Attack), if any rule is satisfied, else Y=0(Normal):
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wrong_fragment>0.00

srcbytes<=0.00 AND dsthostdiffsrv_rate>0.01

dsthostcount<=0.04 AND protocoltypeicmp

numcompromised>0.00 AND dsthostsamesrv_rate>0.98

srveount>0.00 AND protocoltypeicmp AND serviceurp_i NOT

The performance of the BRCG algorithm is also notable. The performance parameters are:
Accuracy for Training Data = 0.9823
Accuracy for Test Data = 0.7950 This shows that even without employing the network traffic, it is possible to
achieve ~80% of accuracy.

Pradiction probabilities Normal
sarvice_nntp <= 0.00;

Feature Value
Normal [0.00
Attack RN 1.00

Fig. 7. Explaining individual prediction of deep learning classifier using LIME

LIME provides local explanations. Figure 7 below shows how explanations can be used to identify whether the
output of the classifier would be “Normal” or “Attack”. The color scheme has been used to identify which
features contribute to which output classes. The features colored in orange contribute to “attack™ and those in
blue color contribute to “normal” class.

) 1 2 3 4 0 1T 2 3 4

duraton 0 0 (] 0 0 duration 10 100 10 10 10
w2 byt 0 7ATE0T (1] 0 D src_bytes 10 008 10 10 10
ot bytes 0 ] ] 0 0 dstbytes 1.0 Y00 10 10 10
lard 0 0 0 0 0 fand 1.0 100 10 1D 10
wong fragment 0 0 0 0 1 wrong fragment 10 100 10 10 10
Mg 83 0 0 0 0 0 flag 81 10 100 10 10 10
flag & g 1 ] 0 D fag §2 10 100 10 D0 10
flag 54 u 0 o v 0 fisg 83 10 100 10 10 10
Closs  Mtad Atk Mk Misk Ak flag 8F 1.0 008 10 1.0 10
Weght QAG5025 J000CTe05 Q000150011 QLCSS016 O (Oeesc flag 84 10 100 10 %D 10

Table 3a. Similar instances predicted as attack 3b. Use of weights to show similarity

The end-user taking the final decision based on the prediction of the model will get to know why the model
predicted in that way, if we give the same test example (taken from train dataset somehow) in the train dataset.
We assumed our first test example to be an attack for which the model has predicted attack. The similar examples
present in the train dataset are shown in Table 3a, the higher the weight value, the more it is similar.

Table 3b contains human readable explanations which are based on weight of the features. Table 3a and Table
3b shows the top 5 closest examples to the test example. Observing the weights we can see the Oth column is
most similar, since the value is 0.93. Both of these two tables will provide great ease to the analyst to make the
final decision with more accuracy.
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ML models need to be completely transparent to the end-users and they must have answers to all of the queries
such as Why did the model predict so, which features lead to this kind of decision, with what changes the decision
can be reversed etc. All these issues can be addressed by CEM algorithm.

With respect to the one where the prediction was "normal" we analyzed, CEM provides us with a set of methods
through which the decision can be modified by making minimal changes to the values of the features. CEM can
also show us what minimum set of features and corresponding values have to be invariant for the prediction to
be invariant with respect to the model. By analyzing the output of statistics from the CEM algorithm on a sample
pool of applicants, insight on what minimum set of features is of importance.

PP for Sample: 5
Prediction(Xpp) : Mormal

Snlv_lt: 2 y ) Prediction probabilities for Xpp: [[0.55 ©.45])
prediction(X) [[1.20e+88 3.15¢-19]) Normal
prediction(Xpn) 1(0.18 8.82]] Attack
X XPP
X XPN XPN-X num_root 0 002
34553005 e e count DOOTHZTT 0l
wrv_count DOOTHITTG nos
L 0 o1 01z
AN srv_rate o oo
gst host semor mate 0 0@ 0

dat_host_count 0807843 oot

Cazs Nomal Attack NL Cless Nosral  Noemad

Table 4. Pertinent negative and pertinent positives for an instance

From Table 1 below, it is observed that when we alter the values of only three attributes viz duration, hot,
dst _host serror rate from 0, 0, 0 to 0.02, 0.12, 0.03 respectively, while maintaining the rest feature values intact,
then the class label predicted by the classifier changes from ‘normal’ to ‘attack’. From Table 2, minimum values
of five features namely num_root, count, srv_count, diff srv rate and dst host count, needed to maintain the
same classification prediction of the classifier, can be noted.

14. Future Scope

Future application scope of Explainable Al in Intrusion Detection System is too wide because with the increased
use of digital technologies and internet in today's world, cyber-threats are exponentially increasing with the pace
of time. In the coming years Explainable Al can perform well to develop more intelligent, fast and reliable
security systems.

One of the most promising future advancement could be the development of real-time explainable intrusion
detection system where the future frameworks could be developed to perform analysis of network traffic in real-
time to provide real-time explanation about the detected cyber attack. In this manner the security analysts can
respond the threats in a more effective way.

Explainable Al can be integrated with further technologies like Cloud Computing, IoT devices, Smart devices
etc. It's obvious that with the increased number of cloud services and IoT devices, the associated cybersecurity
risks would also increase. Future explainable Al frameworks can be developed to improve the security of the
technologies by detecting and providing explanations for the unusual activities more efficiently.

There is also scope for developing deep learning models along with the Explainable Al techniques. Deep
learning algorithms improve the attack detection capabilities and at the same time Explainable Al makes it easier
for the user to understand the predictions that are being made by complex deep learning models thus establishing
more understandable and powerful intrusion detection system.
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The future work also involves reducing the computational complexity and improving the speed and efficiency
of popular Explainable Al methods like SHAP, LIME so that they can work effectively with large scale intrusion
detection systems.

The user-friendly and visual explanations will also be provided to the non-expert users or organizations so that
they can understand what the cyber threats and decision.

In short, future of explainable Al in cyber-security looks promising as it will establish greater trust in Al systems
and will aid in building an intelligent intrusion detection system.

15. Conclusion

Currently, using ML techniques for intrusion detection system is less trusted, as it is not known which and why
features have been selected. The proposed framework explains by extracting features through local as well as
global explanation and establishes the relation of feature to model prediction. Through explanation one can
identify the pattern learned by the model, if pattern is incorrect then other features can be chosen and data set is
adjusted to improve learning of model.

Network analyst will then make a final decision with help of prediction made by the model. Besides predictions,
explanations are also provided, such that instances that are similar to test instance will be explained to support
the decision of network analyst. To end-user, explanations enable them to understand which feature contributed
in making the decision and to what extent. They can also change the values of features to manipulate the
prediction of model.

Our framework thus provides an explanation at every level of ML pipeline which would suit the various user
group of intrusion detection system.
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