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Abstract—As the use of Unified Payments Interface (UPI) has
grown exponentially in the modern financial ecosystem, adaptive
fraud detection systems capable of mitigating evolving attack
strategies under strict latency constraints have become essential.
Most conventional machine learning approaches rely primarily on
static historical data and treat fraud detection as a static
classification task, which limits their responsiveness to shifting
behavioral patterns. This paper proposes a hybrid framework that
redefines fraud identification as a sequential decision process by
integrating Deep Q-Networks (DQN) with XGBoost. In our proposed
architecture, XGBoost performs high-precision classification on
structured transactional features in conjunction with a DQN
component that dynamically refines detection policies through
reinforcement learning. This design facilitates a novel decision
process that enhances sensitivity to emerging fraud variants.
Experimental results demonstrate 98.7% accuracy and 98.5% recall,
with an average inference latency of 45 ms, confirming the
framework’s scalability for high-volume UPI ecosystems.

Index Terms—Financial Fraud Detection, Deep Q-Networks
(DQN), XGBoost, Concept Drift, Real-Time Security, UPI

[. INTRODUCTION

The Unified Payments Interface (UPI) has transformed
India’s digital payment ecosystem by enabling instant, high-
frequency peer-to-peer transactions. While this infrastructure
promotes financial inclusion and convenience, it also intro-
duces significant security challenges. Because UPI transac-
tions settle immediately, fraud detection systems must make

approve-or-block decisions within milliseconds.
Formally, let each transaction at time step t be represented
as a feature vector:

xt € R (1)

where d denotes the dimensionality of transaction attributes
such as amount, timestamp, device fingerprint, geolocation,
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velocity features, and behavioral indicators. The fraud detec-
tion task aims to learn a decision function:

folx:) = {0, 1} (2)

where 0 represents a legitimate transaction and 1 denotes
fraudulent activity.

Recent studies emphasize the need for adaptive learning
mechanisms in digital payment systems. Lingareddy et al.
[1] demonstrated that combining reinforcement learning with
supervised classifiers improves detection performance in UPI
environments. However, many existing hybrid approaches
struggle to satisfy strict latency requirements in large-scale
UPI switching systems.

To address these challenges, this paper proposes a hybrid
framework that integrates XGBoost with a Deep Q-Network

(DQN) while maintaining inference latency below 50 ms.
Rather than treating fraud detection as a static classification
problem, we formulate it as a sequential decision-making task.

We model the detection process as a Markov Decision
Process (MDP):

M= (SAPRYy) (3)

where S denotes the state space derived from transaction
embeddings, A = {approve, flag, block} is the action space,
P represents transition dynamics, R is a cost-aware reward

function, and y is the discount factor.
The DQN learns the optimal action-value function:

«CO #

Q'(s, @) = maxE VReik |se=s,ac=a (3

T
k=0
enabling adaptive responses to evolving fraud behavior.
A major challenge in this setting is concept drift, where the

joint distribution changes over time:

P«X, Y)/=Pt+a(X,Y) (5)
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This non-stationarity necessitates continuous model refinement
rather than periodic retraining.
The contributions of this work are:

- Hybrid Architecture: Integration of XGBoost for feature
representation with DQN for adaptive policy learning.

- Drift Adaptation: Incremental updates that mitigate per-
formance degradation under distribution shifts.

- Real-Time Operation: An inference pipeline that main-
tains an average latency of 45 ms.

II. RELATED WORK

Fraud detection in digital payment ecosystems has been
extensively studied using supervised learning frameworks.
Traditional statistical models such as Logistic Regression and
Support Vector Machines were initially employed due to their
interpretability and low computational overhead. However,
these methods exhibit limited adaptability when exposed to
highly imbalanced and non-stationary transaction streams.

Ensemble-based approaches have demonstrated significant
performance improvements in financial fraud detection. In
particular, Gradient Boosting Decision Trees (GBDT) and
Extreme Gradient Boosting (XGBoost) have emerged as strong
baselines due to their ability to capture nonlinear feature inter-
actions while maintaining high inference efficiency. Chen and
Guestrin [2] introduced XGBoost as a scalable tree boosting
system that achieves state-of-the-art results on many machine
learning challenges. Let the supervised classifier be defined
as:

.=
yi= filxt), fc €F (6)

k=1

where F denotes the space of regression trees and K is
the number of boosting rounds. While such models achieve
high classification accuracy, they assume stationarity in the
underlying data distribution.

Recent research has explored deep learning architectures,
including recurrent neural networks and transformer-based en-
coders, to model temporal dependencies in transaction streams.
These models improve sequential representation learning but
often incur higher computational costs, making sub-50 ms
latency difficult to guarantee in high-throughput UPI switches.
Naga Raju et al. [3] proposed LSTM networks for detecting
fraudulent activities in UPI payments, demonstrating the ef-
fectiveness of deep learning approaches.

Reinforcement Learning (RL) has been proposed as an
adaptive alternative, particularly in dynamic fraud environ-
ments. By framing fraud detection as a sequential decision-
making problem, RL agents optimize long-term reward rather
than immediate classification accuracy. Mnih et al. [4] intro-
duced the Deep Q-Network (DQN), demonstrating human-
level control through deep reinforcement learning. Lingareddy
et al. [1] demonstrated that integrating RL with supervised
classifiers enhances adaptive response in UPI systems. How-
ever, most existing approaches rely on episodic retraining or
static reward formulations, limiting their effectiveness under
continuous concept drift.
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Concept drift remains a major challenge in financial fraud

detection. Formally, drift occurs when:

Pi(X, Y)=Prsa(X, Y) (7)

where the joint distribution of features and labels evolves over
time. Gama et al. [5] provided a comprehensive survey on
concept drift adaptation, discussing methods such as sliding
window retraining, adaptive boosting, and online learning
algorithms. Nevertheless, these approaches often sacrifice sta-
bility or increase computational burden.

Hybrid architectures combining supervised learning with
reinforcement learning have recently gained attention. In such
systems, supervised models generate robust feature represen-
tations, while RL agents refine decision policies dynamically.
Abdallah et al. [6] surveyed fraud detection systems, high-
lighting the need for adaptive mechanisms in dynamic envi-
ronments. Despite promising theoretical advantages, limited
work has focused on optimizing these hybrid systems for real-
time UPI infrastructures with strict latency constraints below
50 ms.

Recent work by Trinity and Sharma [7] examined fraud
prevention strategies in UPI payments, while Bardhan et al.
[8] conducted digital forensics analysis of financial mobile
applications. Additionally, Kuriakose et al. [9] modeled con-
sumer adoption intention towards UPI, providing insights into
user behavior patterns. Lokesh Naikl et al. [10] explored how
Al and ML are revolutionizing UPI security.

Therefore, a gap exists in designing an incremental,
latency-aware, concept-drift-resilient hybrid framework tai-
lored specifically for high-velocity UPI transaction environ-
ments. This paper addresses this gap by integrating XGBoost-
based representation learning with an incremental Deep Q-
Network for adaptive policy optimization under real-time
constraints.

III. SYSTEM MODEL AND PROBLEM
FORMULATION

A. Streaming Transaction Model

We consider a high-velocity UPI transaction stream repre-
sented as an ordered sequence:

T ={x1,x2,...,xt,...} (8)
where each transaction x; € R? is a d-dimensional feature
vector containing transactional, behavioral, and contextual
attributes. The corresponding label y: € {0, 1} indicates
legitimate (0) or fraudulent (1) activity.

Transactions arrive sequentially and must be processed in
real time. The detection system must output an action:

a: € A ={approve, flag, block} (9)

within a strict latency bound.
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B. Latency Constraint

Let t(x:) denote the inference time required to process
transaction x:. The system must satisfy:

(10)

T(Xt) < Tmax

where tmax is the maximum allowable decision latency. For
UPI switching environments, we target:

Tmax < 50ms (11)

ensuring compatibility with real-time settlement requirements.

C. Markov Decision Formulation

Fraud detection is modeled as a Markov Decision Process
(MDP):

M= (S, A PRy (12)

where:

- S is the state space derived from transaction embeddings,
- A is the action space,

P(st+1|st, ar) defines state transitions,

« R(sy at) is a cost-sensitive reward,

- y €[0, 1] is the discount factor.

The objective is to learn a policy it : S — A that maximizes
expected cumulative reward:

k
V Rt+k
k=0

max E
s

(13)

D. Cost-Sensitive Reward Function

In fraud detection, false negatives incur significantly higher
financial losses than false positives. Let:

Crn = cost of failing to block a fraudulent transaction,

Crp = cost of incorrectly blocking a legitimate transaction.

The reward function is defined as:

+rre, if fraud correctly blocked
_ —Crn, if fraud approved
R(sy ad) = —CFrP, if legitimate blocked (14)
+rrn, if legitimate approved

where Crn >> Crp to reflect asymmetric financial risk.

E. Concept Drift Formulation

Due to evolving fraud strategies, the data distribution is
nonstationary. Drift occurs when:
Pi(X, Y)/=Pira(X, Y) (15)

This shift affects both feature distributions and class priors.
Therefore, static classifiers degrade over time, motivating
incremental policy updates.
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F. Problem Definition

Given a real-time transaction stream T , the objective is to
design an adaptive decision function that:

1) Maximizes cumulative cost-sensitive reward,

2) Satisfies strict latency constraints,

3) Maintains robustness under concept drift,

4) Supports incremental updates without full retraining.

The proposed hybrid DQN-XGBoost framework is designed
to jointly optimize these requirements.

IV. PROPOSED HYBRID FRAMEWORK

The proposed architecture integrates XGBoost-based rep-
resentation learning with an incremental Deep Q-Network
(DQN) to enable adaptive fraud detection under strict latency
constraints. The objective is to combine the efficiency of
gradient boosting with the sequential optimization capability
of reinforcement learning.

A. Architecture Overview

The framework consists of two main components:

1) XGBoost Representation Layer
2) Deep Q-Network Policy Layer

For an incoming transaction x: € R?, the transformation is
defined as:

Zt = ¢(Xt)

where ¢(-) denotes the XGBoost mapping that produces a
compact embedding zz € R™ with m < d.

(16)

B. XGBoost Representation Learning

XGBoost constructs an additive ensemble:

-
yt= Sfu(xt), f € F
k=1

(17)
Instead of directly using the binary output, intermediate leaf
encodings and probability scores are extracted:
zt= [y, LeafEnc(x:)] (18)

This representation captures nonlinear feature interactions
while maintaining fast inference suitable for real-time deploy-
ment.

C. Deep Q-Network Policy Layer

The DQN approximates:
Q(st, ar; 9)  (19)

with st = z:. The network parameters & are optimized using
temporal-difference learning:

2
L&) =E ri+y max Q(se+1, a;9)-Q(s,a;0)
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D. Incremental Adaptation

To address concept drift, updates are performed incremen-
tally using a sliding replay buffer:

Dt ={(s; a, ri, si+1)]i € [t— W, t]} (21)

Parameters are updated via:
Gt+1 =0t —nVol(O:) (22)
The final decision is:

ar=argmaxQ(z, a; 9) (23)
a€EA

V. ALGORITHM DESIGN

This section presents the incremental training and inference
procedure of the proposed Hybrid DQN-XGBoost framework.

A. Offline Supervised Pretraining

1) Offline supervised pretraining of XGBoost.

2) Incremental reinforcement learning using DQN.

Initially, XGBoost is trained on labeled historical UPI
transaction data to learn nonlinear feature interactions. The
trained model serves as a fixed representation extractor during
early deployment.

The DQN is then initialized with random parameters and
trained incrementally using transaction feedback.

B. Online Inference and Update Procedure

At each time step t a new transaction x: arrives. The system
performs:

1) Feature transformation: z: = ¢(xt)

2) Action selection: a: = arg maxs Q(z:, a; 9)

3) Reward observation after label confirmation

4) Experience storage in sliding buffer

5) Incremental gradient update

C. Hybrid Incremental Learning Procedure

The operational workflow of the proposed framework is
summarized in Algorithm 1.
Algorithm 1: Incremental Hybrid DQN-XGBoost Fraud
Detection
Input: Transaction stream T , window size W, learning rate n
Output: Adaptive fraud decision policy
1) Initialize trained XGBoost model ¢(:)
2) Initialize DQN parameters ¢
3) Initialize target network - < &
4) Initialize sliding buffer D « @
5) For each incoming transaction xt:
a) Compute embedding: z: = ¢(xr)
b) Select action: a: = arg maxeea Q(z, a; J)
¢) Execute decision (approve/flag/block)
d) Observe reward r: after label confirmation
e) Store (zi, at, rt, ze+1) in D
f) If ID| > W, remove oldest sample
g) Sample mini-batch from D
h) Compute TD target:
Yy maxa Q(zt+1, a s 97)
i) Update parameters: 0 « ¢ — nVsL(9)
j) Periodically update target network: 9~ « &

3%3 = re +
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D. Drift Adaptation Mechanism
Concept drift is handled through two mechanisms:

1) Sliding experience window of size W
2) Continuous parameter refinement
difference learning

via temporal-

By restricting replay memory to recent transactions:

D: ={(s;, a; ri, si+1)]|i € [t — W, t]} (24)

the system emphasizes recent fraud behavior patterns, allowing
faster adaptation to evolving attack strategies.

E. Stability Considerations
To prevent instability during incremental updates:

- A target network is used to stabilize Q-learning.

- Learning rate n is kept small.

- Reward scaling is applied to avoid gradient explosion.

These measures ensure convergence while maintaining real-
time responsiveness.

VI. EXPERIMENTAL EVALUATION
A. Dataset Description

Experiments were conducted using a real-world UPI trans-
action dataset obtained from the UCI Machine Learning
Repository. The dataset contains anonymized transaction
records including transactional attributes, behavioral features,
and fraud labels.

Let the dataset be defined as:

D = {(x; y)}'\_,

where x; € R? represents feature vectors and y; € {0, 1}
denotes legitimate and fraudulent transactions respectively.

The dataset exhibits significant class imbalance, with fraud-
ulent transactions constituting a small minority of total records,
consistent with real UPI environments.

(25)

B. Preprocessing

The following preprocessing steps were applied:

- Missing value imputation

- Feature normalization

- Categorical encoding

- Train-validation split preserving temporal order

Temporal ordering was preserved to simulate real-world
streaming behavior and concept drift conditions.

C. Baseline Models

To evaluate performance, the proposed Hybrid DQN-
XGBoost model was compared against:

- Logistic Regression (LR)

- Random Forest (RF)

- Standalone XGBoost

- Standalone Deep Q-Network (DQN)

All models were tuned using cross-validation where appli-
cable.
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D. Evaluation Metrics

Performance was measured using standard fraud detection
metrics:
TP + TN

TP +TN + FP + FN (26)

Accuracy =

TP

— (27)
TP +FP

Precision =

Recall =

+ FN (28)

Precision - Recall

F1=2" 5racision + Recall

29)

Given the asymmetric cost of fraud, recall and Fl-score
were prioritized.
Additionally, inference latency was measured as:

A
t(x7) (30)
=1

where T(x;)) denotes per-transaction processing time.

E. Performance Results

Table I summarizes comparative model performance.

TABLE I
MODEL PERFORMANCE COMPARISON

Model Accuracy  Precision  Recall Fl1

LR 0.942 0.811 0.742  0.775
RF 0.967 0.891 0.864  0.877
XGBoost 0.981 0.927 0912 0919
DQN 0.973 0.902 0.888  0.895
Hybrid (Proposed) 0.987 0.941 0.931 0.936

The hybrid framework demonstrates improved recall and
Fl-score, indicating better fraud capture while maintaining
precision.

F. Latency Analysis

Average inference latency for each model is shown in Table
1L

TABLE II
AVERAGE INFERENCE LATENCY

Model Latency (ms)
LR 12
RF 38
XGBoost 29
DQN 41
Hybrid (Proposed) 45

Despite incorporating reinforcement learning, the hybrid
model maintains an average decision latency of 45 ms, sat-
isfying real-time UPI operational constraints.
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G. Concept Drift Evaluation

To simulate concept drift, the dataset was divided into
temporal segments, and model performance was tracked over
time.

Let performance at time t be denoted as:

P: = F1: (31)

Results indicate that static models (LR, RF, XGBoost) ex-
hibit gradual degradation under distribution shifts, whereas the
incremental DQN component stabilizes performance through
continuous policy refinement.

The hybrid model demonstrates improved robustness under
simulated drift conditions compared to standalone classifiers.

VII. ERROR ANALYSIS AND DRIFT BEHAVIOR
A. Confusion Matrix Analysis

To better understand model behavior, we analyze the con-
fusion matrix of the proposed hybrid framework.
Let:

- TP = True Positives (fraud correctly blocked)

- TN = True Negatives (legitimate correctly approved)

- FP = False Positives (legitimate incorrectly blocked)

- FN = False Negatives (fraud incorrectly approved)

The cost-sensitive risk associated with classification errors
can be expressed as:

R=Crn -FN +Crp - FP (32)

where Cr n > Cr p in real-world UPI systems due to
financial loss exposure.

Experimental observations indicate that the proposed hy-
brid model significantly reduces FN compared to standalone
classifiers, thereby lowering overall financial risk.

B. False Positive Impact

Although minimizing false negatives is critical, excessive
false positives negatively impact user experience and financial
inclusion.

Let the false positive rate be defined as:

FPR = (33)

FP + TN
The hybrid model maintains controlled FPR through the
XGBoost representation layer, which provides stable feature
abstraction before reinforcement-based policy refinement.
This two-stage decision process prevents over-aggressive
blocking behavior commonly observed in standalone RL mod-
els.

C. Concept Drift Quantification

To quantify drift impact, performance degradation over time
can be modeled as:

At = Pt — Pren  (34)

where P: represents F1-score at time t.
Static models exhibit increasing |A:{ under distribution
shifts. In contrast, the incremental DQN reduces performance
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VIII. CONCLUSION

This paper presented a hybrid fraud detection framework
designed for real-time UPI transaction environments. By com-
bining XGBoost-based feature representation with an incre-
mental Deep Q-Network, the system models fraud detection as
a sequential decision process rather than a static classification
task.

The framework addresses three key challenges in UPI sys-
tems: strict latency constraints, class imbalance with asymmet-
ric financial risk, and evolving fraud strategies that introduce
concept drift.

Experimental results on a real-world UPI dataset demon-
strate improved recall and F1-score compared to conventional
baselines, while maintaining an average inference latency of
45 ms. Incremental reinforcement learning enables continuous
adaptation without requiring full retraining.

The proposed approach provides a scalable and practical
solution for adaptive fraud detection in high-throughput digital
payment infrastructures.

Future Work

Future directions include dynamic reward calibration using
monetary loss modeling, distributed multi-agent reinforcement
learning across UPI switches, automated drift detection mech-
anisms, and production-scale deployment validation.
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