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Abstract— Rumor detection means classifying social media posts
from Facebook, Twitter or Instagram into True Rumor, False
rumor, Non-Rumor, Unverified categories. The traditional machine
learning models uses basic handcrafted features for the classification
and predictions; it fails to capture the contextual and sequential
nature of the news data. Hence these limitations of traditional
models are studied in this system and an efficient deep learning
approach is proposed which can understand the contextual meaning
of the data for efficient rumor classification. In this approach,
textual data is first preprocessed through cleaning, tokenization into
dense vector representations using Word2Vec word embedding
technique. The LSTM network model processes these sequences to
capture the contextual dependencies within the text. The final word
embedding data is passed through dense layer for multi-class
classification. Experimental evaluation showcase that the proposed
deep learning LSTM model achieves reliable performance in
identifying the fake rumor data, particularly in early stages. This
approach provides a scalable and efficient solution for real-time
rumor detection without relying on external metadata.

Keywords— Rumor Detection, Word Embeddings, Long Short-
Term Memory (LSTM) model, Word2Vec word embedding, Deep
Learning, Text Classification, Social Media Analysis, Sequence
Modeling, Tokenization.

L INTRODUCTION

With the raise in social media, the true news helped in
spreading the correct information across the world but also
increase of fake rumor news became a challenge very quickly
causing panic, confusion and causing serious social problems
for the public.
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Unverified classes. This classification of news is hard to be
done via traditional machine learning models with
handcrafted features, which often fails to capture the
contextual and sequential nature of the news data. Hence
these limitations of traditional models are studied in this
system and a suitable deep learning LSTM (Long Short-Term
Memory) network model is used and tested for the sample
real-world news data.

This system uses Word2Vec embedding technique for
creating contextual meanings of the sentences and maintain
the word order with their sequence of occurrence. After the
data is embedded and transformed, it is used to train the deep
learning LSTM model for the sequence learning of the
sentence and to improve the accuracy of the prediction.

The advantage of the proposed approach is that it provides a
better word meaning and sentence flow ultimately improving
the classification accuracy. This works well for early
detection of the fake rumor and since it doesn’t depend upon
the user data or any external metadata, which makes it highly
scalable, simple and efficient for the real-life application.

1L LITERATURE SURVEY

Rumor detection is a critical issue in this modern social media
world. The spread of misinformation is causing major mental
issues, panic and untrust over the government. Various
research has already been conducted to filter out the fake
rumors using techniques like, Deep learning model, Graph-
based models, transformers etc. These researches are divided
into four parts [i] Early detection models, [ii] Semantic &
stance-based model [iii] Structural model [iv] Graph-based
semantic model. Different methods focus on different aspects
of rumor detection.
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In the early rumor detection models research of Shu et al. [1]
has used transformers and reinforcement learning for early
detection. Zhu et al. [3] has combined semantic, stance and
temporal features for the early rumor classification. However,
these approaches are generally complex and relies on extra
user data making it less scalable.

In Semantic based approaches Mahbub et al. [4] has used
psycho-linguistics features whereas other works [8] focused
on understanding the word meaning (semantics) and based
upon the understanding of data classifying them into
categories. However, this method of classification focusses
only on the features, ignoring the sequence of the text by not
following the order of the word, making it un-reliable.

In Structural and Graph-based models Luo et al. [5] has used
the combination of words with propagation structure for the
mapping of the words in a graph-like structure for the easy
propagation and word building. Other works like [9], [2] have
also used graphs and spreading patterns. However, these
methods become highly complex and ignores the sequential
learning missing the text flow.

Despite all these advancements in the existing researches
there still remains some limitations with the models or
sometimes making it too complex, reducing its scalability.
Most of these models focus only on one aspect (semantic /
structure) ignoring the sequence of the texts and many other
methods are either complex, need extra data or not suitable
for real-time usage in applications. The existing methods are
powerful but not simple or efficient.

After the observation of the existing researches, we
discovered the need of balanced performance and simple
model with good sequential learning and early detection of
rumor data. The proposed solution used Word2Vec
embedding technique for preserving the word meaning and
LSTM (long short-term memory) model for the sequential
learning of the data. This way it captures the both meaning
and word order with less complexity and highly scalable in
real life.

TABLE 1: Comparative Analysis of Existing Research and Identified Gaps
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Table 1 highlights the limitations of existing rumor detection
researches which has clearly used the complex models and
less scalable. The proposed system is less complex, provides
better performance and easily scalable in real world.

III. PROPOSED SYSTEM

The proposed method uses a deep learning-based
framework for the early rumor detection using words
embedding and LSTM networks with dense layers. The overall
workflow consists of four key stages: data preprocessing, word
embedding, feature extraction, and classification.

A. Data Representation and Preprocessing

Each of the textual data from the social media post is
treated as the input dataset. Let the dataset be represented as:

D —{(z, ), (T2, ¥2) s ooy (Fra W) }

where x; denotes the i post, y; denotes its corresponding
class label. The textual raw data undergoes cleaning,
tokenization, padding as part of the data preprocessing. Each
sentence is converted into a sequence of tokens:

] LL',”}

L = {wl. Wy aen

these tokens are then mapped into dense vector layer using the
Word2Vec embedding technique:

e, — Embedding|x;)

where e; represents the embedded sequence.
B. Feature Extraction Using LSTM Network

The embedded data is passed to the LSTM for the
sequential learning. The LSTM model maintains hidden
states to understand the sequential learning of data.

hy — LSTM (e, hy )

where h; represents the hidden state for the time t.

The LSTM effectively captures the contextual relationship
of the text data, enabling the model to understand the

Study Semantiq Structural| Sequential| Early Model meaning of the text.
(Category Modelin| Modeling | Modeling | Detection [Complexity

C. Classification Layer
[Earl Yes Partial Partial Yes High . .
Deteyction ¢ The final sequential data is passed through the LSTM
Models [1] classification layer for the predication and classification:

y — Softmaz(W - h 4 b)
Semantic + Yes Yes Yes Yes High
Stance :
where W and b are varying learnable parameters.

Models [3] Tymng p

To improve the classification separability, a Softmax
Psycho- Yes No No No Medium activation function is used. The classification reduces overlap
L‘;‘gg‘?“’“ between rumor categories such as False Rumor, Non-Rumor,

odels [4] and Unverified.

g;zgg' Yes Yes No No High The final prediction output classifies each event into one of
Semantic four categories:
Models [9] True Rumor, False Rumor, Non-Rumor, or Unverified.
IProposed Yes No Yes Yes Low
System
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D. System Integration and Operational Workflow

The system follows a step-by-step pipeline with the main
stages as, preprocessing, embedding, sequence modeling,
prediction and classification. The input text data is cleaned
then converted into sequences before passing into the LSTM.
The LSTM extracts feature by understanding the word order
and context of the data. The system used only text data
without the need of any user data keeping it safe and privacy-
friendly. This system can be used across different platforms
because of its scalability and flexible design.

E. Computational Complexity and Runtime Performance

The preprocessing of the data works in a linear time
complexity depending upon the length of the data since each
word is processed only once. Let n denote the maximum
sequence length and d denote the embedding dimension. The
embedding layer performs a lookup operation with a linear
time complexity. The LSTM network model gives the
complexity of:

O(n-d-h)

where h represents the number of hidden units in the
LSTM layer. Since LSTM processes input data sequentially,
maintaining the state memory of the previous words, making
it efficient for capturing the contextual relationship. During
training, the overall complexity depends on the number of
epochs and training dataset size. The overall model works
efficiently for short texts suitable for real-world application.

Algorithm 1: LSTM Model Rumor Detection Algorithm
Input: Dataset D = {(xi, yi)}
Output: Trained model

: Load the dataset D.

: Text preprocessing (cleaning, tokenization)

: Convert texts into sequences & apply padding

: Convert sequences into embeddings

: Pass embeddings into LSTM model

: Extract important features

: Pass through dense layer & apply Softmax activation
: Train the model using labeled data

: Save the trained model

O 0 1O\ L K Wi —

During testing phase, the new text is preprocessed and
converted into embeddings. The LSTM model predicts the
rumor category in real-time.

F. System Architecture

The proposed LSTM based model consist of four major
components in its architecture, preprocessing, words
embeddings, sequential modelling of words in LSTM, and
finally the classification of the data into different classes.
The preprocessing steps consist of normalizing the sentences,
removing null or unnecessary words, removing noise,
Tokenization (splitting words), padding (same lengths for all
inputs), lowercasing etc. all these process helps in the
standardizing the text before using it from the LSTM model.
These processed data are then converted into numerical vector
data via Word2Vec embedding techniques, for the better
understanding of the word data and also for understanding the
similarities between the words. The LSTM model maintain
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the state internally for the building of contextual data
understanding, relationship by maintain the memory from the
previous states. The outputs from the LSTM layer are
forwarded to fully connected (dense layers) where it is further
processed. At the end, a Softmax activation function is used
for the calculation of the probability distribution across the
target classes and the class with the highest probability is
selected as the predicted label.

The system is designed to operate without relying on
external metadata such as user profile data making it highly
scalable, privacy-friendly and simple to use in the real-life
application over large datasets.

LSTM-Based Rumor Detection Framework

Input Layer: Social Media Posts ,
(Tweets / Text Posts) % ‘.:]
v
Labels: TR | FR | NI | UR
1. Text Preprocessing Module
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Figure 1. Architecture diagram

Figure 1 shows the complete architecture diagram of
the LSTM based Rumor detection system working. The
diagram includes the complete data flow pipeline of the
system including the preprocessing stage, embedding layer,
LSTM model training and classification of data based upon
the prediction.
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IV. RESULTS AND DISCUSSION

The implementation results of the proposed Rumor
Detection in Social Media using Word Embeddings and
LSTM Networks are presented in this section. The evaluation
focuses on textual pattern analysis, comparative model
performance, and the effectiveness of deep learning LSTM
model for rumor classification. The result is derived from an
actual real-life dataset, showcasing how well the model works
using real data.

A. Textual Pattern Analysis using WordCloud

For the clear understanding of the textual data, WordCloud
representation is used to visualize the frequent words from
the dataset. Separate WordCloud are shown for the True
rumor and Fake rumor dataset.

“Trump:s

Figure 2. WordCloud Representation of True Rumor Data

Figure 2. highlights the WordCloud representation
of the Truth factual posts data. The WordCloud showed the
most frequently repeated words from the factual text data,
which mostly contained the real-world location, events, and
factual descriptions. The distribution of words appears more
structured and less exaggerated data which is likely the case
in Fake Rumor dataset, the true rumor data tends to use
contextually consistent and meaningful vocabulary, which is
easily captured using word embedding techniques.

Donald Trump

Figure 3. WordCloud Representation of Fake Rumor Data

Figure 3. highlights the WordCloud representation of Fake
rumor data which reveals a different linguistic pattern
compared to the true rumors. The frequently occurred words
from fake rumor data category includes sensational,
exaggerated, or emotionally driven terms, which are generally
used in fake news for attracting the attention of the readers
ultimately misleading them. The vocabulary distribution is
more diverse and less structured, inconsistent in content.
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This observation validates the use of word embeddings, as it
helps in understanding the meaning of the data, making the
classification easier for the model. Word2Vec embedding
technique is used for converting the English words into
numerical numbers, clearing out the un-necessary stop words
and helps in capturing the context and relationships of the
textual data. This allows the model to better understand the
consistency or inconsistency in the vocabulary of the sentence
ultimately improving the model prediction and classification
performance. Additionally, Word2Vec embedding helps in
improving the normalization of the data by preserving
contextual information across different sample records of
data, enhancing the overall performance of classification
models.

B. Machine Learning Model Performance

We used different machine learning models to evaluate the
effectiveness of different approaches for rumor detection;
multiple machine learning models were trained and tested on
the same pre-processed textual dataset which we obtained
after the Word2Vec embedding and cleaning of the data. The
models we tested for are AdaBoost Classifier, Gradient
Boosting Classifier, Random Forest Classifiers and other
baseline models. The performance of these models was
analysed using the confusion matrix heatmaps for the
classification accuracy and error distribution. The results
indicated that the ensemble-based models performed better
than the traditional simple classifier models due to their
ability to capture non-linear relationship in textual data.
However, variations in performance are observed depending
on how well each model handles semantic complexity.
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Figure 4. Confusion Matrix of AdaBoost Classifier

The AdaBoost Classifier model worked averagely and
showed moderate classification performance. While a
reasonable number of data were incorrectly classified
(diagonal wvalues), there are noticeable misclassifications
between similar category classes. This suggests that
AdaBoost has limited capability in capturing complex
contextual relationships in textual data.
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Figure 5. Confusion Matrix of Gradient Boosting Classifier

The Gradient Boosting classifier model performed better than
the AdaBoost classifier. It gave more accurate and correct
predictions (stronger diagonal in heatmap). However, still
some errors happened when classifying the similar classes.
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Figure 6. Confusion Matrix of Random Forest Classifier

Among all the model performances Random Forest classifier
performed the best with highest number of correct
predictions, showing a higher concentration of correctly
classified textual data records in the confusion matrix. This is
compared based upon the stronger diagonal dominance
observed in the heatmap compared to AdaBoost and Gradient
Boosting models. Random Forest classifier was better at
handling complex and non-linear relationships but this model
also had limitations. The rumor classes are very similar in
meaning hence it was hard to separate them using only
features.

C. Model Optimization & Training Strategy

We have used various effective strategies for the performance
improvement of the rumor detection system, such as
preprocessing, embedding, and model design strategies. Text
data was cleaned using Tokenization strategy, removing the
unnecessary words, stop-words, and normalization of the data
to reduce noise and improve feature quality of the text data.
These processed texts were converted into padded sequence
for maintaining the uniform input size. Word2Vec embedding
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technique was used for capturing the meaning and
relationship between the words. These pre-trained
embeddings were added to the LSTM model for the better
context awareness and understanding of the text data.

model, surmary ()
Model: “sequential®

Output Shape Param #

embedding (Embedding) (Mone, 1090, 108)

74684400

Istm (LSTM) (None, 12B) 117248

dense (Dense) (Mone, 1) 129

Total params: 24201777 (92.32 MB)
Trainable params: 117377 ( .50 x8)
Non-troinable paroms: 24084400 (91,87 MB)

Figure 7. Architecture of LSTM-based Rumor Detection Model

The Deep learning LSTM model includes embedding layers,
followed by a 128-unit LSTM layer also a dense output layer
for classification. The LSTM model was later trained using
the Adam optimizer for efficient training and binary cross-
entropy loss function for the classification.

During training we observed steady improvement in accuracy
with minimal overfitting also the wvalidation accuracy
remained closer to the training accuracy, proving less
overfitting. Additionally, ensemble models such as Random
Forest model, AdaBoost model, and Gradient Boosting model
were used to provide a baseline comparison between the
traditional machine learning models and LSTM model.

D. Deep Learning Model Training & Evaluation

We trained the Long Short-Term Memory (LSTM) model for
multiple epochs, with each epoch, the model kept improving.
The training accuracy reached ~ 99% and the validation
accuracy reached ~ 95-96%. This shows that the model
performs well on both training and the new testing data, with
gradual increasing its accuracy. With each epoch the loss
values decreased steadily, this indicated that the learning was
done properly and the model is converging effectively. We
used pre-trained Word2Vec embedding technique for the
faster training and better understanding of word meaning for
the model.

Figure 8. Epoch Training & Performance of LSTM Model
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For assurance and validation, we performed a similarity check
with the Word2Vec data, this confirms the semantic learning
of the model data.

w2v_model.wv.most similar("innovation™)

[('innovative', ©.8834891591835022),
("technological', ©.7662263512611389),
('sustainable', @.7536510825157166),
("technology', ©.7362650036811829),
("entrepreneurship', ©.7877240347862244),
('development', ©8.6952726244926453),
('creativity', ©.6924847364425659),
('ecosystem', ©.6850614547729492),
('competitiveness', ©.6883798675537199),
('robotics', ©.6770955324172974)]

Figure 9. Similarity checks using Word2Vec Embeddings

E. Comparative Analysis of Models

We performed the comparison analysis on the traditional
machine learning models and out of them the best
performance was observed in the Random Forest model, but
these ML models have a limitation of judging based upon the
manual feature (feature-based learning), they don’t
understand the word order or sentences. Due to this we
switched to the Deep learning model (LSTM) long short-term
memory model. LSTM uses word embedding and sequence
learning for the better context understanding of the text data,
which helped in the improvement of the performance and
overall predication.

y_pred = (model.predict(X_test) »>= ) «astype{“int™)

614/614 | «] - 163s 264ms/step

accuracy score(y_test, y pred)

0.,9581106530259073

print(classification_report(y_test, y pred))

precision recall fl-score support

a 9.9% 0.97 8.96 18978

1 9.96 9,94 9.95 8669

accuracy 0,96 19647
macro avg 0.96 0.96 0.96 19647
weighted avg 0.9% 9.96 8.9 19647

Figure 10. Model Prediction Accuracy, F1 Report

Overall, the machine learning models provide a great baseline
performance but have a limited understanding of the context
while the LSTM model provides better contextual
understanding and performance due to sequence learning.

V. CONCLUSION AND FUTURE WORK

We have built a rumor detection system using LSTM
(Long-short Term Memory) model. It mainly focuses on
analyzing the social media fake new texts and classifying
them into different categories using only the text data format.
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This system basically includes three major workings, the first
part includes the data preprocessing, here the raw text data
gets converted into proper dataset, by passing them through
various null checks, transformations, duplication detection
checks etc. Later this data gets converted into numbers (word
embeddings) which could be fed into the model directly.
Finally, the embedded words are passed through the model to
get trained and tested. The LSTM model understands the
word orders and context better and helps in creating a
meaning from the text data. The system predicts the news text
data and classifies them into True Rumor, False Rumor, Non-
Rumor, and Unverified Rumor. The major strength of this
system is that it keeps the system simple and efficient and tries
to make a meaning out of the input texts. It uses text data only
to keep less load on the model and maintains the privacy.
Finally, the system is working well and accurately for the real-
time rumor detection.

FUTURE WORK

Advance deep learning models can be used for better and even
more accurate understanding of context sequence. Training
deep learning model for detecting not just text news, but
various other type of news data, such as: images, audio,
behaviors etc. Training the model for supporting multiple
languages can help in the spreading of the application world-
wide. Making the model explain it’s decision can become a
very trustworthy source of truth in the sensitive places like
fake new detection, online social media news.
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