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Abstract — SNITCH (Smart Network-based Intelligent Threat
Classifier for Phishing Detection using SVM Active Learning) is an
intelligent phishing URL detection framework that combines Support
Vector Machine (SVM) classification with an uncertainty-driven
Active Learning strategy. Phishing attacks remain one of the most
prevalent cybersecurity threats, targeting users through deceptive
URLs to steal sensitive information such as banking credentials,
passwords, and personal data. Conventional blacklist and rule-based
detection approaches are inherently reactive and fail to identify zero-
day phishing attempts. SNITCH employs an SVM classifier with an
RBF kernel, trained on a curated dataset of over 48,000 URLs drawn
from PhishTank and the UCI Machine Learning Repository. More than
22 lexical, structural, and domain-based features are extracted from
each URL. Class imbalance was resolved using SMOTE, and
hyperparameters were optimized through GridSearchCV with 5-fold
cross-validation, yielding C=10 and Gamma = 0.01. The Active
Learning pipeline employs uncertainty sampling to select only the most
informative samples for labeling, reducing annotation requirements by
approximately 40% compared to passive learning. SNITCH achieved
87% accuracy, 86% precision, 85% recall, an Fl-score of 85.5%, and
a ROC-AUC of 0.89, outperforming the passive learning baseline
across all metrics.

Keywords — Phishing Detection, Support Vector Machine, Active
Learning, Uncertainty Sampling, SMOTE, URL Feature Extraction,
Cybersecurity, Machine Learning
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I. INTRODUCTION

Phishing remains one of the most pervasive and
financially damaging forms of cybercrime
worldwide. Attackers craft deceptive URLs and
fraudulent web pages that closely mimic legitimate
services, tricking wusers into surrendering
confidential information such as login credentials,
banking details, and personal identity data.
According to cybersecurity reports, millions of new
phishing URLs are detected every year, with attacks
accounting for a significant proportion of enterprise
and individual data breaches globally.

Traditional detection mechanisms — including
domain blacklists, rule-based heuristics, and
manual inspection — are inherently reactive. They
rely on previously catalogued attack patterns and
are therefore incapable of identifying zero-day
phishing threats that exploit newly registered
domains or novel URL obfuscation strategies. As
phishing tactics evolve rapidly, the gap between
attack creation and detection continues to widen.

Machine learning has transformed cybersecurity by
enabling systems to learn discriminative patterns
from data rather than relying on hand-crafted rules.
SVM classifiers, in particular, have demonstrated
strong  performance in  high-dimensional
classification tasks and have been applied
successfully to URL-based phishing detection. The
SVM algorithm seeks an optimal decision
hyperplane that maximally separates phishing and
legitimate URL feature vectors, offering robust
generalization on unseen samples.

SNITCH addresses these challenges by combining
the classification power of Support Vector
Machines with an Active Learning strategy that
enables continuous model adaptation without
exhaustive labeled datasets. The framework extracts
over 22 URL-based features and employs
uncertainty sampling to identify and label only the
most informative samples, significantly reducing
the manual annotation burden while improving
detection accuracy. This paper is organized as
follows: Section II surveys related literature;
Section III presents the system analysis; Section IV
describes the modules; Section V details
experimental results; Section VI discusses
advantages and limitations; and Section VII
concludes the paper.
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II. LITERATURE SURVEY

A comprehensive survey of existing literature was
conducted to understand the state of the art in
phishing detection and Active Learning for
cybersecurity applications. Early work primarily
leveraged classification algorithms such as Naive
Bayes, k-Nearest Neighbour, and Support Vector
Machines applied to academic performance and
URL datasets [1][2]. These studies demonstrated
that URL-based features could serve as effective
predictors of phishing, though accuracy was
constrained by limited feature spaces and static
training regimes.

Singh and Kumar [1] applied multiple ML
classifiers on URL features and demonstrated
accuracy gains over heuristic methods; however, no
Active Learning component was employed,
resulting in high annotation cost. Abdelhamid et al.
[2] applied SVM to URL and content features and
demonstrated strong generalization, but the system
was static and could not adapt to evolving phishing
patterns post-deployment.

Settles [3] provided a seminal survey of Active
Learning strategies and demonstrated labeling cost
reduction across multiple domains, though the work
was not applied to phishing detection or URL-
specific feature engineering. Verma and Das [4]
proposed an LSTM-based character-level URL
classifier achieving high recall on benchmark
datasets, but the approach entailed high
computational cost and required large labeled
corpora, making it unsuitable for low-resource
environments.

Fernandez and Santos [5] demonstrated that
SMOTE combined with SVM  significantly
improves minority class detection in imbalanced
cybersecurity datasets; however, Active Learning
was not integrated and URL-specific feature
analysis was absent. The literature review reveals a
clear research gap: while SVM classifiers have
demonstrated strong phishing detection
performance, and Active Learning has proven
effective at reducing annotation costs in other
domains, their integration for phishing URL
detection has not been thoroughly explored.
SNITCH directly addresses this gap. Unlike
previous systems that relied solely on static
classifiers, SNITCH introduces an adaptive
feedback-driven mechanism capable of incremental
learning against evolving phishing attacks.
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III. SYSTEM ANALYSIS

A. Existing System

Existing phishing detection systems predominantly
rely on domain blacklists and rule-based heuristics.
Blacklist-based systems maintain databases of
known phishing URLs and flag incoming requests
that match recorded entries. While effective against
catalogued threats, these systems require
continuous manual updates and are completely
ineffective against newly created phishing domains.
Rule-based systems apply predefined heuristic
criteria to classify URLs, but are brittle — skilled
attackers can craft URLs that satisfy heuristic
thresholds while remaining malicious. Early ML-
based detectors trained once on static datasets suffer
from model drift as new phishing strategies emerge,
making continuous adaptation expensive.

B. Proposed System

SNITCH proposes an adaptive phishing detection
framework integrating SVM classification with
Active Learning. The system trains an initial SVM
model on a small labeled dataset, then iteratively
improves by querying labels only for the most
uncertain samples — those closest to the
classification decision boundary. This uncertainty
sampling strategy ensures maximum information
gain per annotation, enabling rapid model
improvement with minimal labeling effort.

The proposed system processes raw URLSs through
a feature extraction pipeline generating a 22-
dimensional numerical feature vector per sample.
An SVM classifier with an RBF kernel is trained on
these vectors with hyperparameters optimized via
GridSearchCV. SMOTE is applied to the training
set to address class imbalance. The Active Learning
loop selects uncertain samples from the unlabeled
pool, obtains their labels, adds them to the training
set, and retrains the model wuntil accuracy
convergence or annotation budget exhaustion.

[Insert Figure 1: Proposed SNITCH System
Architecture Here]

C. System Architecture

The SNITCH architecture consists of five
interconnected layers: (1) Data Ingestion — raw
URLs collected from PhishTank and UCI
repositories; (2) Preprocessing — noise removal,
normalization, and SMOTE balancing; (3) Feature
Extraction — 22 lexical, structural, and domain-
based features computed per URL; (4) SVM
Classification — trained model assigns phishing or
legitimate labels; and (5) Active Learning Feedback
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Loop — uncertain predictions are queued for
annotation and the model is retrained incrementally.

IV. MODULE DESCRIPTION

A. Dataset Collection Module

The dataset was collected between January and
March 2026. Duplicate URLs were removed using
hash-based filtering, and malformed URLs were
discarded during preprocessing to ensure dataset
consistency and reproducibility.

This module acquires and consolidates the URL
datasets used for training and evaluation. Phishing
URLs were sourced from PhishTank, an open
community-based repository of verified phishing
URLSs updated daily. Legitimate URLs were drawn
from the UCI Machine Learning Repository's
Phishing Websites Dataset and supplemented with
Alexa top-site URL samples. After deduplication
and format normalization, the final dataset
comprised 48,230 URLs — 23,110 phishing and
25,120 legitimate.

B. Data Preprocessing Module

Raw URLs undergo several preprocessing steps
before feature extraction. Protocol prefixes are
stripped where necessary for length normalization.
Duplicate entries are removed and URL encoding
artifacts are decoded. The dataset is split into
training (80%) and test (20%) subsets using
stratified sampling to preserve class distribution.
SMOTE is applied exclusively to the training subset
to generate synthetic phishing samples and correct
class imbalance, preventing data leakage into the
test set.

C. Feature Extraction Module

Each URL is parsed using Python's urllib library
and converted into a 22-dimensional numerical
feature vector. Features are grouped into three
categories: lexical features derived from the URL
string itself (URL length, dot count, hyphen count,
suspicious keywords, digit ratio, uppercase ratio,
presence of '@' symbol), structural features based
on URL path and query composition (subdomain
count, path depth, query length, redirect count, IP
address presence, shortener usage), and domain-
based features requiring DNS or WHOIS lookup
(HTTPS usage, domain age, registration length,
SSL certificate age, DNS record status, web traffic
rank, PageRank, Google index status). All features
are normalized to the [0, 1] range using
MinMaxScaler.
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D. SVM Classification Module

The SVM classifier is implemented using Scikit-
learn's SVC class with an RBF kernel, selected over
linear and polynomial kernels based on empirical
evaluation. Hyperparameters C and Gamma were
tuned using GridSearchCV with 5-fold stratified

Metric  Passive SNITCH Improvemen

Learnin  (Active t
g Learning
)

Accurac  82% 87% +5%
y
Precisio  80% 86% +6%
n
Recall 79% 85% +6%
Fl1- 79.5% 85.5% +6%
Score
ROC- 0.81 0.89 +0.08
AUC
Labeling 100% ~60% —40%
Cost

cross-validation across C € {0.1, 1, 10, 100} and
Gamma € {0.001, 0.01, 0.1, 1}. The optimal
configuration (C =10, Gamma = 0.01) provided the
best balance of training time and classification
accuracy on the phishing dataset.

E. Active Learning Module

The Active Learning module implements the
uncertainty sampling query strategy. After each
training iteration, the trained SVM model computes
the distance from the decision boundary for each
unlabeled sample in the pool. Samples with the
smallest absolute distance — where the classifier
exhibits the greatest uncertainty — are selected as
the most informative candidates for labeling. In the
experimental setup, 50 samples were selected per
Active Learning iteration. Once labeled, these
samples are added to the training set and the model
is retrained from scratch on the expanded labeled
dataset.

F. Evaluation Module

[Insert Figure 3: Confusion Matrix
Visualization Here]|

The evaluation module computes binary
classification metrics on the held-out test set after
each Active Learning iteration: accuracy, precision,
recall, Fl-score, and ROC-AUC. A confusion
matrix is generated to analyze false positive and
false  negative  distributions.  Comparative
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evaluation is performed against a passive learning
baseline (SVM trained on randomly sampled
labeled data of the same size) to quantify the benefit
of Active Learning.

V. RESULTS AND DISCUSSION

A. Experimental Setup

All experiments were conducted on a system with
an Intel Core 15-11th Gen processor, 8 GB RAM,
and Python 3.10 with Scikit-learn 1.3. The dataset
was split into 80% training and 20% test sets using
stratified sampling. SMOTE was applied to the
training set only. The Active Learning experiment
was initialized with 500 labeled samples and
iterated for 20 rounds, adding 50 samples per round.
The passive learning baseline was trained on 500
randomly selected labeled samples — identical in
size to the Active Learning initial pool — to isolate
the effect of the query strategy.

B. Performance Metrics and Comparative
Evaluation

Performance was evaluated using five standard
binary classification metrics: Accuracy, Precision,
Recall, F1-Score, and ROC-AUC. The following
table presents the comparative performance of
SNITCH against the passive learning baseline.

[Insert Figure 2: Accuracy Comparison
between Passive Learning and SNITCH Here]

Table I: Performance Comparison — SNITCH vs.
Passive SVM

SNITCH consistently outperforms the passive
learning baseline across all evaluation metrics. The
most significant improvement was observed in
ROC-AUC (+0.08), indicating substantially better
class discrimination at all decision thresholds. The
40% reduction in labeling cost confirms that
uncertainty sampling selected informative samples
more efficiently than random selection.

C. Confusion Matrix Analysis

Actual \ Predicted Predicted: Predicted:
Legitimate Phishing
Actual: Legitimate 4,321 (True 512 (False
Negative) Positive)
Actual: Phishing 428 (False 4,739 (True
Negative) Positive)

Table II: Confusion Matrix on Test Set
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The confusion matrix reveals strong phishing recall:
4,739 out of 5,167 phishing URLs were correctly
identified (91.7% phishing recall). The 428 false
negatives predominantly involved phishing URLs
that used HTTPS, had short lengths, and recently
registered domains with no suspicious keywords —
making them structurally similar to legitimate
URLs. This directly motivates future integration of
DOM-based and content-based features. The 512
false positives represent a 10.6% false positive rate
among legitimate samples — acceptable for a
security system where false negatives carry higher
risk.

D. Dataset Statistics

Table III: Dataset Statistics

VI. ADVANTAGES AND LIMITATIONS

A. Advantages

» Adaptive detection: the Active Learning loop
enables continuous improvement against evolving
phishing patterns without full dataset relabeling.

* Reduced annotation cost: uncertainty sampling
reduces labeling requirements by approximately
40% compared to passive random sampling.

» Strong classification performance: SVM with
RBF kernel and optimized hyperparameters
achieves 87% accuracy on the test set.

* Class imbalance handling: SMOTE ensures the
model does not develop bias towards the majority
(legitimate) class.

» Lightweight and scalable: URL-based features
require no page rendering or DOM access, enabling
fast processing on standard hardware.

» Explainability: SVM decision boundaries are
mathematically interpretable, supporting audit of
classification decisions.

B. Limitations and Future Scope

Despite the promising results, several limitations
warrant acknowledgment. First, domain age and
WHOIS-based features could not be computed for
approximately 12% of URLs due to lookup failures
on expired or obscured domain records; these were
imputed using dataset medians. Second, the current
implementation does not support real-time profile
updates or live URL scanning. Third, structurally
conservative phishing URLs — short, HTTPS-
enabled, keyword-free — represent the primary
failure mode of URL-only feature spaces.

Future enhancements include: (1) extending the
feature set with DOM-based and visual similarity
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features; (2) integrating deep learning models
(LSTM, BERT) alongside SVM for character-level
and semantic URL analysis; (3) implementing a
browser extension for real-time phishing URL
interception; (4) exploring federated Active
Learning to train models collaboratively while
preserving user privacy; (5) benchmarking against
state-of-the-art systems (PhishNet, URLNet,
CrawlPhish); and (6) developing an adversarial
training component for improved robustness against
evasion attacks.

VII. CONCLUSION
This paper presented SNITCH, an Al-based

Dataset Split Count
Total URLs 48,230
Phishing URLs 23,110 (47.9%)
Legitimate URLs 25,120 (52.1%)
Training Set (80%) 38,584
Test Set (20%) 9,646
Initial Labeled Pool 500

(Active Learning)

Unlabeled Pool (Active 38,084
Learning)

phishing URL detection framework that employs
machine learning techniques combined with
uncertainty-driven Active Learning to provide an
adaptive,  cost-efficient, and  high-accuracy
detection  pipeline. =~ By  integrating 22
multidimensional URL features — encompassing
lexical, structural, and domain-based attributes —
the system addresses the critical shortcomings of
conventional detection methods that rely on
blacklists or hand-crafted heuristics.

The application of SVM with an RBF kernel,
hyperparameter optimization via GridSearchCV,
and SMOTE-based class balancing demonstrated
prediction accuracy of 87% and a ROC-AUC of
0.89 on a dataset of 48,230 URLs. The Active
Learning pipeline reduced labeling requirements by
40% compared to passive learning while surpassing
the baseline across all evaluation metrics. These
results confirm that the integration of SVM and
uncertainty-based Active Learning provides a
practical, scalable, and adaptive foundation for real-
world phishing detection research and deployment.
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