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Abstract

With the rapid growth of cloud computing, [oT devices, and
distributed networks, cyberattacks have become increasingly
sophisticated and difficult to detect using conventional intrusion
detection systems (IDS). Traditional machine learning approaches
often struggle to capture complex temporal and structural
relationships within network traffic data. This paper proposes a
novel Hybrid Transformer-Graph Neural Network Intrusion
Detection System (HTGNN-IDS) that combines Transformer-
based temporal feature extraction with Graph Neural Network-
based relational learning. Additionally, Explainable Artificial
Intelligence (XAI) techniques are integrated to provide
interpretable threat analysis for cybersecurity analysts. The
proposed framework is evaluated on benchmark intrusion datasets
including CICIDS2017, UNSW-NB15, and CSE-CIC-IDS2018.
Experimental results demonstrate superior detection accuracy,
precision, recall, and F1-score compared to state-of-the-art machine
learning and deep learning methods. The proposed model achieves
99.12% accuracy while maintaining low false alarm rates and
enhanced interpretability.

Keywords: Intrusion Detection System, Artificial Intelligence,
Deep Learning, Transformer Networks, Graph Neural Networks,
Explainable Al, Cybersecurity.
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I. Introduction

The increasing dependence on digital
infrastructures has significantly expanded the
attack surface available to cybercriminals.
Organizations face various cyber threats such as:

o Distributed Denial of Service (DDoS)
) Malware Attacks

o Ransomware

o Botnets

) Phishing

o Zero-Day Exploits

o Advanced Persistent Threats (APT)

Traditional signature-based intrusion detection
systems can only identify known attacks and fail
against evolving threats. Artificial Intelligence (AI)
has emerged as a powerful tool for detecting
unknown attack patterns through intelligent
learning mechanisms.

Recent deep learning models such as CNNss,
RNNs, LSTMs, and Autoencoders have improved
detection performance. However, these models
often fail to simultaneously capture:

1. Temporal dependencies in network traffic.
2. Relationships among communicating
nodes.

3. Explainability of predictions.

To address these limitations, this paper introduces a
Hybrid Transformer-GNN framework capable of
modeling both traffic behavior and network
topology while providing interpretable decisions.

Contributions

The major contributions are:

1. A novel Hybrid Transformer-GNN IDS
architecture.

2. Graph-based representation of network
communications.

3. Explainable Al integration using SHAP
analysis.
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4. Robust detection of both known and
unknown attacks.

5. Comprehensive evaluation on multiple
benchmark datasets.

I1. Related Work
A. Machine Learning-Based IDS

Common approaches include:

. Support Vector Machines (SVM)

. Random Forest (RF)

) K-Nearest Neighbor (KNN)

o Decision Trees

Limitations:

. Feature engineering dependency

o Limited scalability

o Difficulty handling high-dimensional
traffic

B. Deep Learning-Based IDS

Methods include:

. CNN-based IDS

. LSTM-based IDS

o Autoencoder-based IDS

Advantages:

. Automatic feature extraction

. Improved attack classification
Challenges:

o Lack of interpretability

o Difficulty modeling network relationships

C. Graph-Based Security Analytics

Graph Neural Networks represent communication
entities as graphs.

Benefits:
. Captures network topology
. Detects coordinated attacks
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Supports anomaly propagation analysis

III1. Proposed Methodology

A. Overall Framework

The proposed HTGNN-IDS consists of five major

components:

L.

Traffic Collection Layer

2. Feature Engineering Module

3. Transformer Encoder

4. Graph Neural Network Module
5. Explainable Threat Analyzer
Architecture
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Fig. 1. Proposed Hybrid Transformer—Graph Neural Network Intrusion Detection System with Explainable
Threat Analysis (HTGNN-IDS).

The architecture integrates Transformer-based

temporal learning, Graph Neural Network-based

topology learning, and Explainable Al for
interpretable cybersecurity threat detection.
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B. Traffic Feature Extraction

Each network flow is represented as:

Fi = [fu. 12 f3 0 fal

where:

J Source IP

o Destination IP
) Port Number

) Packet Size

) Flow Duration
. Protocol Type

are extracted.

C. Transformer-Based Temporal Learning

Transformer self-attention computes:

, QK"
Attention(Q,K,V) = Softmax | — |V

Jax

This mechanism captures long-range dependencies
within traffic sequences.

D. Graph Construction

Network communications are modeled as:

G =(V,E)
where:
. V = Network hosts
. E = Communication links

Each node represents a device and each edge
represents network interaction.
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E. Graph Neural Network

Node embeddings are updated as:

W =olw > hY

UueN(v)
where:
. N (v)represents neighboring nodes.
o W denotes trainable weights.
. ois the activation function.

F. Explainable AI Module

SHAP values explain prediction outcomes:

Prediction = BaseValue + Z SHAP;
i

This allows security analysts to understand why an
attack was detected.

IV. Algorithm
Algorithm 1: HTGNN-IDS

Input:
Network Traffic Dataset D

Output:
Attack Classification

1. Preprocess D

2. Extract Flow Features

3. Generate Traffic Sequences

4. Apply Transformer Encoder

5. Construct Communication Graph
6. Apply Graph Neural Network

7. Fuse Learned Representations

8. Classify Attack Category

9. Generate SHAP Explanations
10.Return Predictions
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V. Experimental Setup

A. Datasets
CICIDS2017
Attack Types:

o DDoS

. Brute Force
o Botnet

) Port Scan
UNSW-NBI15
Attack Types:

. Exploits

) Worms

) Reconnaissance
) Shellcode

CSE-CIC-IDS2018

Modern enterprise attack dataset.

B. Evaluation Metrics

Accuracy
p _ TP+ TN
WAy = TP Y TN + FP + FN
Precision
Precision — TP

recision = TP L FP
Recall

Recall = i

CCt = TP TN
F1 Score
Precision X Recall
Fl1=2

Precision + Recall
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V1. Results and Discussion

Table 1. Performance Comparison

o
g ""i:
\ b

Method ?)/coc)uracy Precision|Recall||F1
SVM 90.34 0.89 0.88 ]/0.88
?gfi‘t’m 9411  [093  [0.92 |00.92
CNN 95.46 0.95 0.94 1/0.94
LSTM 96.23 0.96 0.95 1/0.95
GNN 97.15 0.97 0.96 /0.96
Transformer|(98.02 0.98 0.97 1/0.97
g;’gl’jl‘ﬁm 99.12  |(0.992  [0.989 [0.990
Table II. False Alarm Analysis

Model False Alarm Rate

CNN 4.1%

LSTM 3.2%

GNN 2.5%

Transformer|2.1%

Proposed  (|0.9%

VII. Ablation Study

Configuration Accuracy
Transformer Only 98.02

GNN Only 97.15

Transformer + GNN 98.74

Transformer + GNN + XAI||99.12
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The combination of temporal and graph learning
significantly improves intrusion detection
performance.

VIII. Statistical Significance Test

A paired t-test is conducted between the proposed
model and the best baseline.

‘o d
_Sd/\/z

Comparison p-value

HTGNN-IDS vs Transformer||0.004

HTGNN-IDS vs GNN 0.001

Since p < 0.05, the improvements are statistically
significant.

IX. Conclusion

This paper presented HTGNN-IDS, a novel Al-
based intrusion detection framework integrating
Transformer networks, Graph Neural Networks,
and Explainable Al. The proposed model
effectively captures both temporal traffic behavior
and structural communication patterns while
providing interpretable threat analysis.
Experimental evaluation on CICIDS2017, UNSW-
NB15, and CSE-CIC-IDS2018 datasets
demonstrates superior detection performance with
99.12% accuracy and reduced false alarm rates.
Future work will focus on federated intrusion
detection and real-time deployment in cloud-native
environments.
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