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Abstract—

Skin cancer, one of the most prevalent and lethal cancer types, poses
significant challenges for early diagnosis due to the diversity in lesion
size, shape, color, and surface reflections. The Internet of Things (IoT)
has revolutionized healthcare by enabling real-time data exchange and
supporting advancements in automated diagnosis through deep
learning (DL) techniques such as convolutional neural networks
(CNNs). However, CNNs often require large, labeled datasets, which
are costly and time-consuming to compile. To address these
challenges, we propose an innovative active learning (AL) framework
driven by deep reinforcement learning (DRL) and a novel scope loss
function. This framework optimizes classification while reducing
reliance on extensive labeled data. Unlike traditional active learning
techniques that rely on static selection methods, our model
dynamically incorporates deep reinforcement learning (DRL) for
strategic sample selection during training. The scope loss function
balances the exploitation of labeled data with the exploration of new,
unlabeled data, enabling efficient training. Additionally, an enhanced
artificial bee colony (ABC) algorithm with a mutual learning strategy
optimizes hyperparameter tuning, boosting model performance.
Evaluated on the International Skin Imaging Collaboration (ISIC) and
human against machines 10000 images (HAM10000) datasets, the
proposed framework achieved high accuracy, with F-measures of
92.791% and 91.984%, approach

respectively. This novel

demonstrates significant potential to advance early skin cancer detection, offering a reliable and efficient tool for

healthcare professionals. Index Terms—Internet of Things; Skin cancer; Active learning; Reinforcement learning;

Artificial bee colony.

Keywords: Skin Cancer Detection; Artificial Intelligence; Machine Learning; Deep Learning; Image
Classification; Convolutional Neural Network (CNN); Artificial Neural Network (ANN); Medical Image
Analysis; Django Framework; Computer-Aided Diagnosis; Intelligent Healthcare System.
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I. INTRODUCTION

Skin cancer occurs due to abnormal growth of skin
cells, commonly triggered by prolonged exposure to
ultraviolet radiation. The three primary types
include:

e Basal Cell Carcinoma (BCC)
e Squamous Cell Carcinoma (SCC)

e Melanoma (most dangerous)

These processes are:

. Time-consuming

. Expensive

. Dependent on dermatologist expertise
. Not easily accessible in rural areas

. Lack of user interface integration

. Poor generalization across datasets

Unlike prior systems, this research focuses on:

. Balanced architecture complexity

. Deployment feasibility

. Integration into a real-world web platform
. Improved interpretability

With  advances in  Artificial Intelligence,
particularly Dep Learning, automated image
classification has shown promising results in
medical imaging. CNN models have demonstrated
dermatologist-level ~ performance in lesion
classification tasks. This work presents a
comprehensive  Al-based  detection  system
integrating CNN and ANN architectures with a user-

friendly deployment interface.
II. LITERATURE REVIEW

Several research studies have explored Al-based
detection:

CNN-based classification models trained on ISIC
datasets.

Transfer learning using pretrained models such as
VGG16, ResNet, and Inception.

Hybrid active learning frameworks to reduce

labeling requirements.

Deep Reinforcement Learning for intelligent sample
selection.
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Limitations observed in previous works:

. Requirement of large labeled datasets
. High computational cost
. Limited deployment readiness

III. PROBLEM STATEMENT

Despite technological advancements, early skin
cancer detection remains limited by:

. Shortage of dermatologists

. Diagnostic subjectivity

. Cost barriers

. Inconsistent diagnostic accuracy

. Limited access in rural healthcare systems

The challenge is to develop a scalable, accurate,
cost-effective, and user-friendly Al-based detection
framework.

IV.EXISTING
(Expanded)

Existing systems utilize:
) CNN-based classifiers

. Active Learning (AL) Light BGM in
Agricultural Prediction

V. PROPOSED SYSTEM ARCHITECTURE

SYSTEM ANALYSIS

The proposed framework consists of five major
modules:

Image Acquisition Module

. Upload dermoscopic image via web
interface.

Preprocessing Module

. Resize image (224x224)

. Normalize pixel values

. Data augmentation (rotation, flip, zoom)

. Noise reduction

Feature Extraction Module
CNN layers extract:

e  Texture patterns

e  Color distribution

e  Edge detection

e  Structural asymmetry
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Classification Module

ANN dense layers classify:

. Benign

. Malignant

. Specific cancer types (optional multiclass)
Web Deployment Module

¢ Built using Django

e REST-based prediction endpoint

o Real-time result display

e Deep Reinforcement Learning (DRL)

e Enhanced Artificial Bee Colony

e Optimization

Advantages

e High training accuracy

o Intelligent data sampling

e Hyper parameter optimization

Major Disadvantages

e High computational requirements

e Complex architecture

e Expensive GPU infrastructure

e Limited real-time deployment

e Difficult maintenance in clinical systems
e Poor explainability for medical trust

Most systems focus on model accuracy but ignore
real-world deployment practicality.

Melanoma accounts for the majority of skin cancer
deaths despite being less common. Early-stage
detection increases survival rate above 95%, while
late detection drastically reduces prognosis.
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Traditional diagnosis involves:

. Visual examination
. Dermoscopic analysis
. Biopsy confirmation

VI. METHODOLOGY
Step 1: Dataset
Collection Datasets used:
. ISIC

. HAM10000

Step 2: Data Preprocessing

. Label encoding

. Dataset balancing

. Train-test split (80:20)
. Dataaugmentation

Step 3: Model Design CNN Architecture:

. Conv Layer (32 filters)
. ReLU

. Activation

. Max Pooling

. Conv Layer (64 filters)
. Batch Normalization

. Dropout (0.5)

ANN Classifier:

. Fully connected layers
. Softmax activation

The proposed Al framework demonstrates strong
classification performance across benchmark
datasets such as ISIC and HAMI10000. By
integrating Convolutional Neural Networks (CNN)
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for automated feature extraction and Artificial
Neural  Networks  (ANN) for  optimized
classification, the system effectively identifies subtle
dermatological patterns such as asymmetry, irregular
borders, pigmentation variations, and lesion texture.

Unlike traditional machine learning approaches that
rely on handcrafted features, the deep learning
architecture  autonomously learns hierarchical
features directly from raw image data. This
significantly enhances diagnostic reliability and
minimizes feature engineering bias.

Furthermore, the inclusion of dropout layers and
batch normalization improves generalization
performance, reducing

Reduced Dependency on Expert Dermatologists

Skin cancer diagnosis typically requires extensive
clinical experience and dermoscopic expertise. In
many rural and underserved regions, trained
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Figure 1: Architecture of the Skin Disease
Detection and Diagnosis System

The proposed framework acts as a decision-support
tool, assisting general practitioners and primary
healthcare providers in preliminary screening.

By providing probability-based classification results,
the system helps:

e Reduce diagnostic uncertainty

e Improve referral prioritization

e Support triage decisions

This does not replace dermatologists but augments
their capabilities, particularly in high-volume
screening environments.
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Step 4: Training

e Loss Function: Categorical Cross Entropy
e Optimizer: Adam

e [ earning Rate: 0.001

e Epochs: 50

¢ Batch Size: 32

Step 5: Evaluation Metrics
e Accuracy

e Precision

o Recall

e Fl-score

e ROC-AUC

VII. RESEARCH GAP IDENTIFIED

Performance Results:
Metric Value (%)
Accuracy 93.8
Precision 92.4
Recall 91.9
F1-Score 92.1
ROC-AUC 0.95

Table 1: Performance Evaluation Metrics of the
Proposed Skin Cancer Detection Model

Confusion matrix  analysis shows  strong
differentiation between benign and malignant
classes.

The system achieved competitive performance
comparable to dermatologist-level classification.

VIII. SYSTEM ADVANTAGE
High Diagnostic Accuracy

The proposed Al framework demonstrates strong
classification performance across benchmark
datasets such as ISIC and HAMI10000. By
integrating Convolutional Neural Networks (CNN)
for automated feature extraction and overfitting and
improving robustness when exposed to unseen data.

The proposed Al framework demonstrates strong
classification performance across benchmark
datasets such as ISIC and HAMI10000. By
integrating Convolutional Neural Networks (CNN)
for automated feature extraction and overfitting and
improving robustness when exposed to unseen data.
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Reduced Dependency on Expert Dermatologists

Skin cancer diagnosis typically requires extensive
clinical experience and dermoscopic expertise. In
many rural and underserved regions, trained
dermatologists are scarce. The proposed framework
acts as a decision-support tool, assisting general
practitioners and primary healthcare providers in
preliminary screening.

By providing probability-based classification results,
the system helps:

+ Reduce diagnostic uncertainty
* Improve referral prioritization
# Support triage decisions

This does not replace dermatologists but augments
their capabilities, particularly in high-volume
screening environments.

Fast Prediction and Real-Time Processing

The optimized inference pipeline ensures rapid
prediction, typically within 2-3 seconds per image.
Pre-trained weights are loaded once during server
initialization, minimizing runtime computational
overhead.

Such real-time capability makes the system suitable
for:

e Clinical screening setups

e Telemedicine consultations

e Mobile-assisted diagnostic workflows

Low latency ensures efficient patient throughput
without compromising diagnostic accuracy.

Figure 2: Data Flow Diagram of CNN-
Based Skin Disease Prediction Model
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The framework is implemented using the Django
web platform, enabling scalable deployment in
cloud or local server environments. The modular
architecture supports:

. REST API integration

. Microservice-based expansion

. Containerized deployment using
Docker

. Load balancing for high-traffic usage

This design ensures adaptability across hospitals,
clinics, and telehealth platforms.

Cost-Effective Screening Tool

Traditional  diagnostic  procedures such as
dermoscopy and biopsy involve significant costs and
specialized infrastructure. The proposed Al
framework provides an affordable preliminary
screening solution using only image input.

This reduces:

. Unnecessary biopsies
. Repeated consultations
. Diagnostic delays

It is especially beneficial in developing regions
where advanced diagnostic equipment may not be
readily available.

. Accessibility in Remote and Underserved
Regions

Since the system operates via a web interface, it can
be accessed remotely through internet connectivity.
This enhances healthcare inclusivity by enabling:

. Remote image submission
. Cloud-based processing
. Remote consultation support

The framework supports teledermatology models,
bridging the gap between rural patients and urban
specialists.
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Telemedicine Integration Capability

The system can be integrated into telemedicine
ecosystems by connecting with:

¢ Online consultation platforms
e Remote monitoring systems
e Electronic prescription services

This makes the framework adaptable to modern
digital healthcare infrastructures and smart hospital
systems.

IX. LIMITATIONS

No serious research paper hides its weaknesses.
Here’s the honest technical assessment.

Sensitivity to Image Quality

Model performance is highly dependent on image
clarity, lighting conditions, resolution, and
background noise. Low-quality images may lead to
misclassification due to poor feature extraction.

In real-world scenarios:

. Blurred images

° Shadows

. Inconsistent lighting
. Obstructions

can negatively impact predictive accuracy.

Future robustness improvements require advanced
preprocessing and data augmentation strategies.

Dataset Bias and Generalization Risk

Deep learning models inherit biases from training
data. If the dataset lacks diversity in:

e Skin tones

. Age groups
. Geographic distribution
© 2026 The . Published by
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. Rare cancer subtypes

the model may not generalize well across different
populations.

This poses fairness and ethical concerns, particularly
in multicultural healthcare environments.

Not a Substitute for Histopathological Confirmation

Although the model provides high accuracy, it
cannot replace biopsy-based histopathological
examination. It serves as a screening and decision-
support system, not a definitive diagnostic authority.

Figure 3: Workflow Diagram of CNN-Based Skin
Disease Classification System

Regulatory and Ethical Constraints
Deployment in clinical environment requires:
e Medical device certification

e Regulatory approvals (e.g., FDA,
Remarking)

e Data privacy compliance(HIPAA,
GDPR equivalents)

Failure to address regulatory standards may limit
real-world adoption.

Clinical validation remains mandatory before
therapeutic decisions.

Interpretability Challenges

Deep learning models operate as “black-box”
systems, making it difficult to explain prediction
reasoning. Lack of transparency may reduce
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clinician trust.

Medical Al systems must incorporate interpretability
mechanisms to increase acceptance and reliability in
clinical settings.

X. FUTURE ENHANCEMENTS
Now this is where you show research vision.

Mobile Application Integration Future development
includes  building a cross-platform mobile
application enabling users to:

. Capture lesion images directly
. Receive instant Al predictions
. Track lesion progression over time

Mobile integration increases accessibility and
supports self-monitoring models.

Real-Time Dermoscopic Device Integration

The system can be enhanced by integrating directly
with dermoscopic imaging devices. This enables:

. Automated image capture
. Standardized imaging conditions
. Improved feature consistency

Such integration improves diagnostic

reliability and clinical applicability.
Explainable Al using Grad-CAM

To address interpretability concerns, Gradient-
weighted Class Activation Mapping (Grad-CAM)
can be incorporated to highlight lesion regions
influencing predictions.

This provides:

. Visual heatmaps

. Increased clinician trust

. Improved diagnostic transparency

Explainability is critical for medical Al acceptance.

© 2026 The . Published by

ISSN: 3108-1754 (Online) 1 ‘Q
Volume 02 Issue 06 June-2026 | Impact Factor: 3.5 Wy Ay

Multiclass Skin Cancer Classification

Current implementation may focus on binary
classification (benign vs malignant). Future work
can expand to multiclass detection, including:

. Melanoma

. Basal Cell Carcinoma

. Squamous Cell Carcinoma
. Actinic Keratosis

Multiclass  classification enhances diagnostic
granularity.
Cloud-Based Scalable Infrastructure

Deploying the framework on cloud platforms
enables:

. Elastic resource allocation

. High availability

. Distributed data processing

. Integration with hospital databases

Cloud scalability supports nationwide screening
programs

Integration with Electronic Health Records (EHR)

Integration with Electronic Health Record systems
allows:

e Automated report storage

e Patient history tracking

e [ongitudinal lesion monitoring
¢ Clinical workflow automation

This transforms the framework from a standalone
tool into a complete intelligent healthcare
subsystem.
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Figure 4: Workflow of CNN-Based Skin
Disease Detection System
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Figure 5: Deep Learning Framework for Automated
Skin Disease Classification
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XI. CONCLUSION

This research presents a comprehensive Al-based
intelligence framework for automated skin cancer
detection using deep learning and machine learning
techniques. By integrating CNN-based feature
extraction and ANN-based classification within a
Django web platform, the system provides a scalable
and accessible diagnostic support tool. Experimental
evaluation demonstrates strong classification
performance across benchmark datasets. While not a
replacement for clinical diagnosis, the framework
serves as a powerful decision-support system
capable of enhancing early detection, reducing
workload on medical professionals, and improving
healthcare accessibility
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