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consumers shop, making online transactions convenient and
efficient. However, this expansion has also increased the risk of
cyber threats, data breaches, and unauthorized access to sensitive
customer information. Ensuring data security has therefore become
a critical challenge for e-commerce platforms. This study focuses
on enhancing data security in e-commerce by preventing data leaks
and protecting customer information through technological,
regulatory, and behavioral measures.

The research examines the impact of stringent data protection
practices on customer trust, perception of data security, and online
shopping behaviour. Primary data was collected from 60
respondents using a structured questionnaire, and descriptive
analysis was applied to interpret consumer awareness, security
preferences, and trust factors. The findings reveal that data security
is considered extremely important by most users, with features such
as two-factor authentication, clear privacy policies, and secure
payment gateways significantly influencing trust. The study also
highlights issues such as weak password practices, phishing threats,
and limited awareness of data protection laws.

The study concludes that strong cybersecurity measures, customer
education, regulatory compliance, and the adoption of advanced
technologies such as Al-based fraud detection are essential for
building trust and ensuring sustainable growth in e-commerce. The
research provides practical insights and recommendations for
improving data security and strengthening consumer confidence in
digital marketplaces.
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Regulatory Compliance and Legal Awareness, Post-Transaction Security Measures, Demographic Influence

1. INTRODUCTION

In today's digital scenario, e-commerce has become an integral part of everyday life, providing convenience
and efficiency to consumers worldwide. However, this feature is an important challenge to ensure the safety
of sensitive customer data. -When online transactions increase in volume and complexity, it also increases the
risk of cyber-attacks and data violations. To combat this increasing threat, e-commerce companies must
implement strong data security practices that protect customer information, ensure compliance with rules, and
maintain trust and reputation. One of the basic aspects of data security is ensuring that sensitive information is
available. Companies should take strong certification measures such as two-difficult authentication (2FA),
which provides an extra layer of protection to provide two forms of verification to users before accessing data,
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and role-based access control (RBAC), which can prevent access to individual personnel in the organization,
can only see or review that it can be seen as an authoritative person. Is. Encrypting data is another important
step to protect information from unauthorized access. Best practice includes the use of advanced encryption
standards (AES-256) to obtain data at rest, SSL/TLS protocols, and symbols, which replace sensitive data with
unique, non-sensitive symbols to reduce the risk of exposure. In addition, it is necessary to maintain a safe e-
commerce infrastructure to prevent cyber threats. Regular software updates help to reduce weaknesses, defend
against unauthorized access to firewalls and infiltration systems (ID), and continuously identify safety -audit
potential weaknesses. Secure payment processing is also a priority, which ensures compliance with PCI DSS
standards with companies, implementing 3D -secure authentication for online transactions, and uses the scam
detection mechanism to block suspicious activities. In addition, employee training and consciousness programs
play an important role in data security, as human error is one of the main causes of violation. Educating fish
awareness, implementing safe password policies and offering incidents with events can significantly reduce
security risk. In the digital age, it is not just an alternative to protect customer data - this is a requirement. A
single data -breech can harm an organization's reputation and the customer can destroy the confidence. From
implementing strict security measures such as strong certification, encryption, infrastructure protection, secure
payment processing, and employee training, e-commerce activities can protect sensitive customer information
and ensure compliance with data security rules. Investing in strong cybersecurity strategies will not only reduce
the risk but will also build long -term faith with customers and eventually contribute to success in the business.
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RESEARCH GAP:

Literature review on e-commerce highlights many large areas of cybersecurity and requires further research.
Although significant progress has been made in data security, encryption, real -time monitoring, and
compliance, there are significant intervals in new safety technologies, automation, and regulatory structures.
The effect of Al in reduction of reaction time and limits data violation damage.

3. RESEARCH METHADOLOGY

OBJECTIVES:

1. To examine the impact of data security measures on consumer trust in E-commerce platforms.

2. To analyse consumer online shopping behaviour, security awareness, and personal cybersecurity
practices.

3. To assess consumer experiences with cyber threats and their perception of technological and legal
protections, including Al-based fraud detection and Indian data privacy laws.

SAMPLE SIZE

The present study is based on a sample size of 60 respondents, selected using a convenience sampling method,
to examine consumer perceptions and behaviour related to data security in e-commerce.

4. DATA ANALYSIS AND INTERPRETATION

1. Age:
Table showing the age distribution of the respondents
Age group No. of Respondents percentage
18-25 51 85%
26-35 7 12%
36-45 1 3%
Total 60 100%

Age

| I I H _

18-25 26-35 36-45 TOTAL

®m No.of Respondents percentage

Interpretation:

The dominant age group is 18-25, representing 85% of total respondents. This aligns with the demographic
most active in E-commerce, especially for fashion, electronics, and digital services.

The 26-35 age group accounts for 12%, indicating some engagement from young professionals or mid-career
individuals.

Only 1 respondent (3%) belongs to the 3645 age group, reflecting low participation from older adults in the
sample.
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Frequency No. of Respondents Percentage
Rarely 26 43%
Monthly 23 38%
Weekly 9 15%

Daily 1 2%

Not mentioned 1 2%

Interpretation: A significant portion of respondents indicated that they shop online monthly or rarely, while
a smaller subset reported weekly or daily activity. This pattern suggests that although online shopping is
widespread, usage is periodic rather than habitual for most consumers.

3. Importance of data security:

Importance level No. of Respondents Percentage
Extremely Important 41 68%
Neutral 15 25%

Not Important at all 4 7%

Importance of data security

68%

& 7%

w

Y0

EXTREMELY IMPORTANT

«=@==No. of Respondents

Interpretation:

NEUTRAL

==@==Percentage

NOT IMPORTANT AT ALL

An overwhelming majority of respondents rated data security as “Extremely Important” when engaging in
online transactions. Only a small fraction expressed neutral or low concern. This underscores the critical role
of cybersecurity in influencing consumer trust and engagement.

4. Experience of data breach of identity theft:

Response No. of Respondents Percentage
Yes 11 18%
No 40 67%
Not sure 9 15%
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Experience of data breach of
identity theft

100%
80%
60%
40%

20%

0%
No Yes Not sure
Interpretation:

Approximately 20% of participants reported having experienced a data breach or identity theft in connection
with E-commerce platforms. This finding highlights the persistent risks faced by consumers and reinforces the
need for robust preventive measures by service providers.

5. Do security measures influence trust:

Response No. of Respondents Percentage
Yes 52 87%

No 4 7%

Maybe 4 7%

Do security measures
influence trust?

No Maybe

No. of Respondent Percentage

Interpretation:

Nearly all respondents affirmed that strong data protection mechanisms (e.g., two-factor authentication, SSL
certification) positively influence their trust in E-commerce platforms. This demonstrates a clear link between
technical safeguards and consumer confidence. Trust is highly influenced by the presence of strong data
protection measures.
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6. Factors that enhance trust in the E-commerce platform:

Factors No. of selections (Multiple choice)
Two factors authentication 39
Clear privacy policy 36
HTTPS/SSL certification 20
Regular updates about security 17

No. of selections(Multiple
choice)

B Two factors
authentication

m Clear privacy policy

m HTTPS/SSL
certification

Interpretation:

The survey revealed that Two-Factor Authentication and Clear Privacy Policies are the top factors that enhance
user trust in E-commerce platforms. These are followed by HTTPS/SSL Certification and Regular Security
Updates, indicating that users value platforms with strong, transparent, and visible security measures.

7. Preferred Payment Method:

Payment method No. of Respondents
UPI/Net banking 35

Cash on delivery 17

Credit or debit card 4

Others 1

NO. OF RESPONDENTS

4\1

UPI/Net Cash on Credit or debit Others
banking delivery card
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Interpretation:

The survey shows that *UPI and Netbanking* are the most preferred payment methods, indicating trust in
secure digital transactions. *Cash on Delivery* remains popular, reflecting caution among some users, while
*Credit/Debit Cards* are less preferred, suggesting a shift toward mobile-based payments.

8. Use of unique passwords across platforms:

Practice No. of Respondents
All wise 13
Often 10
Sometimes 18
Never 8
Disagree/NA 11

No. of Respondents

All wise Often Sometimes Never Disagree/NA

Interpretation:
Responses revealed varying levels of password hygiene:

. Some users reported always using unique passwords for different platforms.
. Others admitted to reusing passwords occasionally or regularly.

This inconsistency indicates a need for greater awareness regarding password management best practices.

9. Trusting Al-based fraud detection:

Opinion No. of Respondents
Agree 29

Neutral 23

Disagree 8
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Trust in Al-based fraud detection

100%
90%
80%
70%
60%
50%
40%
30%

20%
10%
0%

Agree Neutral Disagree

Interpretation:

While 48% express confidence in Al systems, a significant portion remains neutral, suggesting scope for
building awareness. A majority of respondents expressed agreement or neutrality toward the reliability of Al-
driven fraud detection systems. This suggests a general openness to technology-driven solutions, although
some scepticism or lack of awareness may still exist.

10. Phishing or Fake delivery messages received:

Response No. of respondents
Yes 24
No 30
Not sure 6
No. of respondents
HYes
= No
H Not sure
Interpretation:

40% have encountered phishing attempts, emphasizing the importance of post-transaction security. Many
participants acknowledged receiving phishing emails or fake delivery messages post-purchase. This highlights
the ongoing vulnerability of users to social engineering attacks, reinforcing the importance of consumer

education and email authentication systems.
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11. Are current Indian privacy losses sufficient:

Response No. of Respondents
Yes 20
No 17
Not sure 23

No. of Respondents

25
20
15
10

Yes No Not sure

Interpretation:

Many respondents are either unsure or dissatisfied with existing laws, reflecting low awareness or skepticism
about data protection policies in India. There was a diverse response to the adequacy of current privacy laws
in India:

. Some respondents felt they were sufficient.

. Others were either unsure or disagreed.

This reflects a limited awareness or uncertainty about existing legal frameworks and suggests the need for
greater transparency and public communication on data protection policies.

FINDINGS:

The study reveals that the majority of respondents belong to the 18-25 age group, indicating that young
consumers are the most active users of e-commerce platforms. Data security is considered extremely important
by most respondents, and strong security measures significantly influence customer trust. Two-factor
authentication, clear privacy policies, and HTTPS/SSL certification emerged as the most trusted security
features. Although a majority of respondents have not personally experienced data breaches, a considerable
proportion reported exposure to phishing attempts and identity theft risks, highlighting ongoing cybersecurity
threats. The preference for UPI and net banking over credit or debit cards indicates growing trust in digital
payment systems. However, inconsistent password practices and limited awareness of Indian data privacy laws
suggest gaps in cybersecurity knowledge and legal awareness among users. Overall, the findings confirm that
data security practices play a critical role in shaping consumer trust and online shopping behaviour.

SUGGESTIONS:

The study reveals that the majority of respondents belong to the 18-25 age group, indicating that young
consumers are the most active users of e-commerce platforms. Data security is considered extremely important
by most respondents, and strong security measures significantly influence customer trust. Two-factor
authentication, clear privacy policies, and HTTPS/SSL certification emerged as the most trusted security
features. Although a majority of respondents have not personally experienced data breaches, a considerable
proportion reported exposure to phishing attempts and identity theft risks, highlighting ongoing cybersecurity
threats. The preference for UPI and net banking over credit or debit cards indicates growing trust in digital
payment systems. However, inconsistent password practices and limited awareness of Indian data privacy laws
suggest gaps in cybersecurity knowledge and legal awareness among users. Overall, the findings confirm that
data security practices play a critical role in shaping consumer trust and online shopping behaviour.
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CONCLUSION:

The survey provides valuable insights into consumer perceptions, behaviors, and expectations regarding data
security in the E-commerce landscape. The findings clearly indicate that data protection is not only a technical
requirement but a decisive factor in building user trust and driving engagement.

The majority of respondents, particularly from the 18-25 age group, demonstrate a strong awareness of
cybersecurity risks and express a clear preference for platforms that implement robust and transparent security
measures, such as two-factor authentication, clear privacy policies, and secure payment gateways like UPI and
Net banking.

Despite advancements in digital infrastructure, the data reveals several areas of concern: a significant number
of users have experienced cyber threats, inconsistently follow password safety practices, and lack awareness
of their legal rights under existing privacy regulations in India. Additionally, the growing exposure to phishing
attacks post-purchase underlines the need for continuous platform monitoring and user education.

In conclusion, the success of E-commerce platforms in the current digital era depends heavily on their ability
to safeguard consumer data, proactively communicate security measures, and build confidence through
transparency and technology. Addressing these expectations will not only reduce risks but also enhance
customer satisfaction, loyalty, and long-term sustainability.
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