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Abstract—

The fast development of cyber communications, multimedia
distribution, remote working have promoted the demand to transmit
sensitive information through secure means in both the public and the
private networks. The advent of massive quantum computers is
rendering traditional cryptographic algorithms like RSA and Elliptic
Curve Cryptography (ECC) insecure because they can crack the
classical public-key algorithms like the Shor and Grover algorithms.
This brings an immediate need of hybrid cryptographic systems,
which integrate classical, quantum, and post-quantum algorithms to
provide confidentiality, integrity, authentication, and future security
beyond the quantum threat horizon.The paper is a proposal of a
Hybrid Quantum-Post-Quantum Cryptographic Framework of
transmitting files safely. It starts by aggregating files, which is a
process to compress several files, images, videos, and multimedia
files that users have chosen into one file to minimize redundancy and
ease encryption. The AES-256 encrypted file is in GCM mode and
provides confidentiality and integrity of the compressed file.The
dual-layer mechanism ensures key establishment security. To begin
with, Quantum Key Distribution (QKD) based on the protocols of
BB84/E91 allows the Sender and the Receiver to generate a Quantum
Secret Key (QSK) by exchanging quantum bits in quantum channel.
Constant monitoring of the error rate facilitates automatic
eavesdropping detection, and guarantees the keys generation is made
when the conditions are secure, as well as the safeguarding of

interception and man-in-the-middle attacks.A post-quantum layer is provided to ensure long-term security
against quantum cryptanalysis, which uses Kyber, a NIST-approved lattice-based Key Encapsulation
Mechanism (KEM). The Receiver creates a key pair of Kyber and disseminates the public key to the Sender. By
using encapsulation, the Sender gets a PQC ciphertext and a Shared Secret (SS), with decapsulation on the
Receiver side giving ensure that only participants of good faith get the same secret value.The hybridization
phase consists of combining the QSK of QKD and SS of Kyber with the help of HKDF-SHA256 to obtain a
Final Wrap Key (FWK). AES-GCM encrypts the key of file encryption by wrapping it with FWK which allows
a secure and authenticated transfer of the key. The Sender sends four messages: encrypted file, Kyber ciphertext,
wrapped AES key and the initialisation vector. At Receiver end, FWK is calculated once again with the help of
QSK and SS so that the original data can be decrypted with the help of AES key.The suggested framework
provides a defense-in-depth solution based on the combination of quantum security, post-quantum resilience
and authenticated symmetric encryption. It can be analyzed that there is a strong resistance to classical and
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quantum adversaries, scalability, and compatibility with the existing communication networks. This renders the

model to be appropriate to secure government communication, military systems, data exchange in healthcare

environments, cloud storage and financial infrastructures.

Keywords— Quantum Key Distribution (QKD), Post-Quantum Cryptography (PQC), Kyber,Key
Encapsulation Mechanism (KEM), HKDF-SHA256, Quantum Secret Key (QSK), GCM Mode.

I. INTRODUCTION

The issue of data security also plays a vital role in
the contemporary computer-related activities and
the emergence of quantum computing, which could
endanger the current encryption techniques. The
classical encryption algorithms such as AES and
RSA can be susceptible to quantum attacks. Having
that said, the combination of Quantum
Cryptography, namely, Quantum Key Distribution
(QKD) is a groundbreaking solution as it guarantees
theoretically unbreakable encryption keys. The
proposed system incorporates file compression,
multi-layers encryption and multi-method key
distribution. To begin with, the system can accept
any file type, such as documents, pictures, videos,
executables, and compress them into one ZIP file to
save or send them in the most effective way
possible. This is followed by classical encryption
(AES/RSA) of the ZIP file that encrypts the data.
The encryption keys are then encrypted using
another layer of encryption with the principles of
Quantum Cryptography to protect the keys in case
of being intercepted. The reverse decryption is
carried out based on the asymmetric cryptography
principles, and only the recipients that are
authorized can decrypt the files. Its high-tech multi-
method key distribution is another added advantage
that introduces redundancy and security through the
distribution of keys in various secure channels and
interception is virtually impossible. The project
forks traditional encryption and prepares the data
protection against the threat posed by quantum
threats.

II. LITERATURE REVIEW

This focus on post-quantum cryptography (PQC)
has been emphasized in recent years, as a means to
protect future communication systems. Lohmiller et
al. (2025) talked about the transition of vehicular
networks to PQC and showed how hybrid
certificates can be used to establish secure and
efficient communications. The authors, however,
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noted that there are no practical implementations in
real vehicular environments and migration
strategies yet.

Study on Quantum era network security shows that
combining Quantum Key Distribution (QKD) and
PQC can enhance the security. Secure quantum
communication was shown to be feasible in studies
on Enhanced Network Security Protocols for the
Quantum FEra and Experimental Composable DM-
CVQKD. However, such methods are costly to
implement, have a short communication range and
require further empirical testing.

In an extensive comparison of classical, quantum,
and post-quantum cryptographic techniques,
Sharath et al. (2025) reviewed the strengths and
weaknesses of the methods.Sharath et al. (2025)
compared classical, quantum, and post-quantum
cryptographic techniques in great detail, explaining
the advantages and disadvantages of the methods.
Their contributions pointed out the weaknesses of
traditional algorithms in the face of quantum attacks
and the benefits of lattice-based PQC. But some
practical deployment issues, hardware constraints,
and the lack of global standards are important
problems to address.

There are several researches on hybrid
cryptographic  systems based on classical
cryptography, PQC and QKD. S. Ricci et al. (2024)
presented a hybrid key management framework that
showed better security and migration. Hybrid
systems provide more resilience, but are also more
complex and generally not standardized, restricting
their use.

Studies related to critical infrastructures and privacy
protection have also stressed the necessity of
quantum-resistant security mechanisms. Current
surveys show that PQC is a promising option for the
security of intelligent and industrial infrastructures,
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but most solutions are still in experimental stages
and require comprehensive field tests. These
constraints inspire the creation of a viable hybrid
model that can offer both existing and emerging
security solutions.

From the literature reviewed, it can be concluded
that the current methods are either only PQC or
QKD. There are few studies that combine both of
the technologies into a common framework for
secure multimedia file transmission. Hence, in this
work, a  Hybrid Quantum—Post-Quantum
Cryptographic Framework is proposed, which
incorporates AES-256, BB84 based QKD and
CRYSTALS-Kyber to ensure improved security
against classical and quantum adversaries. broader
research context.

III. METHODOLOGY

The proposed Hybrid Quantum—Post-Quantum
Cryptographic Framework aims to ensure the secure
and future-proof transmission of multimedia and
confidential files. The framework combines
techniques such as file compression, symmetric
encryption, Quantum Key Distribution (QKD), and
Post-Quantum Cryptography (PQC) to create a
multi-layer security structure.

Several files (such as documents, images, video,
and other multimedia files) are first compressed into
a single ZIP file, based on user selection. The
compression removes redundancy, decreases
storage space and makes data encryption easier
because it is treated as a whole. In this way, the
efficiency of transmission is increased and at the
same time it provides compatibility with various file
formats.

The compressed ZIP archive is then symmetrically
encrypted with Advanced Encryption Standard
(AES-256). For each session of transmission a
random AES key and AES Initialization Vector (IV)
are generated. The data in the ZIP file is encrypted
with AES-256 in GCM mode, ensuring its integrity
and confidentiality. The result of this stage will be a
file that is encrypted and is called data.zip.enc.

The framework uses Quantum Key Distribution
(QKD) on top of the BB84 protocol to provide
secure key exchange. Quantum communication
channel is set up between the sender and the
receiver, by which the exchange of quantum bits
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takes place. A Quantum Secret Key (QSK) is
generated after performing key sifting and error-rate
analysis. The system is constantly checking the
Quantum Bit Error Rate (QBER) to decide whether
any eavesdropping has happened. The QSK is only
accepted if the communication channel has been
determined to be secure.

A post-quantum security layer is also put in place
using the CRYSTALS-Kyber Key Encapsulation
Mechanism (KEM). The receiver creates a Kyber
public-private key pair and then sends the public
key to the sender. The sender uses the public key of
the receiver in order to find a shared secret (SS) and
a resulting ciphertext.Based on the receiver's public
key, the sender encapsulates to create the ciphertext
and a shared secret (SS). Ciphertext is sent to the
recipient and the shared secret is known only by the
legitimate communicating parties.

The proposed framework also enhances security by
using the Quantum Secret Key provided by QKD in
addition to the shared secret provided by Kyber. The
two secrets are used with the HKDF-SHA256 key
derivation function to generate a Final Wrap Key
(FWK). The FWK is then used to securely wrap the
AES session key with AES-GCM, further
enhancing the protection of the encryption key.

In secure transmission, the sender sends the
encrypted ZIP archive, Kyber ciphertext, wrapped
AES session key and Initialization Vector to the
receiver. On the receiver side, the received QSK is
obtained via the QKD process, and the Kyber
private key decrypts the ciphertext and re-generates
the shared secret. Subsequently, the receiver
combines the QSK and shared secret to reproduce
the Final Wrap Key. This key is used to decrypt the
AES session key, which in turn, decrypts the
encrypted archive and recovers the original
multimedia files without any loss of information.

process involved a mixed-methods approach,
combining quantitative surveys with qualitative
interviews. A sample of 500 participants was
recruited using stratified random sampling to ensure
representation  across  demographic  groups.
Statistical analysis was conducted using SPSS
software, while qualitative data was coded and
analyzed thematically using NVivo.
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IV. RESULTS AND DISCUSSION
Present your research findings clearly using tables,
figures, and charts. Provide adequate

1.Sensitive Data Compression and Encryption\

Feature:AES-256 Encryption Module and Secure
File Compression.

A powerful algorithm that would be able to
compress multiple file types in a single ZIP file and
encrypt it using AES-256 to guarantee superb
confidentiality.

2.Generation of Quantum-Secure Keys

Feature: Quantum Key Distribution (QKD)-Key
Generation.

Implantation of Quantum Key Distribution (QKD)
of generating the secret key that can never be
intercepted or eavesdropped.

3.Post-Quantum Resilience

Feature: Lattice-Based
Cryptography with Kyber.

Post-Quantum

The use of lattice based cryptography (Kyber) to
secure data against attacks in the future by the
power of quantum computing which provides long
encryption capacity.

4.Combination of Encryption Structure

Feature:  Dual-layer = Hybrid  Encryption

Architecture.

An encryption based on a dual-layered encryption
with post quantum security and classical encryption
of AES to implement multi-level encryption.

5.End-to-End Secure File Transfer

Feature: End-to-End  Encryption of the
Communication Pipeline.

A comprehensive transmission mechanism where
encrypted data, keys and metadata can be
transmitted safely and then correctly decrypted by
the receiver with no data loss.

6.Detection of Errors and Data integrity

Feature: Mechanism of Checking Integrity and
Eavesdropping.
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53 Checking data integrity during encryption and
decryption process and key generation and
verification Eavesdropping attacks.

7.Scalability and Real-World Usability

Feature: Scalable and Multimedia-Compatible
Architecture.

The architecture that has evolved to support a
number of multimedia files and has the ability to
handle bigger files without any hitch so as to be
applicable to the actual secure communication
needs. 7.8 Future-Proof Security Model Feature:
Forward-Compatible Framework of Security
Resistant to quantum attacks. A demonstration of a
progressive compatible cybersecurity product that
would not be broken in the classical and quantum
computing periods.

Table I:Proposed System Results

Parameters Data A Data B
QBER 0% 0.001%
Encryption 10.013 sec 9.876 sec
Time

Decryption 15.581 sec 15.826 sec
Time

Key length 534 Bytes 498 Bytes
Hash 0% 0%
difference

V. CONCLUSION

A project report on the creation of a combined
cryptographic system called a hybrid cryptographic
system was created to design and build a new hybrid
cryptographic framework. The new system will
utilize both classical (traditional) as well as post-
quantum  (21st-century) and quantum key
distribution (QKD) to create a means for secure
transmission of data for future quantum computing.
The system uses a combination of many separate
systems and methods of securing data (classical and
post-quantum), making it the best available method
to implement all possible available methods of
securing data. The implementation of the new
system begins with compressing the files, allowing
the greatest level of possible efficiency in both
storage and transmission. The next layer
implements AES-256 encryption for data to create
a secure and efficiently transmit. The third layer
adds CRYSTALS-Kyber, a lattice-based post-
quantum (lattice-based) algorithm, to protect
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encrypted keys. Lastly, the final layer utilizes QKD
(Quantum Key Distribution) as is based on the
BB84 protocol, creating an arguably secure method
of key generation; any attempt to eavesdrop on the
key(s) will be detectable due to the laws of quantum
mechanics(Fathalla & Azab, 2024). The project has
integrated two different key derivation methods to
provide an ultra-secure means of generating
encryption keys, which are used to protect data as it
is transmitted over an untrusted network. In this
way, it also provides a better solution to the key
interception  problem than traditional key
distribution methods. In addition, the Incremental
System Development Life Cycle (SDLC) model
used in the development and implementation of the
project allows for a systematic and rigorous
approach to developing, testing, and integrating all
components of the system to reduce errors and
ensure that the system functions as intended. As a
result of this project, all file types can be managed
securely 60 while maintaining data integrity, and
the system provides complete end-to-end secure
communication(Irshad et al., 2023). In summary,
the system provides a secure and scalable solution
for transmitting data with confidence in the future.
The system is well positioned to handle current
cyber threats and will be positioned to address
potential quantum computing-related threats when
they become foreseen, making this project an
candidate for

excellent next-generation

cybersecurity solutions.
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