
International Journal of Creative and Open Research in Engineering and Management    

ISSN: 3108-1754 (Online) 

Volume 02 Issue 07 July-2026 | Impact Factor: 3.5 

© 2026 The Author(s). Published by IJCOPE Journal. Website: https://ijcope.org/                                                                                                          1 

Adaptive Load Balancing in Computer Networks Using AI 
 

 

Mr. Mohit Kumar Saini1 

Lecturer, Department of Computer Science and Engineering 

Government Polytechnic College, 

Churu, Rajasthan, India 

1saini1mohit1@gmail.com  

 

Mr. Dhanna Ram2 

Lecturer, Department of Computer Science and Engineering 

Government Polytechnic College, 

Churu, Rajasthan, India 

dr.mecs2009@gmail.com 

 

Pooja Verma3 

Lecturer, Department of Computer Science and Engineering 

Government Polytechnic College, 

Churu, Rajasthan, India 

poojav074@gmail.com 

 

 

Abstract- 

 

With the rapid growth of cloud computing, data centers, and high-speed 

networks, efficient load balancing has become a critical requirement for 

ensuring optimal network performance and quality of service. 

Traditional load balancing techniques such as round-robin and least-

connection methods rely on static rules and fail to adapt to dynamic 

network conditions like fluctuating traffic, node failures, and varying 

resource availability. This often leads to congestion, increased latency, 

and underutilization of network resources. 

This work proposes an Adaptive Load Balancing approach using 

Artificial Intelligence (AI) to dynamically distribute network traffic 

across multiple servers or network nodes. By continuously learning 

from network conditions such as traffic load, response time, and 

bandwidth usage, the AI-based system makes intelligent routing 

decisions in real time. The proposed system is implemented using 

Python, simulating network environments and applying machine 

learning algorithms to achieve efficient, scalable, and self-adaptive load 

balancing in computer networks. 
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1. Introduction 

The volume and complexity of network traffic has 

greatly increased as a result of the rapid growth of 

cloud-computing, data centers, Internet services, and 

distributed applications. With the presence of millions 

of user-generated requests to process and the necessity 

of maintaining high performance, reliability and 

Quality of Service (QoS) in modern computer 

networks, the following requirements must be met: 

Load balancing is an essential tool for spreading 

network traffic over a number of different network 

resources and servers to avoid congestion, minimize 

response time and make efficient use of the resources. 

Round Robin, Random Selection, and Least 

Connection are traditional load balancing methods that 

are based on static decision-making and rules. While 

these approaches are straightforward, they typically 

are not flexible enough to accommodate changes in 

network traffic, which can result in poor resource 

utilization, overloaded servers, higher latency, and 

lower network performance. 

Artificial Intelligence (AI) and Machine Learning 

(ML) technologies present novel ways of solving the 

problems of traditional load balancing methods. AI-

driven adaptive load balancers can continuously 

monitor and analyze various network metrics like CPU 

usage, memory usage, bandwidth consumption, 

latency, and traffic patterns to make intelligent routing 

decisions. These systems can adapt to the changing 

conditions of the network by learning from past and 

present performance, which helps to distribute 

workloads, optimise resources and improve overall 

network efficiency. This study presents an adaptive 

load balancing framework based on AI with machine 

learning algorithms for the objective of optimizing 

traffic distribution in computer networks. The 

objective of the proposed approach is to reduce 

congestion, latency, throughput and to be a scalable 

and self-adaptive solution for modern network 

environment. 

1.1 Problem Statement 

Contemporary computer networks, encompassing 

cloud computing systems and extensive data centres, 

encounter highly dynamic and unexpected traffic 

patterns resulting from the swift expansion of internet 

users and services. Effective load balancing is crucial 

for effective resource utilisation and the maintenance 

of high-quality service. Nonetheless, conventional load 

balancing methodologies, such Round Robin, Least 

Connection, and static rule-based approaches, lack the 

ability to adjust to real-time network situations. These 

approaches allocate traffic without accounting for 

dynamic variables like as server load, latency, 

bandwidth availability, or abrupt traffic surges. 

Consequently, conventional methods frequently result 

in many performance challenges, such as server 

overload, network congestion, prolonged response 

times, and suboptimal resource utilisation. 

Furthermore, they are incapable of learning from prior 

data or forecasting future traffic patterns, rendering 

them inappropriate for contemporary intelligent 

networks. In dynamic traffic scenarios, these static 

approaches do not deliver ideal performance and 

scalability. 

A significant constraint is the lack of automation and 

intelligence in decision-making processes. Load 

balancing decisions are predetermined and do not 

adjust to changing network conditions. This results in 

inefficient routeing choices and diminished system 

performance during high or irregular traffic situations. 

Consequently, there is a significant necessity for an 

intelligent, adaptable, and real-time load balancing 

system capable of dynamically distributing network 

traffic according to prevailing network conditions. 

This study tackles these issues by providing an AI-

driven adaptive load balancing system that employs 

machine learning methods to assess network 

conditions and execute intelligent traffic distribution 

decisions in real time. 

1.2 Significance of the Study 

This study's importance is in enhancing the efficiency, 

scalability, and reliability of contemporary computer 

networks by the implementation of Artificial 

Intelligence (AI). The rising demand for cloud 

services, streaming platforms, and distributed 

applications has rendered good load balancing 

essential for sustaining system performance and 

customer happiness. Inadequate load distribution may 

lead to system delays, service deterioration, and, in 

severe instances, total server failures. 

This paper is important since it presents an AI-driven 

adaptive method that addresses the shortcomings of 

conventional static load balancing strategies. The 

proposed system employs machine learning to 

continuously analyse real-time network characteristics, 

including traffic load, response time, and bandwidth 

utilisation. This allows the system to make astute and 

adaptive selections for efficiently distributing network 

traffic across many servers or nodes. 

This study significantly enhances critical performance 

parameters, including throughput, latency, and 

response time. The AI-driven algorithm optimises 

resource utilisation by averting server overload and 

distributing traffic in accordance with prevailing 

network circumstances. This results in increased 

system stability and an enhanced user experience in 

high-traffic settings. This research advances the 

subject of intelligent networking by illustrating the 

effective integration of AI into network management 

systems. It establishes a basis for subsequent progress 
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in autonomous network optimisation and intelligent 

data centre management. The research is also 

beneficial for scholars and industry experts focused on 

scalable and efficient network infrastructure solutions. 

1.3 Motivation 

This research is motivated by the growing complexity 

and scope of contemporary computer networks. The 

swift proliferation of cloud computing, internet 

services, and distributed applications has rendered 

network traffic exceedingly dynamic and 

unpredictable. Conventional load balancing methods 

are inadequate for addressing these difficulties, as they 

depend on static regulations and do not adjust to real-

time network realities. 

Inefficient load balancing in numerous real-world 

situations results in significant performance problems, 

including server congestion, heightened latency, and 

diminished service quality. These issues immediately 

impact user experience and may lead to considerable 

operational losses for organisations. This underscores 

the pressing necessity for a more sophisticated and 

flexible system that can adjust to evolving network 

conditions. 

The progress of Artificial Intelligence and Machine 

Learning offers a compelling impetus for overcoming 

these restrictions. AI systems can learn from historical 

data, recognise trends, and make forecast predictions. 

This functionality can be employed to create an 

adaptive load balancing system that optimises traffic 

distribution in real-time according to network 

conditions. 

This research is driven by the potential of AI to 

revolutionise conventional network management into 

an automated and intelligent procedure. Integrating 

machine learning into load balancing enables self-

adaptive behaviour, enhanced performance, and less 

manual intervention. Utilising Python-based 

simulation facilitates practical experimentation and 

assessment of the proposed system within a controlled 

environment. 

The primary objective of this project is to advance the 

creation of intelligent and efficient networking systems 

that can adapt to fluctuating workloads, enhance 

resource utilisation, and guarantee high-quality service 

delivery in contemporary computing settings. 

1.4 Objectives 

The key objectives of this project are: 

1.  Design an AI-based adaptive load balancing 

framework for computer networks. 

2. Analyze real-time network traffic and resource 

utilization. 

3. Implement machine learning models for 

intelligent traffic distribution. 

4. Minimize network congestion and server 

overload. 

5. Improve performance metrics such as 

throughput, latency, and response time. 

6. Evaluate and compare AI-based load 

balancing with traditional methods. 

 

2. Literature Review 

Cristina L. Abad (2007) By automatically replicating 

data between "good" peers, this study improves 

download speeds, increases file availability, and 

distributes the workload among uploading peers, so 

addressing the load balancing difficulty in P2P file 

sharing systems. When the system is overwhelmed 

with file request simulations, upload volume increases 

(load balancing) and average download times 

decrease. When requests are less in number, the 

disparity narrows. One potential drawback of the idea 

is the need for additional storage space, which could 

be expensive and scarce. On the other hand, newer 

copies could replace older ones that aren't used as 

much. There is no guarantee that the suggested system 

will make less popular files more accessible. But this 

could happen if peers who host only unpopular files 

get overwhelmed with requests and start copying the 

popular ones. The suggested automatic load balancing 

approach for unstructured P2P file sharing networks 

eventually reduces average download time by 

facilitating the equal allocation of burden among peers 

uploading files, which is particularly useful when the 

system confronts high file requests. Both the proposed 

solution and the compromise are feasible, and they 

would improve upon existing P2P file-sharing 

systems. [1] 

Aashish kumara et. All (2021) One of the most 

cutting-edge and well-known technologies is software 

networking, according to specifications. To solve that 

issue, our traditional network is unnecessary. 

Regardless, it could get swamped or clogged. Many 

researchers have offered many approaches to this 

problem, but most of them rely on two-or three-

parameter static or dynamic load balancing methods. 

Authors suggested method for intelligently forwarding 

packet traffic, in particular TCP/UDP packets, is based 

on twelve criteria that are explained below. The 

KMeans and DBSCAN clustering algorithms have 

been used to implement the trained machine, with the 

parameters determining the optimal number of 

clusters. To conduct our tests, Authors used packet 

counts of5,000,10,000,20,000,50,000,100,000, and 

1,000,000,000.We have also compared the outcomes 

of the KMeans and DBSCAN algorithms and looked at 

the academics' perspectives. [2] 

Zhihong Qian et. All (2021) Many different industries 

make use of machine learning (ML) techniques. 

Healthcare, agriculture, banking, and security are just a 

few of the many industries that are making use of 

machine learning. Intrusion detection systems (IDS) 
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are foundational to the security architectures of many 

organisations. An intrusion detection system's (IDS) 

primary function is to safeguard data and computer 

networks. A host or network's performance can be 

tracked by intrusion detection systems. The intrusion 

detection system (IDS) detection rate has been 

improved through the use of machine learning 

methods. A low false alarm rate and a high detection 

rate are both possible with machine learning. The use 

of machine learning techniques in detecting intrusions 

on hosts and networks is the topic of this talk. [3] 

Omid Homaee et. All (2019) Increased power loss, 

communication disruption, and lower component 

longevity can result from damage to power systems 

caused by voltage and current imbalances. In order to 

comprehend and lessen the effects of imbalances, this 

study takes a look at them from the perspective of the 

DSO. Since the description of imbalance affects 

solution stability, this study looks at traditional 

imbalance indices and proposes new ones. 

Implementing consumer re-phasing helps to alleviate 

the imbalance in distribution feeders. Because there 

are so many options for re-phasing clients, taking into 

account the large user base, the answer is unclear. As a 

result, a discrete genetic algorithm (DGA) has been 

employed as a metaheuristic to efficiently distribute 

clients across the network phases, due to DSO's 

limitations in re-phasing techniques. Minimising 

power losses and imbalance indices across the network 

is the primary objective. By simulating a real-world 

test case network, Authors were able to demonstrate 

how load balancing impacts power losses, voltage 

profiles, and current flows. The four-wire 

multigrounded distribution system has shown that the 

suggested indices are useful. This study takes a look at 

the problems with re-phasing for the majority of 

distribution network users and offers solutions to the 

problem of load balancing in low-voltage systems that 

are used in the real world. Findings highlight load 

balancing's value in reducing power loss and 

improving voltage stability. [4] 

Zhiyuan Yao et. All (2022) Data centres (DCs) that 

use the MAL architecture to distribute network loads 

among numerous load balancers (LBs) are the focus of 

this research. Problems including changing settings, 

limited and partial observability of each load balancing 

agent in distributed networking systems, and 

heterogeneous processing architectures can 

significantly reduce the effectiveness of in-production 

load balancing algorithms in real-world applications. 

Despite its ability to improve MAL performance, the 

centralized-training-decentralized-execution (CTDE) 

reinforcement learning framework places extra 

communication and management demands on agents, 

which can be problematic in distributed networking 

systems that value a plug-and-play design. The 

problem of multi-agent load balancing is recast as a 

Markov potential game, where the potential function 

provides a well constructed fairness measure for job 

distribution. For this game, we suggest a completely 

decentralised MARL method that can get close to the 

Nash equilibrium. Experiments in both the real world 

and a simulated environment show that the suggested 

MARL load balancing algorithm outperforms state-of-

the-art load balancers in the actual world and achieves 

near-optimal results in the simulated environment. [5] 

Lingfang Huang et. All (2021) To address issues with 

current network load balancing methods, such as high 

packet loss rates, limited data speed, and overly 

extended uptime, it is crucial to improve load 

balancing algorithms. Hence, we suggest a Big Data-

based load balancing approach. With the help of 

improved data processing techniques, optimised job 

despatch channels, regulated network nodes, and 

optimised network structure density, data despatch 

balancing and load balancing were achieved. Authors 

eliminate latency difficulties by allocating our jobs to 

the ideal time for completion through model-based 

simplicity of network data task dispatching. 

Optimising our load balancing algorithm also allows 

us to increase data velocity, decrease packet loss, find 

and grow the optimal solution space, and improve dual 

flexibility in load balancing. By taking this route, 

Authors can keep the network's load well distributed 

and improve the efficacy of our load balancing 

algorithm. Results show that load balancing algorithms 

based on Big Data can improve network throughput in 

real-world scenarios while decreasing latency and data 

loss. In addition, it shows a lot of flexibility. In this 

paper, Authors take a look at the conventional wisdom 

about load balancing dispatching and how it may be 

improved for use in cloud computing networks. 

Specifically, Authors suggest a tweak to the Big Data 

balance dispatching algorithm that would alleviate 

congestion in cloud network paths while 

simultaneously improving data balancing despatch. [6] 

Zhi-hong Wang et. All (2022) To better meet the 

needs of users for access, the information itself serves 

as the processing entity inside the central network 

design. Traditional approaches to load balancing and 

caching at the node level have become more difficult 

to adapt due to advancements in core network 

architecture.  For the purpose of designing and 

implementing the central network, this research laid 

out a basic approach for load balancing and cache 

management that is network-centric. In this piece, 

Authors looked at the present network architecture and 

how it reveals the characteristics and networking 

structure of the core network system. After looking at 

the transmission properties of resource requests and 

the load scheduling needs of the network nodes, 

Authors came up with a cache node load balancing 
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method that works for the main network. This method 

is based on tried and true load balancing procedures. In 

the core network environment, a model for forwarding 

information from cache nodes was implemented with a 

focus on resource requests. This change was made 

after analysing the cache management method and 

how it affected the performance of the network 

system. This study concludes with the results of the 

experimental testing and comparative evaluations that 

validated the method's practicality and effectiveness. 

This article introduces a new approach to load-

balancing and caching that outperforms the status quo 

in meeting the needs of users on the core network. [7] 

Cristina L. Abad (2007) To improve download 

speeds, content availability, and workload distribution 

across uploading peers, this study presented a new way 

to solve the load balancing problem in P2P file sharing 

systems by automatically replicating data into "good" 

peers. In situations where the system is inundated with 

file request simulations, load balancing causes an 

increase in the volume of uploads and a drop in 

average download times. The discrepancy goes away 

as the requests happen less often. A potential downside 

of the idea is the potential need for more storage space; 

on the plus side, this space might be limited, and 

newer, less used copies could be replaced by newer, 

more utilised ones. One caveat to the proposed system 

is that it may not automatically increase the 

availability of unpopular content. But it's possible that 

this will occur if peers who host primarily unpopular 

files start copying popular ones because they're so 

inundated with requests for them. Last but not least, 

the proposed automated load balancing approach for 

unstructured P2P file sharing networks helps to 

minimise the average download time by distributing 

the workload among the peers uploading the files 

whenever the system encounters large file demands. 

There appears to be a reasonable trade-off for the 

proposed method, which would be an enhancement 

over current P2P file sharing methods. [8] 

Aashish kumara et. All (2021) Set by the programme 

In the realm of networking, networking is one of the 

most innovative and famous technologies. Because of 

this, Authors older network is free of that problem. 

Even so, it is not immune to being overloaded or 

experiencing congestion. Although many approaches 

have been proposed by researchers, the majority of 

them depend on two- or three-parameter static or 

dynamic load balancing algorithms. Authors have 

proposed a smart approach to packet forwarding, 

focusing on TCP/UDP traffic, based on a number of 

parameters (12 parameters in particular, discussed in 

greater depth below). By deploying Authors trained 

machine with the help of the KMeans and DBSCAN 

clustering algorithms, we were able to find the optimal 

number of clusters. The following packet counts were 

used for testing:5,000,10,000,20,000,50,000,100,000, 

and 1,000,000,000.We have also detailed the 

viewpoints of the researchers and contrasted the results 

of the KMeans and DBSCAN algorithms. [9] 

Zhihong Qian et. All (2021) Machine learning (ML) 

techniques are widely applicable and utilised in a wide 

variety of fields. Numerous sectors are dependent on 

ML, like as healthcare, finance, agriculture, and 

security. Intrusion detection systems (IDS) are vital to 

the security architectures of many organisations. An 

intrusion detection system's (IDS) principal role is to 

keep data and computer networks secure. Intrusion 

detection systems monitor the stability of a network or 

host. The detection rate of intrusion detection systems 

(IDS) has been enhanced through the utilisation of 

machine learning techniques. One potential result of 

ML implementation is a low false alarm rate and 

another is a high detection rate. This presentation will 

go over the ways in which host and network intrusion 

detection systems utilise machine learning techniques. 

[10] 

Omid Homaee et. All (2019) Uneven voltage and 

current can shorten the lifespan of components, cause 

communication interference, and increase power loss 

in power systems. This study examines imbalances 

from the viewpoint of the distribution system operator 

(DSO) in an attempt to better understand them and 

mitigate their impacts. Given that the stability of the 

solutions is affected by the description of the 

imbalance, Authors investigate existing unbalance 

indexes and suggest new ones in this research. 

Consumer re-phasing is selected to lessen the degree 

of distribution feeder imbalance. Given the sheer 

volume of users, the answer is highly questionable due 

to the abundance of alternatives for re-phasing clients. 

Therefore, a discrete genetic algorithm (DGA) has 

been used as a metaheuristic to distribute clients 

throughout the network phases, since DSO is limited 

in its ability to handle re-phasing. The goal is to reduce 

imbalance indices and power losses throughout the 

entire network. In light of the fact that re-phasing the 

majority of distribution network customers is 

obviously not going to work, this research delves into 

a re-phasing limitation and provides realistic 

suggestions for effective load balancing in low-voltage 

systems. The results show that load balancing is 

important for lowering power loss and improving 

voltage imbalance. [11] 

Zhiyuan Yao et. All (2022) This research uses the 

MAL framework to examine the problem of network 

load balancing in data centres (DCs) that have 

numerous LBs installed. Challenges posed by this 

problem include limited and partial observability of 

each LB agent in distributed networking systems, 

dynamic environments, and heterogeneous processing 

architecture, all of which can substantially reduce the 
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performance of in-production load balancing 

algorithms in real-world setups. Although the CTDE 

RL method could improve MARL performance, it 

adds more administrative and communication tasks for 

agents, which is especially an issue in distributed 

networking systems that prefer a plug-and-play design. 

Here, the potential function gives a well-designed 

fairness metric for workload allocation, and the multi-

agent load balancing problem is reformulated as a 

Markov potential game. Authors provide a fully 

distributed MARL method that approaches the Nash 

equilibrium of the game. The proposed MARL load 

balancing algorithm is shown to attain near-optimal 

performance in the simulator and outperforms in-

production LBs in the real-world system, according to 

experimental evaluations conducted in both the former 

and the latter. [12] 

 

3. Methodology 

3.1 Introduction 

This chapter delineates the comprehensive 

methodology employed for the creation and execution 

of the proposed Real-Time AI Adaptive Load 

Balancing System. The proposed system amalgamates 

Artificial Intelligence (AI), Deep Learning, 

Reinforcement Learning, and conventional load 

balancing algorithms to judiciously allocate network 

traffic and enhance server performance in real time. 

The system always observes network parameters like 

CPU utilisation, memory usage, bandwidth 

consumption, latency, packet loss, queue size, and 

active connections. According to these criteria, the AI 

model dynamically identifies the best appropriate 

server for managing incoming traffic. The framework 

includes congestion detection, DDoS attack 

surveillance, packet analysis, and performance 

visualisation using real-time graphical dashboards. 

The methodology includes: 

• System architecture design  

• Real-time network monitoring  

• Data collection and preprocessing  

• AI-based intelligent traffic distribution  

• Traditional load balancing implementation  

• Reinforcement learning optimization  

• Congestion management  

• Graphical visualization  

• Performance evaluation and comparison  

The complete system was implemented using Python 

programming language with machine learning and 

networking libraries. 

3.2 Proposed System Architecture 

The proposed architecture consists of several 

interconnected modules that work together to achieve 

intelligent adaptive load balancing. 

The major modules are: 

1. Real-Time Server Monitoring Module  

2. Packet Sniffing and Traffic Analysis Module  

3. Deep Learning Load Balancing Module  

4. Reinforcement Learning Module  

5. Traditional Load Balancing Algorithms  

6. Congestion Detection and Prevention Module  

7. DDoS Detection Module  

8. Graphical User Interface Dashboard  

9. Data Visualization and Export Module  

The system continuously gathers server and network 

statistics from multiple servers and processes the 

information through AI algorithms to make intelligent 

traffic routing decisions. 

3.3 Development Environment 

The proposed system was developed using the 

following software and libraries. 

3.3.1 Programming Language 

• Python  

Python was selected because of its extensive support 

for: 

• Machine learning  

• Network programming  

• Data visualization  

• GUI development  

• Real-time data processing  

3.3.2 Libraries Used 

NumPy 

Used for numerical computations and array 

processing. 

Pandas 

Used for data storage and tabular analysis. 

TensorFlow/Keras 

Used for implementing the deep learning neural 

network model. 

Scikit-Learn 

Used for feature scaling using MinMaxScaler. 

Psutil 

Used for monitoring: 

• CPU usage  

• Memory utilization  

• Network statistics  

Scapy 

Used for packet sniffing and real-time traffic analysis. 

Matplotlib 

Used for generating real-time graphs and 

visualizations. 

Tkinter 

Used for designing the graphical user interface 

dashboard. 

OpenPyXL 

Used for exporting performance reports into Excel 

format. 

Winsound 

Used for generating alerts during DDoS detection. 
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3.4 Real-Time Server Monitoring 

The proposed system continuously monitors multiple 

servers in real time. Each server is represented using 

the RealServer class. 

The following parameters are monitored: 

Parameter Description 

CPU Usage Current processor utilization 

Memory Usage RAM utilization percentage 

Bandwidth Total network bandwidth usage 

Latency Ping response delay 

Packet Loss Percentage of lost packets 

Queue Size Number of queued requests 

The monitoring process is repeated continuously 

during system execution. 

3.5 Latency Measurement Using Ping 

The latency of each server is assessed with the Internet 

Control Message Protocol (ICMP) ping command. The 

system executes the command ping -n 1 <server_ip> 

to transmit a solitary ping request to the designated 

server and assess the response time. The result from 

the command is retrieved and utilised as the latency 

metric for the server. Latency denotes the 

communication delay between the client and the 

server, with lower latency values signifying enhanced 

server responsiveness, diminished network congestion, 

and improved communication performance. When a 

ping request fails or elicits no response, the system 

assigns a default high latency value of 999 ms to 

indicate inadequate network connectivity or server 

unavailability. 

3.6 Real-Time Packet Sniffing 

The proposed framework includes a packet sniffing 

module implemented using the Scapy library. 

The packet sniffing mechanism continuously captures 

incoming packets from the network interface. 

The following operations are performed: 

• Packet counting  

• Traffic monitoring  

• DDoS traffic analysis  

• Real-time packet statistics generation  

Each captured packet increments the global packet 

counter. 

This module enables: 

• Network traffic analysis  

• Congestion monitoring  

• Intrusion detection  

• DDoS identification  

3.7 Deep Learning Based Load Balancing 

The core intelligence of the proposed system is 

implemented using a Deep Learning neural network 

model. 

The model learns network conditions and predicts the 

optimal server for traffic routing. 

3.7.1 Input Features 

The neural network uses the following six input 

features: 

Feature Description 

CPU Usage Server processing load 

Memory Usage RAM utilization 

Bandwidth Usage Network bandwidth consumption 

Latency Network response delay 

Queue Size Number of waiting requests 

Connections Active client connections 

These parameters form the system state vector. 

3.7.2 Neural Network Architecture 

The deep learning model is implemented using 

TensorFlow/Keras. 

The architecture consists of: 

• Input layer with 6 neurons  

• Hidden layer with 64 neurons  

• Hidden layer with 64 neurons  

• Hidden layer with 32 neurons  

• Output layer with 1 neuron  

The hidden layers use the ReLU activation function. 

The model uses: 

• Adam optimizer  

• Mean Squared Error (MSE) loss function  

The model continuously trains during runtime using 

collected server metrics. 

3.7.3 Data Normalization 

The aggregated network and server data encompass 

factors with varying numerical ranges, including CPU 

usage, memory utilisation, bandwidth, latency, queue 

size, and active connections. The disparate ranges 

might adversely impact the training efficacy of the 

deep learning model, as features with greater 

numerical values may overshadow the learning 

process. Min-Max normalisation is implemented on 

the dataset before to model training to resolve this 

issue. This normalisation method standardises all 

feature values to a uniform range of 0 to 1, assuring 

uniformity among the input parameters. Consequently, 

the neural network may learn with greater efficiency 

and precision, resulting in enhanced model stability, 

accelerated convergence, and superior predictive 

performance in intelligent load balancing. 

3.7.4 AI Prediction Process 

After training, the AI model predicts server 

performance values for all servers. 

The server with minimum predicted latency is selected 

for traffic routing. 

The prediction process enables: 

• Intelligent routing  

• Dynamic server selection  

• Reduced congestion  

• Improved throughput  
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3.8 Reinforcement Learning Using Q-Learning 

The system also integrates Reinforcement Learning 

(RL) using the Q-Learning algorithm. 

Q-Learning helps the system improve routing 

decisions through continuous learning. 

3.8.1 Q-Table Initialization 

Initially, Q-values are initialized to zero for all servers. 

The RL agent explores different server selections and 

updates Q-values according to rewards. 

3.8.2 Reward Function 

The reward is based on server latency. 

Lower latency provides higher reward. 

The reward equation is: 

Reward=−LatencyReward=-

LatencyReward=−Latency 

This encourages the RL agent to select servers with 

lower response delay. 

3.8.3 Q-Value Update 

The Q-value update mechanism enhances the learning 

efficacy of the reinforcement learning agent in the 

context of server selection. The Q-value signifies the 

quality of selecting a given server under certain 

network conditions, whereas the learning rate dictates 

the speed at which the system assimilates new 

experiences. Throughout execution, the reinforcement 

learning agent consistently obtains rewards based on 

server performance, particularly latency metrics. 

Servers exhibiting reduced latency yield superior 

incentives, prompting the agent to favour these servers 

in subsequent picks. This learning mechanism 

progressively enhances the precision of server 

selection and enables the system to make more astute 

and optimised load balancing judgements in dynamic 

network situations. 

3.9 Traditional Load Balancing Algorithms 

To evaluate the performance of the AI-based system, 

three traditional load balancing algorithms were 

implemented. 

3.9.1 Round Robin Algorithm 

The Round Robin algorithm distributes requests 

sequentially among servers. 

Characteristics: 

• Simple implementation  

• Equal traffic distribution  

• No intelligence or load awareness  

3.9.2 Least Connection Algorithm 

The Least Connection algorithm selects the server with 

minimum active connections. 

Characteristics: 

• Load-aware balancing  

• Better than static routing  

• Does not consider latency or bandwidth  

3.9.3 Random Load Balancer 

The Random algorithm selects servers randomly. 

Characteristics: 

• Very simple implementation  

• No optimization  

• Used for baseline comparison  
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3.10 Congestion Detection and Prevention 

The suggested system integrates a congestion 

management approach to avert server overload and 

sustain steady network performance. Congestion is 

recognised when the CPU utilisation of a designated 

server above 80%, signifying that the server is 

experiencing a substantial processing load. Upon 

detection of congestion, the system autonomously 

redirects incoming traffic to an alternative server 

exhibiting diminished resource utilisation and burden. 

A congestion alert message is simultaneously created 

and documented in the system log for monitoring and 

analytical purposes. This sophisticated congestion 

management system mitigates server overload, 

optimises response time, optimises traffic distribution 

efficacy, and guarantees uninterrupted service 

availability in dynamic network settings. 

3.11 Throughput Calculation 

Throughput is utilised to assess the efficacy of data 

transmission in the suggested adaptive load balancing 

system. It denotes the volume of network data 

effectively transmitted over a designated timeframe, 

accounting for the influence of network latency. 

Throughput is determined in the proposed framework 

by utilising the bandwidth and latency metrics 

obtained from the chosen server. An elevated 

throughput number signifies enhanced network 

efficiency, accelerated communication speed, and 

improved load balancing efficacy. Through continuous 

throughput monitoring, the system can evaluate the 

efficacy of traffic distribution schemes and pinpoint 

servers that deliver optimal network performance 

across diverse traffic scenarios. 

3.12 DDoS Detection Mechanism 

The suggested system incorporates a fundamental 

Distributed Denial of Service (DDoS) detection 

method predicated on real-time packet traffic analysis. 

The system perpetually observes incoming network 

packets using the packet sniffing module and sustains 

a packet counter to monitor total traffic activity. When 

the packet count surpasses a specified threshold of 

1000 packets, the system categorises this condition as 

unusual network activity, perhaps indicative of a 

DDoS or flooding assault. Upon detection, the system 

promptly emits an alert sound, presents a warning 

message on the dashboard, and records the suspicious 

activity for subsequent investigation. This approach 

identifies aberrant traffic surges resulting from DDoS 

attacks, flooding attacks, or excessive network traffic, 

hence enhancing network security and facilitating 

early threat detection inside the adaptive load 

balancing framework. 

3.13 Real-Time Dashboard Design 

A professional GUI dashboard was developed using 

Tkinter. 

The dashboard includes: 

• Start and Stop controls  

• Real-time graphs  

• System logs  

• Export options  

• Server status monitoring  

The dashboard enables users to: 

• Observe system performance  

• Compare algorithms  

• Analyze network traffic visually  

3.14 Graphical Performance Visualization 

The proposed system generates 12 real-time graphs. 

The graphs include: 

1. CPU Usage  

2. Memory Usage  

3. Bandwidth Usage  

4. Latency  

5. Packet Count  

6. Packet Loss  

7. Queue Size  

8. Active Connections  

9. Throughput  

10. AI vs Round Robin Latency  

11. AI vs Least Connection Latency  

12. AI vs Random Latency  

These graphs help in: 

• Performance evaluation  

• Comparative analysis  

• Real-time monitoring  

• Research analysis  

3.15 Data Export and Reporting 

The system supports exporting: 

• Graphs as PNG images  

• Performance data as Excel reports  

The exported reports contain: 

• Timestamped records  

• Performance metrics  

• Algorithm comparison data  

This functionality helps researchers perform: 

• Offline analysis  

• Report preparation  

• Experimental documentation  

3.16 Working Procedure of the Proposed System 

The overall workflow of the proposed system is as 

follows: 

1. Initialize servers and monitoring modules  

2. Start packet sniffing  

3. Collect server metrics continuously  

4. Preprocess and normalize data  

5. Train the deep learning model  

6. Predict optimal server  

7. Apply reinforcement learning updates  

8. Compare with traditional algorithms  

9. Detect congestion and DDoS attacks  

10. Update graphs and dashboard  

11. Store performance metrics  

12. Export reports and visualizations  
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3.17 Performance Evaluation Parameters 

The proposed framework is evaluated using the 

following metrics: 

Metric Purpose 

Latency Measures response delay 

Throughput Measures data transfer efficiency 

Packet Loss Measures reliability 

CPU Usage Measures server load 

Memory Usage Measures resource consumption 

Queue Size Measures congestion level 

Active Connections Measures traffic load 

These metrics help evaluate: 

• Network efficiency  

• Load balancing quality  

• AI optimization capability  

3.18 Summary 

This Section delineated the comprehensive 

methodology employed for the design and 

implementation of the proposed Real-Time AI 

Adaptive Load Balancing System. The methodology 

amalgamates real-time monitoring, deep learning, 

reinforcement learning, packet sniffing, congestion 

management, DDoS detection, and conventional load 

balancing techniques into a cohesive intelligent 

framework. 

The suggested system constantly adjusts to fluctuating 

network conditions and optimises traffic allocation to 

enhance throughput, minimise latency, and avert 

server overload. The subsequent chapter delineates the 

experimental outcomes and performance evaluation of 

the suggested framework. 

 

4. Results 

 

 
Figure: 4.1 Main Dashboard 

 

The primary dashboard offers a real-time 

representation of network performance data and server 

statuses within the adaptive load balancing framework. 

It persistently exhibits CPU utilisation, memory usage, 

bandwidth consumption, latency, packet traffic, 

throughput, and connection metrics through dynamic 

graphs. The dashboard displays AI decision-making 

outcomes, server selections, congestion notifications, 

and DDoS detection alerts, facilitating effective 

monitoring and analysis of network activity. 

 
Figure: 4.2 AI vs Least Connection Latency 

Comparison 

 

This graph compares the latency between the AI-based 

load balancer and the Least Connection algorithm. The 

AI model adapts better to dynamic traffic conditions, 

resulting in improved response times and more 

efficient server utilization. 

 

 
Figure: 4.3 AI vs Random Load Balancing Latency 

Comparison 

This graph compares the proposed AI-based technique 

with Random Load Balancing. The AI model 

significantly outperforms the random approach by 

selecting optimal servers using learned network 

behavior and traffic analysis. 
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Figure: 4.4 AI vs Round Robin Latency 

Comparison 

 

This comparative graph assesses the latency 

performance of the proposed AI-driven load balancing 

system in relation to the conventional Round Robin 

technique. The findings indicate that the AI 

methodology attains reduced latency through astute 

traffic-routing decisions informed by real-time 

network conditions. 

 
Figure: 4.5 Bandwidth Utilization Graph 

 

This graph illustrates the fluctuations in bandwidth use 

during network communication. The adaptive AI 

method enhances traffic routeing by utilising 

bandwidth availability, hence alleviating congestion 

and augmenting total network throughput. 

 
Figure: 4.6 Active Connections Graph 

 

The connections graph illustrates the quantity of active 

client connections managed by the servers. The AI 

approach guarantees equitable connection distribution, 

averting server overload and enhancing system 

scalability. 

 
Figure: 4.7 CPU Usage Graph 

 

This graph illustrates the CPU utilisation of the chosen 

server over time during adaptive load balancing. The 

AI-driven solution perpetually observes server 

workload and adeptly reallocates traffic to avert CPU 

overload and sustain equitable resource distribution 

throughout the network. 
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Figure: 4.8 Latency Graph 

 

The latency graph illustrates the response delay 

encountered in the network over time. Reduced latency 

values noted in the AI-driven system signify swifter 

response times and enhanced routeing decisions 

relative to conventional load balancing methods. 

 
Figure: 4.9 Memory Usage Graph 

 

The memory use graph depicts the RAM utilisation of 

the active server while managing network traffic. The 

findings indicate that the AI load balancing method 

effectively allocates memory resources by judiciously 

spreading requests across available servers. 

 
Figure: 4.10 Packet Loss Graph 

 

The packet loss graph illustrates the percentage of 

packets that were lost during data transmission. The 

AI-based load balancing technology reduces packet 

loss by dynamically choosing less busy servers and 

stable network routes. 

 
Figure: 4.11 Packet Traffic Graph 

 

This graph illustrates the cumulative quantity of 

packets intercepted and processed in real time. It 

assists in evaluating traffic volume and detecting 

anomalous traffic surges, which may signify network 

congestion or potential intrusions, such as DDoS 

flooding. 
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Figure: 4.12 Queue Size Graph 

 

This graph depicts the length of the queue for inbound 

requests awaiting processing. The adaptive load 

balancing method mitigates excessive queue 

accumulation by strategically allocating traffic to 

underused servers, thus averting bottlenecks. 

 
Figure: 4.13 Throughput Graph 

 

This graph illustrates the network throughput attained 

during simulation, quantified as successful data 

transmission over time. Elevated throughput statistics 

signify that the AI-driven load balancer effectively 

optimises available network resources and enhances 

overall communication performance. 

 

Result Summary 

The experimental findings indicate that the suggested 

AI-driven adaptive load balancing system markedly 

enhances network efficiency relative to conventional 

load balancing techniques. The AI model continuously 

monitors network conditions and analyses traffic 

patterns to dynamically allocate requests to the most 

appropriate servers. This astute decision-making 

process alleviates server congestion, diminishes 

latency, enhances throughput, and eliminates packet 

loss. 

The comparative graphs indicate that conventional 

approaches, including Round Robin, Least 

Connection, and Random Load Balancing, are inferior 

at managing swiftly fluctuating traffic conditions. The 

AI-driven method adjusts in real time and identifies 

ideal servers based on resource utilisation and network 

condition assessments. 

The technology effectively identifies anomalous 

packet traffic linked to future DDoS assaults, hence 

enhancing network security measures. The 

implementation demonstrates the efficacy of artificial 

intelligence in improving network performance, 

scalability, and reliability in contemporary computer 

networking systems. 

 

5. Conclusion and Future Scope 

Conclusion  

The suggested Adaptive Load Balancing in Computer 

Networks The successful application of AI illustrates 

the efficacy of intelligent traffic control in 

contemporary networking systems. In contrast to 

conventional load balancing methods that depend on 

fixed regulations, the AI-driven system perpetually 

observes network parameters like CPU usage, memory 

consumption, bandwidth, latency, and packet flow to 

execute real-time adaptive routeing determinations. 

The system utilises machine learning algorithms and 

reinforcement-based decision mechanisms to 

effectively allocate network traffic across available 

servers, thereby alleviating congestion, decreasing 

response time, and enhancing overall throughput. The 

produced outcomes and comparative graphs 

unequivocally demonstrate that the AI-driven 

methodology surpasses traditional techniques, 

including Round Robin, Least Connection, and 

Random Load Balancing. 

Moreover, the implementation underscores the 

potential of artificial intelligence to enhance network 

reliability, scalability, and resource efficiency in 

dynamic settings. The solution integrates packet 

monitoring and fundamental DDoS detection 

algorithms, thereby augmenting network security and 

stability amid atypical traffic conditions. The Python-

based framework offers a versatile and effective 

platform for assessing intelligent load balancing 

solutions in cloud computing, data centres, and 

enterprise networks. This research confirms that AI-

driven adaptive load balancing may markedly improve 

network efficiency and establishes a robust basis for 

future advancements in deep reinforcement learning, 

Software-Defined Networking (SDN), IoT networks, 

and real-time cloud deployment. 

Future Scope 

This technique can be improved by including 

advanced deep reinforcement learning algorithms for 

increased decision-making in dynamic network 
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contexts. Future enhancements may encompass real-

time implementation in cloud computing 

infrastructures, software-defined networking (SDN), 

edge computing, and IoT-based systems. 

Supplementary cybersecurity functionalities, including 

sophisticated intrusion detection and automatic threat 

mitigation, can be incorporated to establish entirely 

autonomous and secure network management systems. 
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