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ABSTRACT 

 The use of digital evidence has become an essential part of contemporary 

criminal proceedings as it has radically transformed the way justice systems 

investigate, prosecute as well as adjudicate crime. The ever-increasing data 

volume created by computers, mobile devices, cloud computing systems, and 

Internet of Things devices has presented both unmatched possibilities in the 

crime detection process and very difficult challenges to the legal systems that 

are in place to regulate the flow of such data to be collected, stored, analyzed 

and presented. The current evidentiary and procedural systems - designed to 

work in a physical evid25 E. Jackson Blvd, Chicago, IL 60604, USA.ence 

world - are, in turn, becoming stretched by the instability, complexity, and 

location-based fluidity of digital information, introducing systemic threats to 

procedural fairness and the presumption of innocence.  

 

The article goes beyond a pure theoretical and conceptual discussion of the 

digital evidence at the criminal proceedings level, relying on the digital 

forensics literature, evidence law, and the theory of governance. It critically 

analyzes admissibility norms in the leading legal systems, models of the 

forensic process and regulatory difficulties of new forms of evidence. The 

paper suggests a four-pillar governance framework such as legal standards, 

forensic integrity, chain of custody, and fairness and rights with the 

underlying international harmonisation and technological adaptation mechanisms.  

 

This article posits that the digital evidence needs not only technical enhancement of the forensic approach, but a 

deliberate redefinition of the regulatory structure that is adaptable to the technological advancement without losing the 

basic principles of the criminal justice fairness, accuracy, and protection against false conviction.  

Keywords: Admissibility; chain of custody; criminal proceedings; digital evidence; digital forensics 

1. INTRODUCTION  

The digitization of the modern world has revolutionized the landscape of evidencing criminal justice systems not only 

in a profound and yet to be fully comprehended way. Each touch with a digital device - a smart phone, a laptop, a smart 

home appliance, a cloud storage application, a financial platform - creates data that in a criminal investigation may serve 

as evidence of the commission of an offence, identity of a perpetrator, location of a suspect, or a criminal network. In 

case of cybercrime and financial fraud as well as terrorism, homicide and sexual exploitation, as Casey (2011) noted, 

digital evidence is now being found in virtually all categories of serious criminal offence. The ability of law enforcement 

agencies to gather, store, and examine computer-related evidence has become a major factor in the successful criminal 

prosecution; the ability of courts to assess and sentence based on computer-related evidence has become a major factor 

in determining the fairness of criminal proceedings. 

 

 The issue of concern that gives rise to this paper is the increasing disparity between technological advances and the 

ability of the legal system to regulate the application of digital evidence in criminal cases. The current evidentiary 

doctrine and forensic practice were established in a society of physical evidence of fingerprints, documents and witness 
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testimony and their adjustment to the unique properties of digital evidence has been selective, ad hoc and responsive. 

According to Stoykova (2021), the unaddressed risks to fairness and the presumption of innocence associated with the 

treatment of digital evidence in the framework of criminal procedure systems are systemic because of the specific 

treatment of digital evidence. Leroux (2004) reported the basic issues of legal admissibility of electronic evidence 20 

years ago but a lot of the jurisdiction and normative gaps of the issues were yet to be fully addressed as observed during 

that early period of digital evidence research. The rapid increase of digital transformation - through the advent of cloud 

computing, the Internet of Things, artificial  intelligence, and blockchain technology as the latest sources of criminal 

evidence - has brought to the fore the necessity to fill these gaps like never before.  

 

There are four major objectives of this article. Originally, it formulates an intellectual explanation of digital evidence its 

types, features, and peculiarities of evidentiary problems based on the developed forensic and legal literature. Second, 

it critically looks at admissibility systems and forensic processes models that are used to evaluate the application of 

digital evidence in criminal proceedings and the structural constraints therein. Third, it promotes a comparative 

theoretical study of the normative standards which must guide the admissibility of digital evidence in the legal systems. 

Fourth, it suggests a governance model based on four mutually supportive pillars, namely, legal standards, forensic 

integrity, chain of custody, and the safeguarding of fairness and basic rights. The article is hypothetical and theoretical 

in nature - it does not produce or interpret empirical evidence but instead summarizes the existing literature of the 

scholarship into a consistent normative structure of a regulatory reform. 

 

 The importance of this question goes far beyond the practical issues of police departments or crime laboratories. When 

a criminal justice system wrongfully convicts a person due to the inadequacy or lack of understanding of digital evidence, 

it is one of the most severe types of injustices that can ever happen to a person (Goodison et al., 2015; Stoykova, 2024). 

The current academic research on the matter of digital evidence governance has made significant progress since the 

original analysis of admissibility issues by Leroux (2004) and more recent works by Stoykova (2021; 2024) in her more 

normative analysis of deficiencies in fairness and by Park and Jeong (2026) in her technical design of the blockchain-

based storage of custody have provided significant additional conceptual material with which to regulate this matter. 

Nevertheless, there is no contribution to date that has been able to integrate the developments into a unified four 

dimensional governance architecture that deals with legal standards, forensic integrity, chain of custody and fundamental 

rights as interdependent as opposed to discrete regulatory requirements. This article fills that gap. The article will be 

structured in the following way: Section 2 will include thematic literature review of four sub-domains; Section 3 will 

include the description of the methodology; Section 4 will include the results and discussion that will include the 

comparative analysis of admissibility as well as introduction of the suggested governance framework and the 

implications thereof; a conclusion will be made in Section 5, and the priorities of future research will be identified . 

 

2. LITERATURE REVIEW 

 2.1 Digital Evidence Evolution and Conceptualisation. 

 Digital evidence and digital forensics as an academic field of study became a reality in the late 1980s and 90s as a result 

of the popularization of personal computers as a means of committing crimes and as a response to the need by law 

enforcement agencies to have principled means of retrieving and studying digital evidence. Pollitt (2013) gives a 

historical background of the establishment of digital forensics as a discipline, the evolution of informal methods of law 

enforcement to the establishment of standardised procedures, professional bodies, and even academic research courses. 

Definitional limits of digital evidence have dramatically broadened during this time-span: a range of data saved on the 

drives of personal computers to network traffic, content stored on mobile devices, cloud-based storage, and the ever-

expanding range of output of IoT and smart devices (Garfinkel, 2010). Casey (2011) has given the largest theoretical 

explanation of digital evidence which he defines as any probative information that has been stored or transferred 

electronically that can be utilized at trial by any party to a court proceeding. This definition not only describes that digital 

data are stored and transmitted as a form of digital evidence, but also locates digital evidence on the normative plane of 

a legal process instead of perceiving it as a strictly technical one. Angel et al. (2024) take a more law-specific 

conceptualisation of digital evidence as a tool of evidence used in criminal proceedings and place the applicability of 

such evidence in the legal structures of the formal procedures of the evidence law. Dmitrieva and Pastukhov (2023) 

present a comparative study of the idea of electronic evidence in criminal legal procedure in various legal traditions and 
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find significant differences in definitions of the concept both in the civil law and common law systems, which exacerbate 

the cross-border collaboration in the evidence process. 

 

 The academic literature constantly defines a collection of peculiar features distinguishing a digital evidence based on 

the traditional physical evidence and create its major legal and forensic issues. Digital evidence is volatile, it can be 

changed or destroyed quickly, deliberately or accidentally, and leave no physically visible evidence. It can also be 

reproduced with ease and no clear distinction between the original and the copy thus casting fundamental concerns of 

authenticity and integrity (Arshad et al., 2018). It is usually large in volume, and it cannot be processed manually in 

large volumes that may be challenging to assess by the courts and other people in the legal profession. And it is often 

spread over various devices, jurisdictions and service providers in a manner that makes it difficult to access lawfully and 

rebuild it forensically (Casino et al., 2022). Another category of evidence quickly gaining momentum as a distinct 

problem demanding specific governance solutions that go beyond those sufficient in the context of traditional digital 

data is AI-generated and AI-analysed evidence such as deep fake detectives, predictive analytics reports, and automated 

pattern-recognition results (Garfinkel, 2010; Horsman, 2019).  

 

 

 2.2 Standards of Admissibility and Frameworks of Evidentiary. 

 There is a complicated combination of legislative regulations, the principles of common law, and forensic practices that 

determine the admissibility of digital evidence in criminal proceedings and differs considerably across jurisdictions. 

Leroux (2004) gives the comparative analysis of the legal admissibility of electronic evidence that is based on 

authenticity, integrity and reliability as the three major criteria used in a variety of major legal systems and reports on 

the considerable variations in the operationalisation of the criteria in various procedural settings. The most detailed 

modern treatment of the issue of electronic evidence admissibility by Mason and Seng (2021) covers both the legal 

criteria that constitute the substantive aspect of the issue and the procedural process by which digital evidence is 

presented, objected to, and discussed in a court of law. 

 

 In common law jurisdictions, digital evidence is usually evaluated by the standards of relevance, authenticity, reliability, 

and the lack of undue prejudice. Novak (2020) discusses the trends and problems in the field of digital evidence before 

the United States Courts of Appeals and records the history of how judges have approached the issue of digital evidence, 

showing that many unresolved issues remain in ways courts use to determine the scientific reliability of digital forensic 

measures. One of the most urgent issues that are posed by Horsman (2019) is the following one: the admissibility of 

automated forensic tools, i.e. programme software that processes digital evidence without human intervention in every 

step of its analysis, casts doubt on the reliability and transparency that current admissibility standards are ill adapted to 

handle. The issues of admissibility in civil law systems have a different approach. According to Dmitrieva and Pastukhov 

(2023), the official list of evidence accepted in criminal procedure codes of civil law was not intended to accommodate 

unique features of digital data. The digital records in France, Germany, or the Netherlands, and other countries, do not 

have to be incorporated into specific types of evidence, as they do, by judicial interpretation, but they generate 

inconsistent and unpredictable admissibility results. 

 

 Komalasari and Mustafa (2023) discuss how electronic evidence can enhance integrity in the justice system and believe 

that the efficiency of digital evidence in criminal trials cannot solely be explained by the technical quality of digital 

evidence, but also by the legal and institutional contexts under which such evidence should be used. By introducing a 

framework of the legal admissibility of digital evidence obtained with the open-source forensic tools, Ismail and Ariffin 

(2025) make an important contribution to the literature on admissibility in forensic tools as a more recent category of 

digital evidence whose admissibility is highly contentious in most jurisdictions due to the lack of commercial 

certification and peer-reviewing history of commercial forensic software. In Goodison et al. (2015), a thorough 

evaluation of the state-practice of digital evidence in the criminal justice system of the United States is presented, which 

documented the practical challenges of working with digital evidence on a large scale by law enforcement, prosecutors, 

and courts. 
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 2.3 Chain of Custody and Forensic Integrity.  

The procedural mechanism through which the integrity of physical evidence is guaranteed in criminal proceedings is the 

chain of custody - the ongoing, documented process of who handled the evidence, when and what was done to it. The 

way it applies to digital evidence has unique issues that are brought about by the ease of manipulation of digital evidence, 

the technical complexity of forensic activity being conducted on digital evidence, and the decentralization of the digital 

evidence collection process by networks and jurisdictions. Arshad et al. (2018) offer an in-depth overview of scientific 

validation concerns that surrounds digital evidence and chain of custody integrity is one of the underlying challenges 

that govern admission of digital evidence in a criminal trial. Miller (2022) records the pragmatic outlooks of prosecutors 

and investigators on digital evidence issues, where chain of custody management is noted as the ongoing operational 

challenge especially in the large-volume investigations where evidence can be handled by several hands and through 

numerous forensic processes before trial.  

 

Reinventing the chain of custody issue with the utilization of the blockchain technology has received significant 

academic interest as a possible resolution to the issue of integrity of the digital evidence. Tsai et al. (2021) consider how 

the distributed ledger technology could be applied to the custody of evidence during the criminal investigation process 

because the immutability and transparency characteristics of blockchain can offer a more robust and resistance to 

tampering audit trail than the traditional paper-based custody records. Batista et al. (2023) present a systematic literature 

review of the blockchain application in the area of chain of custody in physical and digital evidence that offers 

considerable opportunities but faces implementation issues connected to the scale, court admissibility of blockchain 

entries, and barriers to adoption by institutions. Further development of this literature is done by Park and Jeong (2026), 

who offer a blockchain-based digital evidence management system that unites the forensic processes with the multi-

party authorisation processes which could be seen as a technical model of governance that is based on the forensic 

science as well as the legal framework. 

 

 

2.4.3 Problems of Cross-Border Digital Evidence. 

 

The distributed nature of the global internet architecture and the popularity of cloud computing has resulted in a scenario 

where digital evidence that can be used in a criminal process in one jurisdiction is regularly stored on servers in another, 

on which the service providers incorporated in a third country manage data protection policies which can contradict the 

criminal process policy of all three. The recent analysis of the cross-border criminal investigation and digital evidence 

offered by Casino et al. (2022) is the most detailed, presenting the legal, technical, and institutional obstacles that 

complicate the mutual legal assistance in the cases of digital evidence and show the insufficiency of the current 

international cooperation systems. The Mutual Legal Assistance Treaty (MLAT) system, which was exercised to operate 

in the era of tangible evidence and paper bookkeeping, is generally recognized as being too slow and unwieldy to satisfy 

the practical requirements of the transnational digital evidence collection (Ruan et al., 2013). 

 

 

 

Ruan et al. (2013) and Quick and Choo (2014) look directly at the particular issues of cloud forensics, which they see 

as the multi-tenancy structure of cloud infrastructure, the dynamically allocated storage resource and the jurisdictional 

uncertainty of cloud data as particular challenges that the traditional forensic practices, and the legal system, cannot 

handle. The analysis is furthered by Losavio et al. (2016) into the context of the IoT, where big amounts of personal and 

behavioural information are generated by networked instruments and must be encompassed by definitive legal structures 

that establish the rights of law enforcement to such information. In a pioneering prospective study, Garfinkel (2010) was 

able to indicate the research agenda the coming decade of digital forensics would have to catch-up on - a programme 

that, fifteen years later, has only been partially achieved, a serviceable indicator of the lag in structure between 

technological change and forensic and legal change. The rise of AI-generated evidence as a new category adds to these 

cross-border challenges: AI systems fed on the data of various jurisdictions and used across the borders generate chains 

of accountability that the current frameworks of mutual legal assistance are completely unprepared to handle.  

 

https://ijcope.org/


International Journal of Creative and Open Research in Engineering and Management    

ISSN: 3108-1754 (Online) 

Volume 02 Issue 09 September-2026 | Impact Factor: 3.5 

 

© 2026 The Author(s). Published by IJCOPE Journal. Website: https://ijcope.org/                                                                                                              5 

 

3. MATERIALS AND METHODS 

 The research methodology used in this article is theoretical and conceptual which is in line with the purpose of the paper 

to develop a normative governance model on digital evidence use in criminal cases instead of producing or examining 

empirical data. Theoretical and conceptual scholarship takes a secure and appreciated place in the field of both legal 

scholarship and digital forensics research and serves to extrapolate existing knowledge, pinpoint analytical gaps, and 

develop new frameworks, which are able to inform further empirical research and reform of the law in institutions 

(Pollitt, 2013; Garfinkel, 2010; Stoykova, 2024).  

 

The approach of methodology is based on the three main traditions of thought. To start with, the theory of evidence law 

that includes the doctrinal study of admissibility rules, the theoretical basis of the chain of custody rule, and the normative 

basis of the fairness and reliability requirements regarding criminal evidence gives the legal analytical context in which 

the digital evidence issues are framed (Leroux, 2004; Mason and Seng, 2021; Novak, 2020). Second, the scientific basis 

of assessing the legal frameworks under consideration is furnished by the digital forensics scholarship such as the 

technical literature on the model of forensic processes, tool validation, and mechanisms of evidence integrity (Casey, 

2011; Arshad et al., 2018; Sabillon et al., 2017; Nance et al., 2012). Third, the theory of governance, which includes the 

literature on the regulatory design, institutional structures, and governance of emerging technologies, would offer the 

analytical tools to assess the sufficientness of the existing frameworks and develop the proposed governance model 

(Stoykova, 2024; Komalasari and Mustafa, 2023). 

 

 The study entailed a scientific review of scholarly publication on the topic of digital evidence utilization in criminal 

cases, policy reports and legal tools. Searches in Scopus, Web of science, Hein Online, Google Scholar and the Social 

Science Research Network were used to identify literature. Such terms as: digital evidence criminal proceedings, digital 

forensics admissibility, chain of custody digital evidence, cloud forensics jurisdiction, blockchain evidence integrity, 

and procedural fairness digital evidence were used as search terms. The search was limited to the publications of 2004-

2026, with the focus on the works published after 2010 that represent the latest stages of the technological and legal 

evolution. A preliminary list of about eighty sources was formed; after applying the inclusion criteria, i.e. the relevance 

to the legal and forensic governance setting, theoretical importance, and the quality of scholarly work, twenty-five 

sources were included in the systematic examination. These criteria of selection filtered out solely technical forensic 

literature that did not have a legal or governance aspect, and empirical research on particular jurisdictional practice that 

did not have conceptual generalizability, lest the synthesis of conceptualizations be disrupted. The instigated conceptual 

framework is the one that was promoted in the Results and Discussion section using the three theoretical lenses applied 

to the identified regulatory challenges in the Literature Review section that provided a synthesis of normative nature and 

is the main scholarly contribution of the article. Being a conceptual paper, the article does not test hypotheses, produce 

primary data, and make empirical assertions about the real practice of any jurisdiction. It has made its contribution in 

the form of construction and justification of theoretically based governance framework that can influence future 

empirical research, legislative change, and institutional design in a variety of legal systems at the same time. The four-

pillar structure is based on the multi-dimensional nature of the regulation problem and the necessity of a structure that 

would be accommodating to the divergent procedural culture of common law and civil law jurisdictions - a requirement 

that single-dimensional regulatory proposals have never succeeded in fulfilling.  

 

4. RESULTS AND DISCUSSION 

 The theoretical discussion leads to two main finds, which are reported and debated in syntactic form, one, an organised 

comparative study of admissibility criteria used in the context of digital evidence, and, second, a suggested conceptual 

structure of governance based on four mutually supporting normative pillars, which are intended to mitigate the 

structural failures found in the literature review. The sub-sections discuss the implications of these findings to the 

criminal procedure law, the practice of the digital forensics and the institutional design of criminal justice systems. 

 

4.1 Comparative Analysis of Admissibility Criterion.  

As it is found in the literature review, in all the different criminal procedures reviewed in the academic record, the six 

dimensions have always been the same as the normative underpinnings of the admissibility of digital evidence 

authenticity, reliability, integrity, relevance, proportionality and fairness, and chain of custody. These criteria have 
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different normative roles and are operationalised by different verification processes, but are not analytically independent 

- each of them assumes and supports the other, and their governance must be handled in accordance with their presence 

and interdependence as a system not as individual demands. Leroux (2004) fixes the authenticity and integrity as the 

threshold criteria, without which no further normative evaluation can be done. Horsman (2019) shows that the reliability 

criterion presents acute challenges to the admissibility of automated forensic tools, whose inner workings could be 

obscured to the legal actors who have to review the results obtained by these tools - a problem that becomes even more 

critical as AI-assisted forensic analysis becomes more widespread. Stoykova (2021) claims proportionality and fairness 

as formally acknowledged in most criminal procedure systems, but systematically not being applied in the digital 

evidence context, creates unchecked risks to the assumption of innocence as the fact-finders give computer-generated 

outputs undue epistemic power. According to Stoykova (2024), one of the governance mechanisms that are specifically 

aimed at mitigating these fairness shortcomings is a new right to procedural accuracy - which the current structure 

implements and operationalises as one of its fourth pillars. 

 

 

 The biggest loophole that has been revealed through the comparative analysis is the admissibility of the results of 

automated forensic tools. As Horsman (2019) shows, the judicial process of assessing the reliability of a tool needs some 

degree of technical expertise that most legal participants lack, and the lack of certification systems makes courts regularly 

tasked with reviewing evidence created by a tool whose scientific soundness has not been thoroughly tested. It is 

proposed that the suggested framework would fill this gap by introducing the forensic integrity pillar into the framework 

and making the forensic tools required to be certified and using validated methods as a condition of admissibility to 

place digital forensics on an equal footing with other types of scientific evidence in a criminal trial. 

 

4.2 Suggested Governance Framework of Digital Evidence. 

 The article is based on the admissibility analysis and the detection of structural gaps in current frameworks, as well as 

introduces a proposed governance framework of digital evidence in criminal proceedings. It is structured as a set of four 

normative pillars that are mutually interdependent and address the different aspects of the regulatory issue, and 

underpinned by two implementation mechanisms that are international harmonisation and technological adaptation. 

 

 The first pillar, which is the legal standards, provides the necessity of consistent, technology-neutral, and periodically 

updated statutory provisions on the admissibility, collection, and use of digital evidence in a criminal case. The 

normative underpinnings of this pillar are presented by Stoykova (2024) and Mason and Seng (2021), who hold that the 

ad hoc development of the law of digital evidence imposed on the judiciary to decide case-bycase is not enough to bring 

the needed systemic clarity and consistency needed by the criminal justice actors. The key institutional figure that will 

enforce this pillar is the legislature, acting on specific digital evidence laws that outline legal power to collect such 

evidence, minimum admissibility requirements, as well as mandate to disclose such evidence to the defence. The lightest 

standard is the technology-neutral statutory framework, which must be regularly reviewed (at least once every five 

years), in order to accommodate technological change, without necessarily necessitating that the legislation be redrafted 

to reflect each new category of evidence. 

 

 The second pillar is forensic integrity which deals with scientific validity of methods and tools employed in gathering, 

preservation and analysis of digital evidence. According to Arshad et al. (2018), resource gaps that include the lack of 

the compulsory certification of the tools and uneven enforcement of the forensic standards are associated with structural 

threats to the scientific reliability of the digital evidence. Ismail and Ariffin (2025) are a step in the right direction by 

developing a given framework of the legal acceptance of evidence obtained by using open-source forensic tools. The 

implementing institution is a free-standing body of forensic accreditation - similar to bodies that regulate DNA forensics 

- and which has the authority to certify tools, audit laboratories, and issue methodology standards that can be applied as 

guides of admissibility in courts.  

 

The third pillar chain of custody deals with integrity of the record of evidence between collection and courtroom. The 

combined efforts of Batista et al. (2023), Tsai et al. (2021), and Park and Jeong (2026) confirm blockchain based chain 

of custody as the most promising that is currently available to provide tamper-evident, multi-partyverified records of 
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custody. The implementing actors include law enforcement agencies, forensic laboratories and offices of prosecutors all 

of which need to be involved in a common digital custody infrastructure that can generate court-admissible audit trails. 

Fairness and rights is the fourth pillar, which touches on the basic duty of criminal justice system to guard accused 

persons against wrongful conviction. According to Stoykova (2021) and Dmitrieva and Pastukhov (2023), the normative 

underpinnings are based on the idea that the safeguarding of the presumption of innocence and the right to a fair trial 

should be placed as normative active regulation demands and not as principles of residuation. The implementation 

vehicle is a structure of procedural rights that are mandatory in nature such as the rights to independent forensic analysis 

of digital data, the right to the disclosure of the procedures, as well as the right to a reasonable decision by a judge related 

to the reliability of digital evidence, and is enforceable through defence counsel and subject to review on appeal. 

 

 The chain of custody aspect of the discussion shows the sharpest concern of the practical problem of digital evidence 

regulation and the most promising technological tool. Miller (2022) reports on the widespread practical challenges of 

records of sufficient chain of custody in digital evidence in cases of high-volume criminal investigations and Batista et 

al. (2023) and Park and Jeong (2026) prove the technical viability of blockchainbased custody systems that can provide 

continuously verifiable, tamper-evident audit trails. Theoretical contribution of the article is placing blockchain-based 

chain of custody into a wider governance context that does not focus on the technical aspect of custody integrity only 

but on the legal admissibility of blockchain records as evidence of custody a question, Tsai et al. (2021) find that the 

legal standards pillar is meant to answer. 

 

 The most structurally complicated issue and the one that can be hardly addressed using domestic reform is the cross-

border aspect of digital evidence governance. As demonstrated by Casino et al. (2022), the lack of international litigation 

also hampers the successful criminal prosecution of offences targeting the global structure of the internet because of the 

fragmentation of the international legal framework based on conflicting national admissibility standards, contradictory 

data protection regimes, and poor law-enforcement mechanisms. The international harmonisation mechanism ensured 

by the framework envisions the creation of binding international instruments with specific focus on digital evidence, i.e. 

instruments that extend to cover cloud forensics, the IoT evidence, and blockchain records and which introduce mutual 

recognition requirements on digital forensic certifications between signatory states.  

 

The fairness and rights aspect reverts to the underlying normative issue on which the whole analysis is animated. 

According to Stoykova (2021), the cognitive power that the digital evidence has on the fact-finders, namely the judges 

and juries who are likely to perceive computer-generated outputs as self-affirming, is a structural threat to the 

presumption of innocence. The fairness and rights pillar of the framework reacts by instilling positive procedural 

requirements such as right to challenge digital evidence by independent expert examination, right to forensic technique 

disclosure, and right to judicial appraisal of credibility of digital evidence in a rational manner as a matter of governance 

and not as an idealistic principle. This is put in the context of a fresh right to procedural accuracy, which this article uses 

as the normative background of the fourth pillar and which is projected to an explicit governance duty on criminal justice 

institutions. 

 

 A major conflict of the given framework deserves to be mentioned explicitly: the conflicting interests of the 

investigative effectiveness and the protection of the rights of the individuals. The law enforcement practices need to be 

timely and comprehensive access to digital evidence to effectively investigate the serious crime; criminal suspects and 

defendants need to enjoy strong procedural protections against the erroneous admission of unreliable or 

disproportionately intrusive digital evidence. The article by Goodison et al. (2015) records the practical strain on the 

police that the sheer amount and multifaceted nature of digital evidence present in the contemporary investigation; the 

article by Nance et al. (2012) describes the disconnect between the laboratory forensic practice and the realities of work 

in the field. This tension is resolved in the proposed framework by a degree of proportionality, i.e. matching the strength 

of forensic standards and admissibility requirements to the severity of the crime and the centrality of digital evidence to 

the case against the offender, as opposed to the uniformity offered by uniform requirements that operational 

implementation may in practice be impossible in lower-stakes investigations. Komalasari and Mustafa (2023) propose 

a more complementary analysis because the effectiveness of investigations and the protection of individual rights, under 

the proper governance structure, are complementary. 
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 The mass digital surveillance aspect of the structure is another aspect that should be highlighted as the present challenge, 

especially with the increasing involvement of intelligence-based digital evidence in criminal courts with the help of 

derogations to standard admissibility norms. The rights implication of using bulk interception data, facial recognition 

results, and location data collected by telecommunications providers as evidence during criminal trials are the rights of 

presumption of innocence, the right to remain silent, and the fairness and rights pillar of the framework must be viewed 

as ensuring that the fairness component of this pillar is met. It is a lowest requirement of a governance framework that 

is adequate to the modern digital evidence environment to ensure that evidence obtained through mass surveillance is as 

admissible, must be disclosed, and is entitled to defence challenge rights as evidence obtained in digital form that has 

not been obtained through mass surveillance.  

 

5. CONCLUSION  

The paper has also led to theoretical and conceptual insight of applying the digital evidence in the criminal process, and 

proposed a conceptualisation of governance grounded on four normative pillars, viz., the legal standards, forensic 

integrity, chain of custody, and fairness and rights, with the assistance of international harmonisation and technological 

adaptation mechanisms. As observed in the analysis, the existing legal regimes governing the admissibility and use of 

digital evidence are in themselves insufficient to meet the peculiar demands of volatile, distributed and technologically 

complex digital evidence and that the tempo of technological change, with new forms of criminal evidence such as cloud 

computing, Internet of Things devices and artificial intelligence and blockchain systems emerging as new sources of 

criminal evidence, further compounds the problem that the legal regimes have been found to be deficient at this location.  

 

There are three theoretical contributions of this article. Firstly, it presents a conceptual systematic explanation of the 

types, attributes, and peculiar evidentiary concerns of digital evidence, which synthesises the digital forensics and 

evidence law literature on a general thematic spectrum than prior literature. Second, it facilitates comparative research 

of admissibility principles of other legal systems, and unveils the general normative bases and the gaps in the structure 

of their operationalisation - namely, the content of automated forensic tools admissibility and proportionate of the digital 

evidence. Third, it provides a four-pillar model of governance that provides a normative architecture of legislative and 

institutional reform that brings legal, forensic, technological and rightsbased values together into a single entity that is 

responsive to continued changes in evidence technologies. The explicit operationalisation of the actors of institutions 

within the framework and minimum standards of operational of both pillars is an improvement over the previous 

conceptual frameworks which still existed at a high level of normativity abstraction.  

 

This article reflects four agendas that need to be considered in future theoretical researches. In the first place, the specific 

normative content of digital evidence of such international harmonisation tools as the volume of mutual recognition 

undertakings and the design of cross-border forensic certification systems is to be systematised elaborated in terms of 

the theoretical elaboration. Second, proportionality tools architecture applied in digital evidence admissibility processes 

must be conceptually formulated, particularly as regards evidence generated by mass surveillance and analysis outcomes 

produced by artificial intelligence. Third, the most urgent theoretical frontier is the regulation of AI-generated and AI-

analysed digital evidence being a new and fast emerging category: with AI systems as the main sources of evidence 

collection, analysis, and presentation, the four-pillar construct will need to add certain sub-principles that will then enter 

the auditing of the transparency, explainability and bias of algorithms. Fourth, the presuppositional features of the rights 

matter of mass digital surveillance as a methodical source of criminal evidence, and its ability to coexist with the 

presumption of innocence and equality of arms require long-term normative research. This article, on its part, is guided 

by the thesis that the use of digital evidence in a criminal process must be put under frameworks that are both technically 

knowledgeable, normatively sound and institutionally sound provides an inspiration to that still going on theoretic 

endeavour. The rule of law, guaranteed to criminal justice systems, as a promise of equality, predictability and anti-

arbitrary power, must not be undermined by the digital technologies that are shifting the architecture of criminal 

evidence. 
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