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Abstract—Users of government portals, banking platforms, job boards, and
educational institutions routinely re-enter identical identity information
across unrelated web forms, a repetitive process that is time-consuming and
error-prone. Existing tools address this only partially: password managers
and browser-native autofill handle basic contact fields but cannot process
identity documents, while repositories such as DigiLocker provide storage
without autofill or query capability. This paper presents FormOS, a full-
stack platform that lets a user upload identity documents once and
subsequently access, query, and deploy that data across the web. FormOS
combines an OCR pipeline (Tesseract.js) for structured field extraction, a
schema-grounded Retrieval-Augmented Generation (RAG) assistant for
natural-language querying, a Form Analyzer using synonym and fuzzy field-
matching for autofill-readiness scoring, and a Chrome Man-ifest V3 extension
for one-click form completion. Its contribution is the integration of these
established components around a single, securely governed personal identity
store, rather than novelty in any individual algorithm. The platform is
built on Next.js 14, Node.js/Express.js, and MongoDB, with a multi-layered
security model comprising JWT authentication, berypt-hashed PINs, TOTP-
based MFA, and AES-256 field-level encryption. A feasibility analysis
spanning technical, economic, operational, and legal dimensions supports
real-world viability. As the system is at an early implementation stage, this
paper reports a qualitative, architecture- and feasibility-based evaluation
with module-level functional validation rather than fabricated performance
bench-marks, and identifies empirical validation as future work.

Index Terms—Optical Character Recognition, Retrieval-Augmented
Generation, Form Autofill, Identity Document Man-agement, Chrome
Extension, Data Privacy, Multi-Factor Authen-tication, Web Automation,
Systems Integration

1. INTRODUCTION

Nearly every interaction between an individual and a digital
institution — opening a bank account, applying for a job, registering
for a government scheme, enrolling in a course — begins with the
same act: manually re-typing a name, date of birth, address, and
identity numbers already entered elsewhere. The underlying data
rarely changes; what is missing is a mechanism to read it once and
make it available everywhere it is subsequently needed.

FormOS — Form Operating System — is a unified personal data
platform addressing this gap. A user uploads identity documents
(Aadhaar, PAN, Passport, Driving Licence) once;
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an OCR pipeline extracts structured fields, stores them in an
encrypted centralized profile, and exposes that profile through
two interfaces: a conversational Al assistant answering natural-
language questions about the user’s own data, and a browser
extension that detects and completes form fields on arbitrary
websites.

The system is a three-tier web application. The client tier
comprises a Next.js 14 frontend and a Chrome Manifest V3
extension; the application tier is a Node.js/Express.js REST
API handling business logic, OCR orchestration, and Al-
provider integration; the data tier is MongoDB (via Mon-
goose), storing profiles, document metadata, extracted data,
and sessions. Security is first-class throughout: JWT session
management, a berypt-hashed 6-digit PIN, TOTP-based MFA,
AES-256 encryption at rest, and HTTPS in transit.

The paper’s central contribution is the integration, around
a single securely governed personal identity store, of five
capabilities individually well established but not previously
combined end-to-end: (i) secure identity-document intelli-
gence — OCR-driven conversion of uploaded documents into
structured, encrypted profile data; (ii) deterministic, schema-
grounded RAG — a conversational assistant retrieving directly
from a structured MongoDB schema rather than a general cor-
pus; (iii) intelligent semantic form-field matching — reconcil-
ing heterogeneous, arbitrarily named web-form fields against
a fixed profile-field set via synonym and fuzzy matching; (iv)
browser-based autofill using the matched fields, without per-
site configuration; and (v) secure, centralized identity manage-
ment governing the pipeline through layered authentication,
encryption, and consent. No individual component is a novel
algorithm; each builds on established OCR, RAG, string-
similarity, and web-security techniques. Concretely, the paper:
describes an OCR-driven extraction pipeline converting docu-
ment images/PDFs into queryable key-value data; presents a
RAG-based conversational interface with sensitive-field mask-
ing; implements a Form Analyzer and Multi-Document Merge
Engine reconciling heterogeneous field names and conflicting
multi-document data via confidence-based prioritization; de-
tails a Chrome extension performing field-level autofill across
arbitrary sites; and presents a multi-layered security architec-
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ture aligned with India’s Digital Personal Data Protection Act,
2023.

The paper proceeds as follows: Section II reviews related
work; Section III states the problem; Section IV lists ob-
jectives; Section V describes the methodology; Section VI
details the architecture; Section VII covers implementation;
Section VIII formalizes the core algorithms; Section IX de-
scribes security; Section X presents evaluation; Sections XI—
XII discuss advantages and limitations; Section XIII addresses
threats to validity; Section XIV outlines future scope; Section
XV concludes.

II. LITERATURE REVIEW
A. Password Managers and Browser-Native Autofill

Password managers such as LastPass, 1Password, and Bit-
warden pioneered form-autofill alongside credential storage
[1], but their autofill is restricted to usernames, passwords,
and basic contact fields, with no ability to process identity
documents, no OCR, and no Al querying. Browsers provide
similarly scoped built-in autofill for addresses and payment
fields [2], but cannot read uploaded documents, cannot handle
India-specific fields such as Aadhaar or PAN, and store values
in plaintext within the browser profile. Both categories leave
identity-document data management unsolved.

B. Government and General-Purpose Document Repositories

DigiLocker enables citizens to store and share official
documents digitally [3] but offers no form-filling or Al-
query capability and is restricted largely to government-issued
records. General-purpose platforms (Google Drive, Dropbox,
Evernote) allow file storage with rudimentary OCR-based
search, but none extract structured fields or provide autofill
integration. Both categories function as storage systems rather
than data-management systems.

C. Intelligent Document Processing and OCR Research

Intelligent Document Processing (IDP) integrates OCR, ML,
and NLP, and is characterized as an evolution beyond template-
based automation [4], offering advantages over conventional
RPA for unstructured documents such as invoices [5]. Public-
administration applications have been explored [6], and LLM—
OCR integration has been proposed for degraded-text extrac-
tion, including immigration processing [7]; this paper does not
adopt the specific performance figures from [6], [7] without
independent verification. No-code agentic IDP frameworks
have also emerged [8]. FormOS occupies a narrower niche
— a browser-based, personal-identity-focused OCR pipeline
(Tesseract.js) rather than an enterprise classification system
— and Section X reports no empirical OCR accuracy figures
for FormOS itself.

D. Retrieval-Augmented Generation and Semantic Retrieval

Lewis et al. introduced RAG, showing that grounding gen-
eration in retrieved documents improves factual accuracy over
parametric generation alone [9]. Sawarkar et al. blended dense
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and sparse retrieval with hybrid queries [10]; surveys consol-
idate the broader evolution of RAG architectures [11], [12].
Personalization-oriented RAG has been explored for question-
answering over individual databases [13], graph-based retrieval
for context-aware document retrieval [ 14], and domain-specific
RAG in legal prediction [15] and cybersecurity intelligence
[16]. FormOS applies the core RAG principle in a narrower,
personal-data context: rather than corpus-scale dense/sparse
retrieval, it retrieves fields directly from the user’s own
structured MongoDB profile via deterministic, schema-based
lookup, without a vector database or embeddings. The shared
principle is retrieval-grounded generation, not the specific
mechanism (Section VIII, Algorithm 4).

E. Web Automation and Programming-by-Demonstration

Web automation traditionally relies on Selenium-based
testing/data-entry frameworks [17]. Recent work explores
natural-language-driven automation: DiLogics segments task
steps via NLP and demonstration [18], Steward extends this
to plain-English instructions [19], and Semanticon proposes
semantic conditions for automation programs [20]; ML-based
approaches also improve web-navigation accessibility [21]. A
consistent limitation is handling semantic variability of form
fields. FormOS’s Form Analyzer targets a narrower problem —
matching a fixed personal-identity field set to arbitrary forms
— via synonym and fuzzy matching (Section VIII, Algorithm
2).

F. Security and Privacy in Document and RAG Systems

Cloud document-storage research has proposed crypto-
graphic integrity-checking for multi-tenant privacy [22], and
secure, self-hosted retrieval has been proposed as an alternative
to cloud-hosted RAG for privacy-sensitive composition [23];
digital-transformation research emphasizes security-aware de-
sign as document workflows move online [24]. FormOS’s
security model (Section IX) is consistent with this direction
toward layered, encryption-first design, though it does not
implement the specific schemes of [22], [23].

G. Research Gap

Three gaps emerge. The RAG literature [9]-[16] is oriented
toward question-answering, not driving external actions such
as form completion. The web-automation literature [17]-[21]
maps instructions to page actions but not the narrower problem
of reconciling a user’s structured identity data — often spread
across conflicting documents — with heterogeneous field nam-
ing. The IDP literature [4]-[8] targets enterprise/government
workflows without autofill integration. FormOS sits at this
intersection without proposing a new retrieval, automation,
or classification algorithm, integrating instead structured OCR
extraction, retrieval-grounded querying, and field-level autofill
around one securely stored personal profile.

H. Feature Comparison with Existing Solutions

Table I compares FormOS against representative systems
from each category above, based on documented feature sets
rather than independent hands-on testing.
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TABLE I
FEATURE COMPARISON BETWEEN FORMOS AND EXISTING SOLUTIONS

Feature Chrome Autofill Password Managers | DigiLocker Google Drive FormOS
OCR Extraction No No No Partial (search only) v
Al Conversational No No No No v
Query
RAG-Grounded No No No No N
Responses
Identity Document No No v Partial v
Support
Structured Data Ex- No No No No v
traction
Browser Autofill Vv Vv No No Vv
Intelligent Field | Partial (exact match) | Partial (exact match) No No v
Matching
Multi-Document No No No No N
Merge
Encryption at Rest Partial v v v v (AES-256)
Multi-Factor Authenti- No Partial v v v
cation
Cloud Storage No Partial v v v (AWS S3)

No reviewed system combines identity-document OCR,
structured extraction, RAG-based querying, intelligent field
matching, and browser autofill; this is the integration gap
FormOS targets.

I Technology Selection Rationale

Tesseract.js was chosen over Google Vision API/AWS Tex-
tract for open-source licensing, cost, and offline capability,
with cloud OCR planned as a future enhancement [25]. Gemini
was chosen as primary Al provider for its free tier, with Ope-
nAl/OpenRouter as configurable alternatives (implementation
documentation) [26], [27]. Next.js 14 was chosen for App
Router/SSR [28]; Node.js/Express.js for ecosystem maturity
and async [/0; MongoDB for schema flexibility across hetero-
geneous document types [29]. As Table I shows, no existing
product combines document storage, OCR, Al querying, and
browser autofill in one platform.

III. PROBLEM STATEMENT

Every application for employment, education, banking, or a
government scheme requires re-typing identity information —
name, DOB, address, Aadhaar, PAN — unchanged since prior
submissions, concentrated in exactly the fields most prone to
transcription error. This paper does not adopt a specific error-
rate figure without empirical verification (Section X).

Individuals also lack a single organized location for personal
information; scanned documents are scattered across email,
chat, and phone galleries, and storing them unencrypted cre-
ates a security risk — a single compromised account can
expose Aadhaar, PAN, and passport data. Existing autofill
tools compound this: browser built-ins and password managers
handle only basic contact fields and cannot map identity
data to varied form structures, leaving the most sensitive
fields to manual entry regardless. FormOS addresses these
three interlinked problems — repetition, disorganization, and
insecure storage — within one platform.
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IV. OBJECTIVES

FormOS aims to consolidate a user’s identity data, extract it
automatically via OCR, expose it through a natural-language
Al interface, and apply it to fill web forms without manual ef-
fort, decomposed into seven objectives: (1) a unified, encrypted
repository for Aadhaar, PAN, Passport, Driving Licence, and
custom documents (PDF/PNG/JPG, local or AWS S3); (2)
OCR-based extraction of name, DOB, ID numbers, address,
and contact fields into queryable structured data; (3) a RAG-
based chat interface answering natural-language queries with
sensitive-field masking; (4) a Chrome extension mapping and
filling detected fields despite varied naming conventions, with
visual feedback; (5) JWT, berypt PIN, TOTP MFA, AES-256
encryption, HTTPS, rate limiting, and step-up authentication;
(6) a clean, responsive, dark-themed interface with real-time
status feedback; and (7) a modular, Docker-containerized, hor-
izontally scalable architecture with efficient database indexing.

V. PROPOSED METHODOLOGY

Users upload documents through the web interface; files
are stored in AWS S3 or local storage and processed via
Tesseract.js and PDF-parsing libraries to extract raw text. The
extracted text is parsed into structured key-value data (name,
DOB, address, ID numbers) and persisted in MongoDB.
A Form Analyzer evaluates target forms against the stored
profile, flagging autofillable versus low-confidence fields using
synonym mapping and fuzzy matching.

A Multi-Document Merge Engine combines data from mul-
tiple uploaded documents into one unified profile, resolving
conflicts via priority rules and confidence scoring. A RAG-
based Al assistant retrieves relevant fields from the user’s
own data store and generates a context-grounded response
rather than relying on parametric knowledge alone. A Chrome
extension completes forms using the same field-mapping logic
as the Form Analyzer. Security constraints — encrypted
communication, sensitive-data masking, re-authentication for
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confidence scoring; (6) Database — the unified profile is

critical actions — apply throughout the pipeline rather than as
a final step. Development followed an Agile iterative process
(Section X).

VI. SYSTEM ARCHITECTURE
A. Overview

FormOS is a three-tier application (Fig. 1). The client tier
is a Next.js frontend and Chrome extension [2], [28]; the
application tier is a Node.js/Express.js API handling business
logic, external integrations, and OCR orchestration; the data
tier is MongoDB via Mongoose, storing profiles, metadata, ex-
tracted data, and sessions [29]. External dependencies include
Al providers (Gemini, OpenAl, OpenRouter) [26], [27], AWS
S3 [30], and the Resend API for email.

FormOS - Unifea Perscoat Data Flattoess Arohitocture

Fig. 1. System architecture of FormOS, showing the client, application, and
data tiers and their external dependencies.

The request path: the Frontend or Extension issues an
authenticated HTTPS request to the REST API. For uploads,
the API hands the file to the OCR Pipeline, which persists
it, extracts text, and returns candidate fields; the API writes
these to MongoDB, invoking the Merge Engine where multi-
ple documents overlap. For form-filling, the Extension sends
detected DOM fields to the Form Analyzer, which queries
the profile in MongoDB and returns a mapping report for
injection. For conversational queries, the API retrieves rele-
vant fields via schema-based lookup and forwards a context-
augmented prompt to the Al Provider. Every path is gated
by the authentication and authorization checks of Section IX
before profile data is read or written.

B. Core Data Flow

The data flow (Fig. 2) proceeds through eight stages: (1)
Upload — the user submits a document via drag-and-drop;
(2) Storage — persisted to AWS S3, with local-filesystem
fallback; (3) OCR — Tesseract.js (with pdf2pic conversion
where needed) produces raw text; (4) Structured Parsing
— raw text is parsed into key-value fields and mapped to
a document-type schema; (5) Merge Engine — conflicting
values across documents are reconciled via priority rules and
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persisted in MongoDB, field-level encrypted; (7) Al Chat
— the RAG assistant retrieves relevant fields and generates
a grounded response; (8) Chrome Autofill — the Form
Analyzer maps detected fields to the profile and the extension
injects matched values.

Fig. 2. Data flow diagram of FormOS, corresponding to the eight stages of
Section VI-B.

C. Technology Stack

TABLE II
TECHNOLOGY STACK BY SYSTEM LAYER
Layer Technology Purpose
Frontend Next.js 14, React 18, Tail- | Ul, routing, respon-
wind CSS sive design
Backend Node.js, Express.js REST APIs, orches-
tration
Database MongoDB, Mongoose Users, documents,
ODM sessions
Al & | Tesseract.js, pdf- | Extraction, RAG
OCR parse, Gem- | querying
ini/OpenAl/OpenRouter
Storage AWS S3 /local filesystem | Secure document
storage
Auth & | JWT,  beryptjs, TOTP | Authentication,
Security (speakeasy) hashing, MFA

VII. IMPLEMENTATION
A. Development Environment

The frontend uses Next.js 14 (App Router), TypeScript,
Tailwind CSS, Framer Motion, Zustand, and Axios [28].
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The backend uses Node.js/Express.js with Helmet.js, CORS
middleware, and express-validator. Text extraction uses Tesser-
act.js with pdf-parse and pdf2pic [25].

B. Authentication, Onboarding, and Document Pipeline

Account creation captures email, name, phone, and a berypt-
hashed 6-digit PIN. Login issues a JWT with a 7-day ex-
piry [31]; OAuth 2.0 (Google, GitHub) is supported as an
alternative onboarding path. Uploaded files (PDF/PNG/JPG)
are persisted to AWS S3 with local-filesystem fallback [30]
and queued for asynchronous OCR with client-visible status
tracking; extracted fields are written to MongoDB collections
accommodating the varying schema of Aadhaar, PAN, Pass-
port, and Driving Licence documents [29].

C. Chrome Extension and Deployment

The autofill client is a Manifest V3 extension [2]
with a popup UI and a content script performing DOM-
level field detection and value injection, authenticated via
the same JWT mechanism as the web frontend, using
chrome.storage/chrome.runtime for state and messaging. A
Docker Compose configuration containerizes the frontend,
backend, and MongoDB; recommended production targets
are Vercel (frontend), Railway/Heroku/DigitalOcean (back-
end), and MongoDB Atlas (database). The project’s earlier
documentation contained two resolvable inconsistencies —
differing quick-start versus Docker-Compose port references,
and README language describing the Al chat as “OpenAl-
powered” rather than multi-provider — both of which should
be reconciled in the project’s README ahead of formal
deployment.

VIII. ALGORITHMS

This section formalizes, in IEEE algorithmic pseudocode,
the four core routines described in Section V. These reflect
the level of detail available in the source documentation; exact
scoring formulae and thresholds are undocumented implemen-
tation parameters and are not invented here.

Algorithm 1 Document OCR and Structured Field Extraction

Require: Uploaded file F (PDF, PNG, or JPG)
Ensure: Structured field set S, persisted to MongoDB
1: procedure EXTRACTFIELDS(F)
2: Persist F to AWS S3 or local storage
3 if F is a PDF then
4 Convert pages to images via pdf2pic
5: else
6: Use F directly as image input
7.
8
9

end if
T « Tesseract.js OCR output on the image(s)
C « candidate fields parsed from T

Map C to a document-type schema
11: S « structured key—value fields from C
12: Persist S to MongoDB; update processing status
13: return S

14: end procedure

Complexity. Algorithm 1°s cost is dominated by OCR engine
time on the input image(s). Algorithm 2 is O(|/| x |P|) per
form, comparing each detected field against the profile field

. Published by . Website: https:/ijcope.org/

Algorithm 2 Form Analyzer Field Matching
Require: Webpage DOM D; stored profile field set P
Ensure: Field-mapping report R

1: procedure ANALYZEFORM(D, P)

2: | < input fields enumerated from D
3: for each field £ € / do
4: € « label/name/placeholder of f
S: m « synonym lookup of € against P
6: if m is empty then
7: m « fuzzy match of € against P
8: end if
9: ¢ « confidence score of mapping m
10: Classify f as autofillable/low-confidence/unmapped using ¢
11: R < RU{(f m,c)}
12: end for
13: return R

14: end procedure

Algorithm 3 Multi-Document Merge Engine
Require: Field sets Sy, ..., Sp from n documents
Ensure: Unified profile U

1: procedure MERGEDOCUMENTS(Sy, . . ., Sn)

2 Group candidate values by logical field k
3 for each logical field k do

4: if one candidate exists then

5: U[K] « that value

6: else

7 Apply priority rules and confidence scores; U[k] « best

candidate

8: end if

9: end for
10: Persist U; retain per-document sources
11: return U

12: end procedure

set. Algorithm 3 is O(n X k) for n documents and k logical
fields. Algorithm 4 is O(|F|), bounded by the number of
schema fields retrieved. These are asymptotic characterizations
of the described logic, not measured runtimes.

For Algorithm 2, matching is illustrative rather than exhaus-
tively documented: a page field labeled “Full Legal Name”
matches profile field name via synonym lookup, while a
field labeled “DOB” matches date of birth via fuzzy
string similarity when no synonym entry exists. The spe-
cific similarity metric and confidence thresholds separating
autofillable, low-confidence, and unmapped classifications are
undocumented implementation parameters; their disclosure is
identified as necessary for reproducibility (Section XIV), as is
the document-priority ordering and scoring formula referenced
in Algorithm 3.

As discussed in Section II-D, retrieval in Algorithm 4 is de-
terministic schema-based lookup, not vector similarity search;
FormOS implements no vector database or embeddings. This
is narrower than corpus-scale RAG but shares its defining
principle [9]: output grounded in retrieved data rather than
parametric knowledge alone.

A. Conceptual Formulation of Confidence-Based Matching

The field-matching confidence referenced in Algorithms 2—
3 can be expressed conceptually as a weighted aggregation of
per-feature similarity scores:
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Algorithm 4 RAG-Based Conversational Query Resolution
Require: Query g; profile store U
Ensure: Grounded response r
1: procedure RESOLVEQUERY(q, U)

: F « schema-based lookup of fields in U relevant to q

Apply sensitive-field masking to F

p < prompt combining g and F

r < Al-provider response given p

return r
end procedure

2
3:
4:
5.
6
7:

z,”z L Wisi

Conf = QW

where s; is the similarity score of feature i (e.g., label-string

similarity, synonym-dictionary agreement, field-type compati-

bility) and w; its weight. For example, with w1=0.6, s1=0.9

for label-string similarity and w2=0.4, s2=0.7 for synonym

agreement, Eq. (1) yields Conf = 0.82. This is a conceptual

illustration of how such scoring is typically structured, not the

exact formula implemented in FormOS, whose weights and
feature set are undocumented (Section XIII).

M

IX. SECURITY MECHANISMS

FormOS applies controls at the authentication, transport,
storage, and application layers (Table III). Authentication
combines JWT tokens [31] with TOTP-based MFA [32];
application-layer mitigations are informed by the OWASP Top
Ten [33].

TABLE 1II
SECURITY MECHANISMS BY LAYER
Layer Mechanism Purpose
Auth JWT (7-day expiry) Session management
Auth Berypt-hashed 6-digit | Secondary login fac-
PIN tor
Auth TOTP MFA | Time-based verifica-
(speakeasy) tion
Auth OAuth 2.0 (Google, | Federated sign-in
GitHub)
Transport HTTPS enforcement Prevents interception
Storage AES-256 encryption Protects data at rest
App Data masking | Limits Ul/chat expo-
(*¥***1234) sure
App express-validator Mitigates injection
App Helmet.js, CORS Hardens HTTP layer
App Rate limiting Mitigates abuse
App Step-up re- | Verifies sensitive ac-
authentication tions

A. End-to-End Security Workflow

The layers in Table III operate as a single ordered workflow
rather than independent checks: User Request — Authenti-
cation — JWT Issuance/Validation — PIN Verification —
TOTP Check — Authorization — AES-256 Encrypted Stor-
age/Retrieval — MongoDB.

No single layer is sufficient alone: a valid JWT does not
authorize unmasked-data access, and a valid PIN does not
bypass TOTP for sensitive operations. This defense-in-depth
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means that compromise of any one factor — a leaked token,
a guessed PIN, an intercepted request — does not by itself
expose plaintext data, since encryption at rest, step-up re-
authentication, and masking continue to constrain what an
attacker holding only that factor can retrieve. Step-up re-
authentication gates unmasked-data viewing, document export,
and high-sensitivity autofill. Consent is captured at registra-
tion, users may delete their data at any time, and the data-
handling model aligns with India’s DPDP Act, 2023 [34]. All
security dependencies (JWT, beryptjs, speakeasy) are MIT-
licensed.

X. EXPERIMENTAL EVALUATION

As FormOS is an in-progress capstone implementation
without deployed usage logs, this section reports qualitative
feasibility and module-level functional validation rather than
empirical performance metrics. No OCR accuracy, autofill
success-rate, or RAG-relevance benchmarks were available
and none are asserted here; quantitative validation against a
labeled corpus and a live-form test suite is future work (Section
XIV).

A. Technical and Economic Feasibility

Every stack component is production-proven (Table 1V);
no experimental component sits on the critical path. Iden-
tified risks are mitigated specifically: OCR degradation via
pre-processing and manual override; Al-provider outages via
multi-provider failover; scalability via database indexing and
a stateless, horizontally scalable API.

TABLE IV
TECHNICAL FEASIBILITY BY COMPONENT
Component Technology Rating
Frontend Next.js 14 High
Backend Node.js / Express.js | High
Database MongoDB 6.0 High
OCR Engine Tesseract.js 5.0 High
AT Integration Gemini / OpenAl High
File Storage AWS S3 High
Extension Chrome  Manifest | High
V3
Authentication JWT + berypt + | High
TOTP

Economically, core cloud services (MongoDB Atlas, Vercel,
Gemini) offer sufficient free tiers, with domain registration
the only recurring cost. Operationally, onboarding is reported
to complete in under five minutes on a modular codebase.
Legally, feasibility rests on explicit consent, user-initiated
deletion, AES-256 encryption in transit and at rest, DPDP Act
alignment, and MIT-licensed dependencies.

B. Functional Validation

In place of quantitative benchmarking, each core module
was exercised during development to confirm it performs
its intended function — functional validation, not measured
accuracy or latency (Table V). A “Passed” status indicates the
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module performed its intended function during this qualita-
tive, development-time exercising (e.g., an uploaded document
produced extracted text; a chat query produced a grounded
response; the extension injected values into a test form); it
is not a measured pass rate over a labeled test set, and no
precision, recall, latency, or success-rate figure is claimed for
any module.

TABLE V
MODULE-LEVEL FUNCTIONAL VALIDATION
Module Status Validation Basis
Authentication Passed Manual
(JWT/PIN/TOTP) walkthrough
OCR Pipeline Passed Manual
walkthrough
Document Upload Passed Manual
walkthrough
Al Chat (RAG Query) | Passed Manual
walkthrough
Chrome Extension | Passed Manual
(Autofill) walkthrough
Merge Engine Passed Manual
walkthrough
AES-256 Encryption Passed Manual
walkthrough

C. Schedule Feasibility

All planned milestones — architecture and planning, au-
thentication, OCR pipeline, Al chat integration, Chrome ex-
tension, testing, and deployment — are reported achieved. The
source documentation presents two differing schedule fram-
ings (a twelve-week sprint characterization versus an eight-
month, thirty-two-week schedule) which should be reconciled
in future project documentation.

XI. ADVANTAGES

- Consolidates identity-document collection into one up-
load event, reducing repetitive annual form-entry burden
and transcription errors from a single verified profile
rather than repeated free-text input.

- Integrates document storage, OCR, Al querying, and
browser autofill within one platform — a combination
not identified in any single reviewed system (Table I).

- Multi-provider Al integration (Gemini, OpenAl, Open-
Router) reduces single-vendor dependency and provides
outage failover.

- Layered security (JWT, PIN, TOTP MFA, AES-
256, OAuth, masking, step-up authentication) provides
defense-in-depth beyond single-factor browser autofill.

- Modular, containerizable architecture supports horizontal
scaling and multi-cloud deployment without redesign.

XII. LIMITATIONS

- No empirical performance data (OCR accuracy, autofill
success rate, RAG relevance) is available; evaluation is
qualitative and feasibility-based, supplemented by func-
tional validation only.

. Published by . Website: https:/ijcope.org/

- OCR accuracy depends on scan/photo quality; de-
graded input may require manual correction despite pre-
processing.

- The autofill extension targets Chrome (Manifest V3)
exclusively.

- Reliance on third-party AI APIs introduces cost, rate-
limit, and availability dependencies only partially miti-
gated by failover.

- Supported document schemas (Aadhaar, PAN) are India-
specific, constraining applicability elsewhere.

- The similarity metric, confidence thresholds, and merge-
priority rules underlying Algorithms 2-3 are undocu-
mented, limiting independent reproducibility.

XIII. THREATS TO VALIDITY

Construct validity. The “Passed” status in Table V reflects
functional exercising during development, not a formally spec-
ified test protocol with predefined pass/fail criteria, and should
not be read as a unit- or integration-test suite result.

Internal validity. Structured-field extraction (Algorithm 1)
depends entirely on OCR quality, so downstream Form Ana-
lyzer and Merge Engine conclusions are conditional on input
quality, which was not systematically varied or measured.

Absence of quantitative evaluation. No OCR accuracy,
autofill success rate, RAG relevance, or latency measurement
has been collected; feasibility and advantages in Sections X—
XI are architectural and qualitative claims, not empirically
demonstrated ones.

XIV. FUTURE SCOPE
A. Near-Term

- DigiLocker integration for verified document retrieval
beyond user-uploaded scans.

- Cloud-based and improved OCR models (e.g., Google
Vision API) to raise extraction accuracy on lower-quality
scans.

- Vector-database and embedding-based retrieval to com-
plement the current schema-based RAG lookup (Algo-
rithm 4), situated against the retrieval literature of Section
II-D rather than replacing it outright.

- Disclosure of the concrete matching parameters and
merge-priority rules identified as a reproducibility gap
(Sections VIII, XII).

- Structured empirical evaluation: OCR accuracy against a
labeled corpus, autofill success-rate testing across real-
world forms, and a structured user study (Section XIII).

B. Long-Term

- A React Native mobile application and multi-language
OCR support.

- NFC-based identity cards for tap-to-autofill interaction.

- JoT-based smart document scanning to reduce reliance on
phone-camera quality.

- A voice-based, multilingual Al assistant for improved
accessibility.

- Team-account functionality and enterprise API access.
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XV. CONCLUSION

This paper presented FormOS, a systems-integration plat-
form eliminating repetitive identity-data entry by combining
OCR-based extraction, a schema-grounded RAG conversa-
tional interface, a Form Analyzer with a Multi-Document
Merge Engine, and a Chrome extension for automated form
completion, on a three-tier Next.js/Node.js/MongoDB archi-
tecture secured by JWT, PIN/TOTP MFA, and AES-256
encryption aligned with India’s DPDP Act, 2023.

A feasibility analysis spanning technical, economic, opera-
tional, schedule, and legal dimensions, together with module-
level functional validation (Section X-B), indicates FormOS
is viable for real-world deployment on production-proven
technologies. As the platform has not undergone empirical
benchmarking, this paper deliberately reports a qualitative,
architecture-grounded evaluation rather than fabricated perfor-
mance figures, identifying structured quantitative validation —
OCR accuracy measurement, autofill success-rate testing, and
a formal user study (Section XIV) — as the essential next step.
The architecture, security model, and integration approach
described here provide a practical, extensible foundation for
more rigorously validated, next-generation secure Al-powered
identity management systems, addressing a widespread and
currently underserved problem in everyday digital interaction.
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