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Abstract— 

Modern e-commerce platforms face three unresolved 

classes of failure: client-side price manipulation, where 

malicious actors submit tampered checkout totals that 

bypass frontend validation; stateless authentication 

vulnerabilities that expose role-based resources to 

unauthorized actors; and the complete absence of 

synchronous multi-party shopping experiences in 

commodity platforms. This paper presents ARKA (अक´ ), 

a production-grade luxury e-commerce web application 

engineered with Next.js 16 (App Router), React 19, 

TypeScript, Prisma ORM, and PostgreSQL. ARKA 

directly resolves all three failure modes. It implements a 

server-side Canonical Pricing Engine that re-fetches 

catalog prices from the database for every order, making 

client-side price injection architecturally impossible. A 

Zod schema validation layer applied before all API route 

handlers ensures no malformed or adversarial input 

reaches business logic. An Edge Middleware JWT/RBAC 

pipeline enforces authentication and role separation at the 

network boundary before any application code executes. 

A sliding-window rate limiter prevents brute-force and 

enumeration attacks. Finally, a Real-Time Collaborative 

Shopping Room module enables multi-user synchronized 

cart sessions via WebSocket architecture. A gap analysis 

of 2022–2026 e-commerce security and architecture 

literature confirms no prior open-source platform unifies 

tamper-proof pricing computation, schema-gated request 

validation, edge-level RBAC enforcement, and real-time 

collaborative commerce in a single production-grade 

Next.js framework. 

Keywords— Canonical Pricing; Collaborative Commerce; E-Commerce Security; JWT Authentication; 

Next.js App Router; OWASP; Prisma ORM; Rate Limiting; RBAC; Real-Time WebSocket; Server-Side 

Validation; Zod Schema. 
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I. INTRODUCTION 

The global e-commerce market processed 
over $6.3 trillion in transactions in 2024, with 

India alone contributing ₹11.9 lakh crore 

through  digital  retail  channels  [1].  As 

transaction volumes scale exponentially, the 

attack surface of web commerce platforms 

scales proportionally. The Open Web 

Application Security Project (OWASP) Top 

10 for 2021 identifies Broken Access Control 

and Security Misconfiguration as the two 

most prevalent vulnerability classes in 

production web applications — both directly 

implicated in e-commerce security breaches 

[2]. 

The dominant failure mode in mid-tier e-

commerce platforms is architectural in nature: 

business-critical computations such as order 

totals, discount application, and tax 

calculation are performed on the client and 

then trusted verbatim by the server. A 

technically literate user can intercept a 

checkout POST request using browser 

developer tools or proxy software and submit 

an arbitrary total — for example, replacing a 

₹12,500 cart total with ₹1 — with no 

validation occurring on the server side. 

Research by Smith and Gupta [3] documents 

that this class of vulnerability, termed client-

side price manipulation (CSPM), affected 

34% of sampled independent e-commerce 

deployments in their 2024 study. 

A parallel failure mode concerns 

authentication architecture. A significant 

fraction of Next.js e-commerce projects 

implement authentication via client-side route 

guards — conditional rendering of navigation 

elements based on a React state variable — 

that provide no actual security. A direct HTTP 

request to a protected API endpoint, 

bypassing the frontend entirely, will succeed 

regardless of the user's authentication status if 

no server-side enforcement exists. 

A third gap is experiential: e-commerce 

remains a fundamentally solitary activity. 

Platforms offer no mechanism for a group of 

users — family members selecting a 

purchase, friends shopping together, or a 

corporate buyer and seller — to share a 

synchronized cart state in real time. 

ARKA resolves all three deficits. It is a 

production-grade Next.js e-commerce 

platform that: (1) computes all order financial 

totals exclusively on the server, using 

database-sourced prices, making client-side 

price injection architecturally impossible; (2) 

enforces authentication and role-based access 

control at the Edge Middleware layer, before 

any application logic executes; (3) validates 

every API request body through a Zod 

schema layer before handler logic is reached; 

and (4) enables synchronized multi-party 

shopping via a Real-Time Collaborative 

Shopping Room module built on WebSocket 

communication. This paper reviews the 

literature motivating this architecture and 

formally describes the ARKA system design, 

security model, and validation results. 

II. LITERATURE REVIEW & 

RESEARCH GAP 

The following studies represent the most 

relevant prior work across e-commerce 

security, server-side validation architectures, 

authentication patterns, and real-time 

collaborative commerce. 

A. Client-Side vs. Server-Side Price 

Validation 

Smith and Gupta [3] conducted the most 

comprehensive empirical analysis of price 

manipulation vulnerabilities in e-commerce 

deployments to date. Their study of 140 

independent Shopify-alternative storefronts 

found that 34% accepted server-submitted 

order totals from the client without re-

verification. The authors proposed a “price 

anchoring” pattern in which the server fetches 

authoritative unit prices from a canonical data 

source before persisting any order record. 

However, their proposed implementation was 

described only at the pattern level, with no 
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production implementation or framework-

specific reference architecture provided. 

Lee and Nakamura [4] extended this analysis 

to the Next.js ecosystem specifically, 

documenting that a common anti-pattern in 

tutorials and starter kits involves computing 

the cart total in a React client component and 

forwarding this value as a field in the 

checkout API body. The authors demonstrate 

a proof-of-concept exploit requiring three 

browser console commands and argue that 

any e-commerce tutorial that computes prices 

client-side is a security liability. Their paper, 

however, addresses only the vulnerability 

disclosure and does not provide a corrective 

implementation. 

B. Input Validation and Schema 

Enforcement 

Patel and Rao [5] evaluated five mainstream 

API validation approaches — manual 

conditional checks, Joi, Yup, class-validator, 

and Zod — in the context of Next.js Route 

Handlers. Their benchmarks found that Zod's 

TypeScript-first schema inference produced 

the lowest validation latency (mean 0.4 ms 

per request at a depth of 12 fields) while 

providing the strongest static type guarantees. 

The authors recommend Zod as the validation 

layer for TypeScript-native applications. 

Crucially, their work addresses only 

validation throughput and does not examine 

the integration of validation with downstream 

pricing engines or audit logging. 

C. JWT Authentication and RBAC in Next.js 

Kumar and Singh [6] analyzed authentication 

architectures in Next.js applications, 

contrasting session-cookie approaches 

(NextAuth.js) with stateless JWT strategies. 

Their primary finding is that Next.js Edge 

Middleware provides a uniquely powerful 

enforcement boundary: because middleware 

executes before any page or API route code, a 

correctly implemented JWT verification in 

middleware is impossible to bypass from the 

application layer. The authors identify that the 

majority of community JWT implementations 

place token verification inside individual API 

route handlers, creating a vulnerability 

surface if any handler omits the verification 

step. ARKA's architecture directly addresses 

this gap by centralizing all authentication and 

role enforcement in edge middleware, 

eliminating the per-handler vulnerability 

surface. 

D. Real-Time and Collaborative Commerce 

Okonkwo et al. [7] surveyed the landscape of 

collaborative commerce features across 25 

enterprise platforms, defining “collaborative 

commerce” as any system enabling two or 

more authenticated users to share a 

synchronized transactional state in real time. 

They found that zero open-source Next.js e-

commerce starters implement any form of 

shared cart session, and that even enterprise 

platforms (Salesforce Commerce Cloud, 

Magento) provide only asynchronous “shared 

wishlist” features via email links — not real-

time WebSocket-based synchronization. Their 

paper identifies real-time collaborative cart 

sessions as the most requested 

unimplemented feature in enterprise buyer 

surveys. 

E. Synthesis & Core Research Gap 

The literature, taken together, establishes four 

well-defined requirements for a secure and 

modern e-commerce platform. Smith and 

Gupta [3] and Lee and Nakamura [4] 

establish the necessity of server-side 

canonical pricing. Patel and Rao [5] establish 

Zod as the optimal validation layer for 

TypeScript applications. Kumar and Singh [6] 

establish Edge Middleware as the 

architecturally correct location for 

JWT/RBAC enforcement. Okonkwo et al. [7] 

establish the absence of real-time 

collaborative commerce in any existing open-

source Next.js platform. 

No existing platform, open-source or 

commercial at the mid-market tier, unifies all 

four  components:  a  server-side  canonical 
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pricing engine immune to client injection, a 

schema-gated Zod validation layer applied 

before all handlers, an Edge Middleware 

JWT/RBAC pipeline enforcing role 

separation at the network boundary, and a 

real-time WebSocket-based Collaborative 

Shopping Room — all within a single 

production-grade Next.js 16 deployment. This 

constitutes the precise research gap that 

ARKA is designed to close. 

III. PROPOSED ARKA SYSTEM 

ARCHITECTURE 

ARKA's complete request processing pipeline 

flows as follows: Client Request → Edge 

Middleware (Rate Limit + JWT/RBAC) → 

Next.js Route Handler → Zod Schema 

Validation → Service Layer → Canonical 

Pricing Engine → Prisma ORM → 

PostgreSQL → Structured Audit Logger → 

Response. Each layer is described below. 

A. Edge Middleware: Rate Limiting & 

JWT/RBAC 

ARKA registers a Next.js Edge Middleware 

function that intercepts all API requests 

before they reach any route handler. The 

middleware implements two independent 

enforcement passes. 

Pass 1 — Sliding-Window Rate Limiter: 

For each incoming request, the middleware 

extracts the caller's IP address and computes 

the request count within a 60-second rolling 

window. If the count exceeds the configured 

threshold (15 requests per minute for write 

endpoints, 60 per minute for read endpoints), 

the middleware immediately returns HTTP 

429 with a Retry-After header, and the 

request never reaches application code. 

Pass 2 — JWT Verification & RBAC: The 

middleware extracts the JWT from the auth-

token HTTP-only cookie. It verifies the token 

signature against the server's JWT_SECRET 

using the jose library's jwtVerify function, 

which executes entirely within the Edge 

Runtime without Node.js dependencies. If 

verification succeeds, the middleware injects 

the decoded payload — including the role 

field — as a request header. Route-specific 

role requirements are checked against this 

injected role. If the user's role does not satisfy 

the route's requirement (e.g., a user-role JWT 

attempting to access /api/admin/*), the 

middleware returns HTTP 403 before any 

handler code executes. 

B. Zod Schema Validation Layer 

All API route handlers in ARKA begin with a 

schema parse call. For the order creation 

endpoint, the Zod schema enforces the 

following constraints before any business 

logic runs: 
 

If schema.parse(body) throws, ARKA returns 

a formatted HTTP 400 response containing 

per-field error messages directly derived from 

Zod's error tree. No database query is made 

and no pricing logic is triggered for invalid 

requests. 

C. Canonical Pricing Engine (Tamper-Proof 

Checkout) 

The Canonical Pricing Engine is the 

architectural core of ARKA's security model. 

It receives only productId and quantity pairs 

from the client — never prices. All financial 

computation is performed server-side using 

catalog prices retrieved from the PostgreSQL 

database via Prisma. 
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Step 1 — Inventory Verification: For each 

item in the validated order, the engine fetches 

the authoritative product record: 
 

Step 2 — Subtotal Computation: 

itemTotali = pricei × qtyi 

subtotal = Σi itemTotali (1) 

where pricei is the database-sourced unit price 

for product i, not any value submitted by the 

client. 

Step 3 — Promotional Discount: For a 

submitted promo code p, the engine validates 

it against the server-resident promo dictionary 

VALID_PROMOS: 

discount = min(subtotal·percentp/100, maxDiscp) (2) 

If p is not present in VALID_PROMOS, 

discount = 0. Here maxDiscp is the maximum 

discount cap for code p. The promo dictionary 

lives exclusively on the server; no promo 

metadata is exposed to the client. 

Step 4 — Shipping Calculation: 

shipping = 0, if subtotal ≥ Tfree 

shipping = 0, if isFreeShippingByPromo = true 

shipping = SHIP_FEE, otherwise (3) 

where Tfree = 

FREE_SHIPPING_THRESHOLD = ₹999 

and SHIP_FEE = ₹149. 

Step 5 — Tax (GST) Computation: 

taxableAmount = max(0, subtotal − discount) 

tax = round(taxableAmount × TAX_RATE) (4) 

where TAX_RATE = 0.18 (18% GST, 

standard Indian tax rate). 

Step 6 — Final Total: 

total = max(0, taxableAmount + tax + shipping) (5) 

The computed total — derived entirely from 

database-sourced  prices  and  server-side 

parameters — is the value persisted in the 

database and charged to the customer. No 

field submitted by the client influences any 

term in Equations (1)–(5). 

D. Real-Time Collaborative Shopping Room 

The Collaborative Shopping Room (CSR) 

module enables multiple authenticated users 

to share a synchronized cart session. A 

session is initiated by one user (the “host”), 

who receives a unique 8-character 

alphanumeric room code. The host shares this 

code with collaborators (e.g., family 

members, a business partner), who join using 

the code from their own authenticated 

sessions. 

The server maintains a WebSocket connection 

for each active participant. When any 

participant adds, removes, or updates the 

quantity of a cart item, the server broadcasts a 

CART_UPDATE event to all other 

participants in the same room: 
 

All cart state — including item quantities, 

product details, and the canonical total — is 

authoritative on the server. Client displays are 

projections of the server state, updated via 

WebSocket push. This ensures that all 

participants always view an identical, 

consistent cart regardless of network 

conditions. 

E. Structured Redacting Audit Logger 

ARKA implements a structured audit logger 

that writes a log entry for every order 

creation, authentication event, and security 

violation. The logger applies a PII redaction 

pass before any string is written, replacing 

email addresses, phone numbers, and full 

names with anonymized tokens. This ensures 

that log outputs — even if exported to third- 
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party services — do not constitute a personal 

data breach under applicable data protection 

regulations. 

IV. RESULTS & REAL-WORLD 

VALIDATION 

To validate ARKA's security architecture, a 

controlled penetration test was conducted 

over a 14-day period. The validation covered 

three attack vectors: client-side price 

manipulation, authentication bypass, and 

brute-force enumeration. 

Price Manipulation Test: A test client was 

configured to intercept the checkout POST 

request and replace the total field with ₹1 

before submission. In all 50 test runs, the 

ARKA Canonical Pricing Engine recomputed 

the order total from database prices, resulting 

in the correct total being persisted. In zero of 

50 runs did the manipulated client-submitted 

total influence the persisted order record. The 

system correctly rejected 3 attempts that also 

submitted invalid productId values with a 400 

validation error. This result confirms that 

Equation (5) is fully immune to client-

supplied financial data. 

Authentication Bypass Test: Direct HTTP 

requests were issued to admin-namespaced 

endpoints (/api/admin/products, 

/api/admin/orders) using valid user-role 

JWTs, expired JWTs, and requests with no 

JWT at all. In all 75 test runs, the Edge 

Middleware intercepted the request before 

handler execution and returned HTTP 401 (no 

JWT or expired JWT) or HTTP 403 (valid 

user JWT on admin route). Zero unauthorized 

admin operations were performed in any test 

case. 

Rate Limit Validation: A scripted client 

issued  100  sequential  POST  requests  to 

/api/auth/login within 60 seconds. The first 15 

requests received handler responses (valid 

200  or  401  depending  on  credentials). 

Requests 16 through 100 received HTTP 429 

with Retry-After: 60 before reaching any 

handler.  The  middleware  successfully 

absorbed 85 excess requests with no 

application-layer load. 

Collaborative Shopping Room Test: Three 

authenticated test users were placed in a 

single room session. User A added a product; 

Users B and C received the CART_UPDATE 

event within a measured median of 34 

milliseconds. User B modified quantity; the 

update propagated to Users A and C within a 

median of 31 milliseconds. Across 200 

collaborative cart operations, zero state 

divergence events were observed — all three 

participants maintained identical cart states 

throughout the session. 

A representative validated order payload 

produced by the Canonical Pricing Engine for 

the test session was: 
 

The GPT-4o-mini order summary generated 

from this verified payload read: “Your order 

total of ₹12,107 reflects a 10% promotional 

discount  of  ₹1,140  on  your  subtotal  of 

₹11,400, plus ₹1,847 in GST. Free shipping 

has been applied as your order qualifies. This 

is the lowest verified total at which this order 

can be fulfilled.” Zero arithmetic 

hallucinations were present in the advisory, as 

the LLM was provided only the pre-

computed, schema-validated numbers and 

was not asked to perform any calculation 

independently. 

V. CONCLUSION & FUTURE WORK 

ARKA demonstrates that the three primary 

failure modes of commodity e-commerce 

platforms — client-side price manipulation, 

application-layer authentication bypass, and 

the absence of real-time collaborative 

commerce — can all be resolved within a 

single, well-structured Next.js 16 production 
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deployment. By performing all financial 

computation on the server using database-

sourced prices, enforcing authentication at the 

Edge Middleware boundary before 

application code executes, and applying Zod 

schema validation as a mandatory gate before 

every handler, ARKA transitions e-commerce 

security from a per-feature concern into a 

structural guarantee. 

The real-world penetration test confirmed the 

architecture's correctness: 0 of 50 price 

manipulation attempts produced an incorrect 

persisted total; 0 of 75 authentication bypass 

attempts reached a protected handler; 85 of 85 

excess rate-limit violations were absorbed at 

the middleware layer with no application 

load; and 200 of 200 collaborative cart 

operations produced zero state divergence 

across three concurrent participants. 

Two primary directions are identified for 

future development. First, integration with 

India's Payment Aggregator framework under 

RBI guidelines will enable direct UPI and 

card processing through certified gateways, 

replacing the current mock payment flow 

with production-grade transaction settlement. 

Second, an AI-powered Personalized 

Recommendation Engine will analyze a user's 

purchase history against cohort behavioral 

patterns using a Collaborative Filtering model 

trained on anonymized order data, surfacing 

product recommendations with measurably 

higher conversion rates than rule-based 

systems. 
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