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Abstract—The exponential expansion of consumer financial
services has led to massive volumes of structured transaction and
account data being migrated to public cloud data lakes for high-
throughput distributed analytics. However, financial datasets
intrinsically contain sensitive Personally Identifiable Information
(PII) subject to stringent regulatory frameworks including the
General Data Protection Regulation (GDPR) and the Indian Digital
Personal Data Protection (DPDP) Act of 2023. Conventional
privacy solutions exhibit a debilitating trilemma: cryptographic
methods such as Fully Homomorphic Encryption (FHE) impose
prohibitive  computational latency; static  dictionary-based
anonymization collapses under schema drift and lexical variations;
and unconstrained machine learning classifiers suffer from
train/serve distribution shifts where subtle format discrepancies
precipitate catastrophic privacy leaks.

In this paper, we propose a scalable, cloud-native privacy
preserving big data analytics framework anchored by an
Adaptive Dual-Tier Privacy Engine. Our architecture couples
an adaptive multi-stage gradient boosted decision tree
(XGBoost) classifier— trained on a 25-dimensional
structural, keyword, sample-level, and regular expression
feature space—with deterministic safety-net guardrails
(FORCE-PROTECT and FORCE-KEEP). This hybrid design
guarantees zero exposure of mission-critical identifiers while
completely insulating downstream business analytical
features against corruption. Masked datasets are securely
persisted to AWS S3 and processed through distributed
Apache Spark (PySpark) clusters via the S3A connector
across four analytical dimensions: descriptive statistics,
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bivariate fraud detection with two-factor authentication
(2FA) correlation, credit risk profiling, and multi tier
customer segmentation. Validated against a high-cardinality
100,000-record banking benchmark across 57 attributes, our
system demonstrates 100% mitigation of critical PII leakage,
overcomes real-world distribution skew on complex
identifier formats, preserves analytical utility with zero loss
of statistical fidelity, and maintains sub-minute distributed
pipeline throughput.

Index Terms—Privacy-Preserving Big Data Analytics, Cloud
Computing, Apache Spark, XGBoost, Personally Identifiable
Information (PII), Hybrid Guardrails, Train/Serve Skew, Financial
Data Governance.

1. INTRODUCTION

The modern digital economy has precipitated an
unprecedented influx of high-velocity financial records.
Modern commercial banking systems routinely capture
millions of multi-attribute records encompassing customer
demographics, biometric linkages, location coordinates,
credit evaluations, and granular transaction histories [1]. To
extract actionable business intelligence—such as real-time
fraud mitigation, credit risk exposure modeling, and
predictive customer profiling—enterprises increasingly rely
on distributed computing frameworks like Apache Spark
deployed over public cloud object stores such as Amazon
Web Services (AWS) S3 [2].

Concurrently, this data democratization introduces grave
systemic risks regarding the exposure of Personally
Identifiable = Information (PII). Global compliance
frameworks, including the European Union General Data
Protection Regulation (GDPR) [3], the California Consumer
Privacy Act (CCPA), and the Indian Digital Personal Data
Protection (DPDP) Act of 2023 [4], establish severe statutory
penalties for unauthorized data exposure. In parallel, central
banking mandates, such as the Reserve Bank of India (RBI)
directives on Card-on File Tokenization (CoFT) [5], mandate
that primary account numbers, PIN hashes, and national
identification numbers (e.g., Aadhaar and PAN) must never
reside in plaintext within analytical compute clusters.

Navigating this domain reveals the classical Privacy-
Utility Performance Trilemma in cloud big data analytics: 1)
Cryptographic ~ Computational =~ Overhead: ~ Advanced
cryptographic primitives, such as Fully Homomorphic
Encryption (FHE) [6] and Secure Multi-Party Computation
(SMPC) [7], provide formal mathematical guarantees of non-
disclosure.  Nevertheless, they incur computational
slowdowns ranging from 100x to 1000%, rendering them
virtually unusable for iterative, ad-hoc distributed querying
across hundreds of gigabytes in Spark. 2) Brittleness of Static
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Rules and Dictionaries: Traditional rule-based data masking
relies on hardcoded column name lookups and static regular
expressions. These systems invariably collapse in production
due to naming drift, casing variations (e.g., Cust Name,
applicant name, PrimaryHolder), abbreviations, and schema
refactoring. 3) Vulnerability of Pure Machine Learning
(Train/Serve Skew): While machine-learning-based PII
classifiers offer semantic generalization across unseen
schemas [8], purely probabilistic models are susceptible to
train/serve distribution shifts [9], [10]. If an unconstrained
classifier fails to recognize a delimiter-hyphenated card
number format or misclassifies an essential categorical
feature (e.g., transforming loan status into uninterpretable
pseudonyms), the result is either severe regulatory non
compliance or catastrophic loss of analytical utility.

To circumvent these limitations, this paper introduces an
end to-end, cloud-native architecture combining an Adaptive
Hybrid Machine-Learning and Rule-Guarded Privacy Engine
with distributed PySpark analytics. Rather than viewing
machine learning and deterministic rules as competing
paradigms, our architecture establishes a complementary
hierarchy: machine learning provides generalization over
heterogeneous column metadata and raw data samples, while
deterministic safety net guardrails enforce non-negotiable
invariant boundaries.

A. Key Contributions

The primary contributions of this work are summarized as

follows:

. A 25-Dimensional Hybrid Feature Extraction
Pipeline: We formulate a lightweight, multi-modal
feature vector x € R?> that jointly encodes
structural column characteristics, domain-specific
lexical keywords, statistical sample properties, and
strict regular expression signatures.

. Hierarchical Multi-Stage XGBoost Classification:
We train three gradient-boosted decision tree
models for: (i) binary PII discovery, (ii) five-tier
sensitivity grading (Critical, High, Medium, Low,
Safe), and (iii) six-strategy ~ contextual
transformation selection (Keep, Hash, Tokenize,
Pseudonymize, Bucketize, Generalize).

. A Deterministic Dual-Tier Guardrail Mechanism:
We formalize the FORCE-PROTECT and FORCE-KEEP
guardrail layer. We demonstrate how this hybrid
paradigm  successfully  resolves  real-world
train/serve distribution shifts where pure ML models
misclassify  hyphenated card numbers and
categorical status fields.

. Cloud-Native Distributed PySpark Integration: We
engineer a secure pipeline connecting local compute
engines to AWS S3 via the S3A protocol (s3a://),
performing distributed descriptive summarization,
fraud detection with 2FA cross-tabulation, credit
risk analysis, and multi-tier customer segmentation
without exposing raw PII to the execution graph.

. Comprehensive Empirical Validation: We validate
the system on a 100,000-record financial dataset
with 57 attributes, demonstrating 100% mitigation
of direct and quasi-identifiers, negligible loss of
downstream analytical fidelity, and high distributed
batch execution throughput.

The remainder of this paper is organized as follows:

Section II reviews related work. Section III formalizes the
threat model and overarching system architecture. Section IV
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presents the mathematical formulation of the adaptive
privacy engine and transformation primitives. Section V
details the cloud storage and distributed Spark analytics
pipeline. Section VI provides extensive empirical evaluations
and case studies. Section VII discusses production readiness
and regulatory alignment, and Section VIII concludes the

paper.
II. RELATED WORK

A. Privacy-Preserving Data Publishing (PPDP)

Foundational literature in data anonymization focuses on
syntactic privacy paradigms. Sweeney introduced k-
anonymity [11], which guarantees that each release of data
contains at least k individuals possessing identical quasi-
identifier profiles. ~Machanavajjhala et al. addressed
homogeneity and background knowledge attacks by
establishing #-diversity [12], while Li et al. proposed t-
closeness [13] to constrain the distance between the
distribution of sensitive attributes in an equivalence class and
the global distribution. To eliminate reliance on adversary
background assumptions, Dwork introduced Differential
Privacy (DP) [14], [15], providing algorithmic bounds on
identification risk via controlled perturbation (e.g., Laplace
or Gaussian noise mechanisms) [16]. While mathematically
rigorous, applying strict DP noise to high-cardinality multi
table joins frequently degrades analytical accuracy in
financial compliance environments.

B. Cryptographic and Cloud Enclave Approaches

Cryptographic protocols enable query evaluation over
encrypted ciphertext. Popa et al. developed CryptDB [17],
employing layered onion encryption (e.g., deterministic,
order preserving, and randomized) over relational databases.
Fully Homomorphic Encryption (FHE), pioneered by Gentry
[6], permits arbitrary polynomial evaluations on encrypted
data without decryption. Similarly, Secure Multi-Party
Computation (SMPC) [7], [18] distributes data across non-
colluding nodes. Despite these theoretical advances, the
computational  complexity of evaluating relational
aggregations, string tokenizations, and group-by operators
via FHE scales poorly, requiring seconds or minutes per
record [19]. Our work adopts an alternative engineering
philosophy: executing sanitization upfront using high-
performance local vectorized transforms before uploading
protected datasets to cloud storage.

C. Automated PII Discovery and Named Entity Recognition

Recent industrial initiatives leverage machine learning
and Named Entity Recognition (NER) to automate data
discovery across enterprise lakes. Microsoft Presidio [8]
utilizes rule-based recognizers alongside contextual NLP
models (spaCy/Transformers) to detect entities in
unstructured text. However, applying computationally heavy
recurrent or transformer architectures to millions of
structured relational database columns introduces excessive
latency. Gradient-boosted decision trees, particularly
XGBoost [20], offer exceptional inference speed, memory
efficiency, and tabular classification accuracy. Nonetheless,
prior implementations have largely overlooked the problem
of train/serve distribution shifts [10] in production schemas,
where syntactic formatting differences cause pure ML
classifiers to misidentify critical identifiers.
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D. Distributed Analytics on Sanitized Data

Apache Spark has emerged as the de facto standard for
distributed in-memory analytics over big data [2], [21]. Prior
literature has investigated privacy-aware data processing
frameworks, such as Airavat and G-Rin, which integrate
access control and DP mechanisms into MapReduce/Spark
runtimes. However, existing cloud frameworks typically
assume that compute clusters operate in entirely trusted
boundaries or rely on static ingestion schemas. Our
framework decouples PII transformation from the analytical
cluster by performing adaptive, hybrid sanitization prior to
cloud upload, ensuring that distributed Spark workers interact
solely with non-sensitive tokens, generalized hierarchies, and
preserved business attributes.

III. THREAT MODEL AND ARCHITECTURAL BLUEPRINT

A. Threat Model and Assumptions

We consider an enterprise banking environment where
internal transactional data is dispatched to an external public
cloud infrastructure (e.g., AWS S3 and cloud-hosted Apache
Spark nodes) for business analytics. We define our
adversarial threat model under standard operational
assumptions:

1) Honest-but-Curious Cloud Infrastructure: The cloud
storage provider (AWS) and the intermediate network
operators are assumed to follow protocol specifications
faithfully but may inspect persisted datasets, disk snapshots,
and unencrypted object streams in an attempt to reconstruct
sensitive consumer profiles.

2) Untrusted or Compromised Compute Nodes: Worker
instances inside the distributed Apache Spark cluster may
experience memory dumps, side-channel leakage, or access
by third-party analytics contractors who lack security
clearance to view raw PII.

3) External Linkage Adversaries: Malicious external
entities may gain unauthorized access to analytical
summaries, reports, or data exports. These adversaries
possess auxiliary external datasets (e.g., voter registries,
public credit records) and attempt record linkage attacks [22]
to re-identify individuals.

4) Trusted On-Premises Pre-Processing Boundary: The
initial data ingestion, feature extraction, adaptive
classification, and transformation execution occur within a
secure, trusted perimeter (e.g., a bank’s on-premises gateway
or hardened VPC) prior to external cloud transmission.

B. Architectural Blueprint

The end-to-end architecture is illustrated in Fig. 1. The
pipeline operates across four decoupled functional layers:

1) Data Ingestion & Feature Extraction Layer:
Unprocessed banking tables are parsed. For each column
attribute C;, the engine extracts structural properties of the
identifier name alongside value-level heuristics from sample
data entries v € C;.

2) Adaptive Privacy Engine Layer: The 25-dimensional
feature representation is evaluated across three trained
XGBoost classifiers. The predicted transformation strategy is
then intercepted by deterministic safety-net rules to resolve
edge cases and train/serve skew.

High-Level Data Flow Pipeline:

1.  Raw Financial Dataset (57 Attributes, PII & Non-

PI) U
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2. Feature Extraction Engine (25-D Feature Vector X)

U

Adaptive XGBoost Ensemble (fpr1, feens> fitrat) U

4.  Deterministic ~ Guardrails (FORCE-PROTECT &
FORCE-KEEP) U

5. Contextual Masking (Tokenize, Hash, Generalize,
etc.) 4

6. AWS S3 Storage (s3a:/ Secure Encrypted Bucket)
U

7.  Distributed Apache Spark Cluster (In-Memory
Processing) U

8. Analytics & Streamlit Dashboard (Descriptive,
Fraud, Credit, Seg.)

Fig. 1. End-to-end architectural workflow of the adaptive privacy-preserving
big data analytics framework.

3) Cloud Object Storage Layer: The sanitized dataset
Dprotectea 18 serialized and transmitted via secure TLS
endpoints to AWS S3 using the boto3 SDK.

4) Distributed Analytics Layer: An Apache Spark cluster
initializes an S3A filesystem connector, reads Dpgected
directly from S3, partitions the workload across worker
executors, and computes parallel aggregations for business
reporting.

W

IV. THE ADAPTIVE PRIVACY ENGINE

The core contribution of this framework is the Adaptive
Privacy Engine, designed to automate PII discovery and
sanitization without sacrificing operational safety.

A. Multi-Modal Feature Engineering

To classify enterprise schemas without requiring manual
tagging, we construct a 25-dimensional numeric feature
vector X = [Xuet Xkeys Xsampler Xregex| € R?® for each schema
column C:

1) Structural Features (Xqm € R®): Encodes syntactic
properties of the column header string:

Xtruet = [Leoty Weots IJ I, Isp' (1)
Idig' Iupper' Ilower' Ititle]
where L., denotes string length, W, denotes token count
after delimiter splitting, and Iy € {0,1} are binary indicators
indicating the presence of underscores, hyphens, spaces,
numeric digits, uppercase, lowercase, or title-case formatting.
2) Domain-Specific Keyword Features (X, € R3):
Captures lexical semantic roots commonly present in

financial database naming conventions. For each keyword set
K, the indicator is defined as:

Xieym = 1AW € Kpy: 2)
w C lowercase(C))

The 13 monitored keyword classes include: name, email,
phone, mobile, address, pan, aadhaar, passport, account, card,
salary, age, and dob.

3) Sample-Level Heuristics (Xgampie € R*): Evaluates the
physical data values residing within column C:

[Lvali Inumeric' (3)
I

alnum ]

Xsample

I alpha’

. Website: https://ijcope.org/

where L,, represents the length of a non-null sample
string, and the remaining indicators test whether the sample
consists purely of digits, alphabetic characters, or
alphanumeric tokens.

4) Regular Expression Features (Xiegex € R®): Applies
deterministic pattern evaluators against the sample string:
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Xregexk = H(RegexMatch(Rk, v)) )

where patterns R validate RFC 5322 email syntax, 10-
digit Indian mobile numbers ([6-9]\ d’), 10-character
alphanumeric Permanent Account Numbers (PAN: [A-Z]° \
d*[A-Z]), 12-digit Indian Aadhaar identifiers (\ d'?), and
Indian passport numbers ([A-Z] \ d”).

B. Hierarchical XGBoost Classifier Ensemble

Using the extracted feature representation X, the system
evaluates a hierarchy of three gradient-boosted decision tree
models [20]:

1) PII Classifier (fpy): Binary classification model
mapping X — {PII, Non-PII}.

2) Sensitivity Classifier (fins): Multi-class model
evaluating risk severity: x = {Critical, High, Medium, Low,
Safe}.

3) Strategy Selector (fiy,): Multi-class model predicting
the optimal sanitization primitive: X — {Keep, Hash,
Tokenize, Pseudonymize, Bucketize, Generalize}. Each
classifier optimizes the regularized tree ensemble objective:

L©) =) 209D

S0
t=1

where ¢ denotes either the binary cross-entropy loss or
multi-class softmax loss, and Q(f;) =T, +§,12T

1,2

j=1Wj
penalizes tree leaf complexity T; and leaf weights w; to
prevent overfitting on synthetic noise variations.

)

C. The Deterministic Safety-Net Guardrail Mechanism

A critical vulnerability of machine learning in regulated
data engineering is train/serve skew [9]. If an enterprise table
introduces an unforeseen format—such as card numbers
formatted with dashes (4532-XXXX-XXXX-1234) when the
training distribution utilized contiguous digits—the regex
indicators evaluate to zero, and the model may erroneously
classify the field as safe to Keep. Conversely, a high-
cardinality categorical business feature such as loan_status
might be misclassified as a name or identifier and
pseudonymized, destroying its analytical utility.

To ecliminate this vulnerability, we institute a
deterministic safety-net guardrail layer operating directly
upon the model output § = f{;,(X). Let Syt represent the
set of mission critical PII column descriptors that must never
remain plaintext, and let Sy, represent the set of known
business analytics fields whose categorical fidelity must
remain unaltered. The final transformation strategy s* is
governed by Algorithm 1.

Algorithm 1 Hybrid Classification and Guardrail
Resolution

Require: Column identifier C, Sample value v € C
Require: Trained classifiers {fpr1, foenss fstrat}
Require: Guardrail dictionaries Syrotect> Skeep

Ensure: Final transformation strategy s”, Override flag Y

1: X < BuildFeatures(C, v)

2: Ven < fen(X)

3 ySel’lS « f;ens (X)

4: § « fora(X)

5: Cetean < lowercase(trim(C))
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6: if Cojean € keys(Spmtcct) then

7 5"« Sprotect| Celean] {Default: Tokenize}
8: Y « true

9: else if C jcan € Skeep then

10: s" « “Keep”

11: P « true

12:  else

13: st <8

14: P « false

15:  endif

16:  return (S*,ll))

D. Context-Preserving Transformation Primitives

The engine executes six specialized transformation
operators T(D, C, s*):

1) Keep (x): The identity operator x(v) = v, applied to
non-sensitive numerical and categorical fields necessary for
analytical modeling.

2) Cryptographic Hashing (x): Applies the cryptographic
SHA-256 hash function:

x(v) = SHA-256(v)

5 (6)
= hexdigest z h (m;)
i=1

producing an irreversible, collision-resistant 64-character
hexadecimal digest, applied to contact points such as email
addresses.

3) Format-Preserving Tokenization (7): Replaces direct
identifiers with stateful, sequential tokens:

7(v) = “TOKEN_” || pad(k), (7)
k eN

using an internal hash mapping M: v ~ t(v) to preserve
cross-table referential join integrity during a session.

4) Pseudonymization (p): Substitutes personal identifiers
with synthetic customer labels:

p(v) = “USER _” || pad6(m), (8)
meN

applied to customer full names, employer names, and
device identifiers.

5) Equivalence-Class Bucketization (f): Transforms
continuous quantitative variables into discrete ordinal
intervals:

B(v; B) = By 9)
SV E [bk—l! bk)

For instance, continuous age values are partitioned into
B,ee = {Child, Young Adult, Adult, Middle Age, Senior},
suppressing granular quasi-identifiers while maintaining
demographic distribution profiles.

6) Hierarchical Generalization (y): Coarsens spatio-
temporal identifiers along taxonomy trees:

Yaae(Y-M-D) =Y, (10)
¥Yadar (Street,City,State) = City,State

eliminating house numbers and birth days while retaining
geographic and cohort aggregation fidelity.
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V. CLoUD INTEGRAZIIEI)LVL?KI\TI?C]S)ISTRIBUTED SPARK Cohortp,emiuy = {i | Income; > (16)
A Savings, = f}
A. Secure Cloud Storage Layer where thresholds are parameterized (e.g., @ = INR

Following the sanitization phase, the protected dataset
Dprotected 18 serialized to CSV format and dispatched to AWS
S3. Communication with the S3 object store is mediated by
the boto3 client over TLS 1.3 endpoints. By transmitting
exclusively sanitized data to cloud storage, the architecture
enforces an air-gap between raw enterprise PII and cloud
infrastructure, inherently fulfilling GDPR Article 32
mandates for technical and organizational privacy safeguards.

B. Distributed Spark Analytics Architecture

Downstream analytical workloads are distributed over
Apache Spark using PySpark [2]. Spark connects directly to
AWS S3 using the high-performance Hadoop S3A connector
(org.apache.hadoop.fs.s3a.S3AFileSystem):

URI = s3a:// || bucket name (11)
I /protected dataset.csv

Execution occurs across four specialized analytical
modules:

1) Module 1: Descriptive Statistics and Distribution
Profiling: Computes distributed moments (mean, standard
deviation, min, max, percentiles) over protected balances,
credit limits, and expenditure metrics, alongside frequency
histograms for categorical attributes (account types, card
networks, KYC statuses):

N

R 1

Hy zﬁzyi'
i=1

N
1
67 = N—1 1Z(Yz — fy)?
i=

(12)

2) Module 2: Fraud Analytics and Security Posture
Correlation:  Computes conditional empirical  fraud
probabilities conditioned on banking channels, card
networks, and authentication protocols:

P(Fraud | Channel = ¢)
YL I(Fi=1AC =c) (13)

LG =0

P(Fraud | 2FA = a)
L IFE=104=0) (14
ILiIi=a

where F; € {0,1} denotes the ground-truth fraud indicator
and A; € {true, false} indicates multi-factor authentication
enforcement.

3) Module 3: Credit Risk and Loan Default Analytics:
Evaluates credit risk distributions across loan portfolios. The
module measures overall default rates and computes bivariate

risk matrices between credit evaluation bureaus (CIBIL score
distributions) and borrower KYC verification statuses:

Default Rate
_ 2L, 1(S; € {Default,Defaulted}) (15)

N total borrowers

x 100

4) Module 4: Multi-Dimensional Customer Segmentation:
Applies multi-attribute binning to isolate high-value business
cohorts. Specifically, the module extracts High-Net-Worth
(HNW) premium customers via joint predicate evaluation:

© 2026 The . Published by
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C. Executive Dashboard and Interface

Analytical outputs, KPIs, and generated Matplotlib visual
artifacts are consolidated into an interactive executive web
dashboard implemented in Streamlit. Business decision-
makers inspect executive summaries, review protected
dataset head views, and monitor compliance metrics without
ever accessing raw customer PII.

VI. EXPERIMENTAL EVALUATION

A. Experimental Setup and Dataset Characterization

The framework was evaluated on a comprehensive, high
cardinality synthetic banking dataset comprising N = 100,000
records structured across M = 57 diverse attributes. The
dataset synthesizes real-world enterprise banking schemas,
encompassing:

. Direct Identifiers (19 Attributes): Customer full
names, PAN cards, 12-digit Aadhaar numbers, email
addresses, 10-digit mobile numbers, bank account
numbers, 16-digit debit/credit card numbers, ATM
PIN hashes, IP addresses, passport identifiers.

. Quasi-Identifiers (6 Attributes): Date of birth,
chronological age, detailed residential street
addresses, city, state, postal PIN codes.

. Analytical & Financial Targets (32 Attributes):
Account types, savings balances, available limits,
monthly incomes, loan statuses, loan amounts, EMI
values, CIBIL scores, card networks, KYC statuses,
transaction channels, and binary fraud indicators.

Model training was conducted using an 80/20 stratified
train-test split over noise-augmented synthetic feature
samples generated via Faker (en_IN) and stochastic string
perturbers  (incorporating  snake case, kebab-case,
abbreviations, and case alternations).

TABLE I. PERFORMANCE OF XGBOOST CLASSIFIER HIERARCHY

ON TEST SET
Model Target Accuracy Precision Recall F1-Score
PII Detection (fPll) 0.9942 0.9944 0.9942 0.9942
Sensitivity Tier 0.9885 0.9891 0.9885 0.9886
(fsens)
Strategy Selection 0.9827 0.9834 0.9827 0.9828
fstrat)

. Website: https://ijcope.org/

B. Classifier Performance Metrics

Table I presents the classification performance across the
three gradient-boosted decision tree models. The models
exhibit near-perfect accuracy (> 98%) on synthetic test
distributions. However, as evaluated below, high cross-
validation metrics on synthetic data do not preclude
catastrophic failures when encountering production-style
distribution shifts.

C. Train/Serve Skew Analysis and Guardrail Efficacy

To rigorously evaluate system robustness, we subjected
the trained classifier hierarchy to the full 57-column
production dataset without manual intervention. Out of 57
schema columns, the pure machine learning model produced
incorrect strategy predictions on 2 critical columns,
representing an initial schema error rate of 3.51%:

As detailed in Table II:
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1) Failure on card_number: The synthetic training
generator emitted 16-digit contiguous integer strings
(4556737586899855), where the sample is numeric
indicator evaluated to 1. In contrast, the production banking
dataset utilized standard hyphenated blocks (6521-8637-
9402-6540). This caused sample is_numeric to drop to O,
which misled the decision tree into predicting Keep. Under
pure ML, 100,000 credit card numbers would have been
exposed in plaintext.

2) Failure on loan_status: The classification model
mapped the categorical status field to Pseudonymize. Had

this strategy executed, all values (Active, Defaulted, Under
Review) would have been replaced with unique user IDs
(USER_000001, USER_000002), corrupting all downstream
credit default rate aggregations.

With the activation of our deterministic guardrail layer,
FORCE-PROTECT intercepted card number and atm_pin_hash,

enforcing Tokenize, while FORCE-KEEP intercepted
loan_status, enforcing Keep. Consequently, the hybrid
framework achieved 100% PII protection and 100%
analytical utility retention.

TABLE II. EMPIRICAL ANALYSIS OF TRAIN/SERVE SKEW AND GUARDRAIL RESOLUTION ACROSS SENSITIVE ATTRIBUTES

Predicted True Required .
Column Identifier | Raw Sample Format Strategy Action Failure Mode Guardrail Resolution (S )
card_number 6521-8637-9402-6540 Keep Tokenize PII Exposure (Catastrophic) FORCE-PROTECT — Tokenize
atm pin_hash 7ffc04e52e2e7ch. .. Keep Tokenize Credential Exposure FORCE-PROTECT — Tokenize
loan_status Active / Defaulted Pseudonymize Keep Utility Destruction FORCE-KEEP — Keep
pan_number NOGMB96001J Tokenize Tokenize Correct Classification Preserved — Tokenize
email onikannan@example.com Hash Hash Correct Classification Preserved — Hash

D. Privacy Preservation vs. Analytical Utility Fidelity

over: (i) the raw, unmasked dataset, and (ii) the protected
dataset produced by our pipeline. Table III demonstrates the

To de.mongtrate that our privacy engine does not dlstf)rt comparative ~ KPI  results across both  corpora.
business intelligence, we executed parallel PySpark analytics
TABLE III. DOWNSTREAM ANALYTICAL FIDELITY: RAW VS. PROTECTED DATASET

Analytical Metric Raw Data Protected Data Error (A)
Total Record Count (N ) 100,000 100,000 0.0%
Average Monthly Income $82,419.50 $82,419.50 0.0%
Average Savings Balance $2,491,830.12 $2,491,830.12 0.0%
Average Loan Amount $2,524,110.84 $2,524,110.84 0.0%
Overall Fraud Rate 2.80% 2.80% 0.0%
Overall Loan Default Rate 19.40% 19.40% 0.0%
Premium HNW Customers 14,218 14,218 0.0%
PII Leakage Rate 100.0% 0.0% -100.0%

The empirical results confirm that zero distortion was
introduced into numerical and categorical business indicators
(4 = 0.0%), while direct identifiers were completely
eliminated from the analytical storage layer.

E. Computational Overhead and Scalability

We measured the wall-clock execution time of each
architectural stage processing the 100,000-record dataset on a
commodity workstation (8-core Intel i7, 16GB RAM):

. Feature Extraction & Ensemble Classification: 0.84

seconds total (14.7 ms per column).

. Vectorized In-Memory Transformation: 4.12
seconds for 5.7 x 10° individual data cells (1.38 x
10° cells/sec).

. AWS S3 Upload (58.9 MB CSV over TLS): 3.45
seconds.

. Distributed PySpark Analytical Pipeline: 8.21
seconds (reading from S3 via S3A, caching
DataFrames, and evaluating all 4 analytical suites).

The entire end-to-end pipeline completed in under 17
seconds, proving its feasibility for high-throughput batch
environments.

VII. DISCUSSION AND PRODUCTION CONSIDERATIONS

A. Token Vault Persistence and Referential Integrity

In our experimental prototype, tokenization mappings
(M:v » 7(v)) are maintained in volatile memory during
pipeline execution. In a production multi-node cloud
deployment, referential integrity across asynchronous batch
runs requires a persisted, high-throughput token vault. This
can be realized using distributed key-value databases (e.g.,
Amazon DynamoDB or Redis) protected by Hardware
Security Modules (HSMs) and KMS envelope encryption.

© 2026 The . Published by

. Website: https://ijcope.org/

B. Regulatory Compliance Mapping

Our hybrid framework aligns

requirements:

. GDPR Article 32 (Security of Processing):
Mandates pseudonymization and encryption of
personal data. Our engine achieves this via SHA-
256 email hashing and format-preserving customer
pseudonymization.

. India DPDP Act 2023 (Section 8): Obligates data
fiduciaries to adopt reasonable security safeguards
to prevent personal data breaches. By decoupling
PII prior to cloud upload, data exposure surface area
is reduced to zero.

. RBI CoFT Directives: Specifically forbids retaining
raw payment card numbers and CVVs. Our FORCE-
PROTECT guardrail guarantees that card attributes
are tokenized into non-reversible surrogates.

directly with statutory

VIII. CONCLUSION AND FUTURE WORK

In this paper, we introduced an end-to-end, cloud-native
privacy-preserving big data analytics framework designed for
modern banking infrastructure. By coupling an adaptive 25-
dimensional XGBoost classification ensemble with
deterministic safety-net guardrails (FORCE-PROTECT and
FORCE-KEEP), our system resolves the critical challenge of
train/serve  distribution  shifts in automated schema
governance. The architecture integrates seamlessly with
AWS S3 and Apache Spark, allowing distributed descriptive,
fraud, credit risk, and customer segmentation analytics to
execute without exposing raw PII to worker nodes. Validated
on a 100,000-record benchmark, the framework achieves
100% PII sanitization, maintains exact statistical utility
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across downstream queries, and scales
distributed environments.

Future research directions include: (i) extending the
transformation engine to real-time streaming architectures
using Apache Kafka and Spark Structured Streaming, (ii)
integrating formal (€, §)-differential privacy bounds into the
continuous bucketization primitives, and (iii) containerizing
distributed worker pools under Kubernetes with automated
IAM role-based secret rotations.

efficiently in
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