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Abstract—The proliferation of smart IoT devices with always-

on microphones creates significant privacy vulnerabilities 

through unauthorized audio recording. This project presents an 

"Acoustic Interference System for Audio Privacy Protection" 

that prevents eavesdropping by leveraging the inherent 

hardware nonlinearity of commercial off-the-shelf (COTS) 

microphones. The system utilizes an array of ultrasonic 

transducers to emit near-ultrasonic waves (20–40 kHz) that are 

inaudible to human ears. 

Upon reaching a target microphone, these signals undergo 

self-demodulation at the diaphragm, generating a low-

frequency "shadow signal" within the audible spectrum. This 

induced noise effectively masks legitimate speech, rendering 

recordings unintelligible to human eavesdroppers and 

automatic speech recognition engines. By targeting the physical 

layer of the recording hardware, the system provides a robust 

defense that cannot be easily bypassed by software filters. 

Experimental evaluations demonstrate that the system 

successfully disrupts unauthorized recordings while 

maintaining a quiet user environment 

Keywords — IoT, Eavesdropping, nonlinearity, Ultrasonic 

Transducers, Self-demodulation, Shadow signal. 

I. INTRODUCTION 
The rapid proliferation of microphone-equipped smart 

devices, including voice assistants like Amazon Alexa and 

Google Home, smartphones, and wearable electronics, has 

revolutionized human-machine interaction. However, this 

ubiquity introduces significant privacy risks, as these 

"always-on" microphones can be exploited for unauthorized 

eavesdropping and secret recordings without user consent. 

Reports of devices recording private conversations without 

the required wake word have sparked global concern,  

 

 

highlighting the urgent need for robust physical-layer 

defenses. Traditional audio privacy methods often fall short of 

modern requirements, as physical mute buttons compromise 

the convenience of hands-free interaction, and audible 

jamming disrupts normal human communication. To address 

these limitations, recent engineering research leverages the 

inherent hardware nonlinearity found in commercial off-the-

shelf (COTS) microphones. Although microphones are 

designed as linear systems, the physical properties of their 

diaphragms and pre-amplifiers are imperfect, causing them to 

exhibit nonlinear behavior when exposed to high-frequency 

signals. By emitting near-ultrasonic waves, typically between 

16 kHz and 40 kHz, an interference system can exploit this 

nonlinearity to generate a low-frequency "shadow signal" 

within the audible band of the microphone's circuit. This 

shadow signal, while completely inaudible to human ears, is 

captured by the recording device as a loud masking noise that 

renders recorded speech unintelligible 

Advanced acoustic interference systems have evolved from 

simple energetic masking to sophisticated strategies like 

informational masking. While energetic masking relies 

solely on the power ratio of noise to speech, informational 

masking utilizes phoneme-based noise that mimics the 

linguistic structure of human speech. This technique is 

particularly effective against automatic speech recognition 

(ASR) engines and human eavesdroppers, as it prevents 

denoising algorithms from easily separating the noise from 

the target signal. Furthermore, some systems implement 

selective jamming, which employs a phoneme-level 

detection pipeline using Recurrent Neural Networks (RNN) 

and Hidden Markov Models (HMM) to identify wake words. 

Once the onset of a legitimate command is detected, the 

system suspends jamming with negligible latency (typically 

under 60 ms), allowing the device to remain responsive 

while unintended speech remains obfuscated. 
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The implementation of these systems requires overcoming 

the directional constraints of ultrasound, which propagates 

in a straight line. Engineers have addressed this by 

developing ultrasonic transducer arrays arranged in ring-

layouts, dome-shaped structures, or hexagonal 

configurations to achieve omnidirectional protection. 

Additionally, the use of curved reflection layers—such as 

iron woks or parabolic shields—effectively scatters 

ultrasonic waves to enlarge the protected area. Other designs 

focus on gain suppression, emitting high-volume signals 

that force a microphone to reach its Acoustic Overload 

Point (AOP), causing the signal to clip and lose its semantic 

features. 

Finally, the hardware for these systems is often built using 

low-cost microcontrollers, such as the STM32 or 

Raspberry Pi, making them suitable for portable or 

wearable form factors. System performance is typically 

evaluated using metrics such as Perceptual Evaluation of 

Speech Quality (PESQ), Word Error Rate (WER), and 

Speech Recognition Vocabulary Accuracy (SRVA). 

These engineering efforts collectively provide a robust and 

non-intrusive physical-layer solution for safeguarding audio 

privacy in an increasingly connected world 

 

 

II. RELATED WORK 

 

The research begins with InfoMasker, which addresses the 

limitation of traditional energetic masking by introducing 

informational masking. It utilizes phoneme-based noise 

that mimics the linguistic structure of human speech, 

making it robust against denoising algorithms and reducing 

automatic speech recognition (ASR) accuracy to below 

50%. To address the physical limitations of jamming 

coverage, JamSys proposes a coverage optimization scheme 

using multiple ultrasonic arrays. It utilizes the Modified 

Harmony Search Algorithm (MHSA) to determine the 

optimal location and number of arrays to maximize the 

jammed area in a given room. 

A significant evolution in the field is the Patronus system, 

which introduces selective unscrambling. While it blocks 

unauthorized devices using ultrasonic-induced "scrambles," 

it allows authorized devices to record clearly by delivering a 

"secret key" (frequency sequence) that permits noise 

cancellation via NLMS adaptive filters.Building on the 

phoneme-based approach, subsequent work develops a 

proactive anti-eavesdropping system with controlled 

recording privilege, using transformer-based models to 

recover speech for legitimate users while maintaining high-

interference noise for others. 

The vulnerability of modern voice-activated systems is 

further explored in research on near-ultrasonic 

interference. This study demonstrates that signals in the 16 

kHz to 22 kHz range can exploit the inherent properties of 

MEMS microphones to disrupt ASR algorithms effectively 

across various distances and phoneme structures. MicShield 

optimizes this interference for smart assistants by proposing 

selective jamming. It uses a phoneme-level detection 

pipeline to identify the onset of wake words (e.g., "Alexa"), 

suspending jamming momentarily to allow commands while 

continuously obfuscating unintended private speech. 

Innovative hardware designs have also emerged, such as 

MicFrozen, which moves beyond simple noise injection to 

active signal cancellation. By injecting an anti-speech 

signal that is the inverse of the speaker's voice, it effectively 

neutralizes the audio at the adversary's microphone without 

affecting the user's local environment. Practical 

implementation using low-cost microcontrollers is 

demonstrated by a system based on the STM32F103, which 

utilizes a modular design and an ultrasonic transducer array 

arranged in a spherical configuration to create a conical 

directional sound field for privacy protection. 

To overcome the directional constraints of ultrasound, 

researchers developed a dome-shaped ultrasonic jammer. 

This prototype uses 67 transducers arranged on a curved 

surface to mitigate the directivity of traditional flat 

parametric speakers, significantly extending the range and 

angle of interference. Other specialized research, such as 

DARE-GP, focuses on protecting privacy against Speech 

Emotion Recognition (SER). It uses genetic programming 

to generate Emotion Obfuscating Noises (EONs) that 

perturb spectral features used for emotion detection while 

preserving the intelligibility of the speech transcript. 

Recent advancements also include representation learning 

for audio privacy, which integrates source separation and 

robust adversarial learning to filter privacy-sensitive speech 

data while maintaining the performance of non-speech event 

detection. The Ultrajam system focuses on adaptivity, 

utilizing a Differential Gain Control (DGC) mechanism to 

adjust the power of jamming signals across different 

bandwidths based on frequency response and acoustic 

attenuation. 

Finally, the portability of these systems is addressed through 

wearable microphone jamming. This research presents a 

bracelet-like device that uses a ring layout of transducers and 

natural hand gestures to eliminate "blind spots" in jamming 

coverage. Complementing these portable solutions, 

UltraArray utilizes acoustic parametric array theory and 

double sideband (DSB) modulation to achieve long-distance 

jamming, reaching effectiveness at ranges of over 5 meters 

for most commercial smartphones 

. 

 

III. PROPOSED METHODOLOGY 
 

 

Fig 1: Flowchart of Acoustic Interference System for Audio 

Privacy Protection. 
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The operational methodology of the proposed acoustic 
interference system follows a strictly defined, linear 
workflow, transitioning from digital signal synthesis to 
physical acoustic disruption. The flowchart illustrates the 
step-by-step execution required to successfully establish a 
localized privacy zone and neutralize unauthorized 
recording devices. 

The workflow initiates with the primary signal generation 
phase. At the core of this operation is the ESP32 
microcontroller setup. Upon system activation, the ESP32 
utilizes its highly precise internal hardware timers to 
synthesize a continuous 25 kHz Pulse Width Modulation 
(PWM) signal. This specific frequency is strategically 
selected because it operates entirely within the ultrasonic 
spectrum, rendering the primary carrier wave completely 
inaudible to human bystanders, thereby fulfilling the 
requirement for a non-disruptive privacy solution. 

Once the digital carrier signal is generated, the workflow 
progresses to the amplification and emission phase. Because 
the microcontroller cannot output sufficient current to drive 
physical speakers, the signal is routed through a dedicated 
power amplifier stage. This amplifier is physically 
connected to a dense array of 20 ultrasonic piezoelectric 
transducers. The amplifier forces high-current electrical 
pulses into the transducer array, triggering rapid electro-
mechanical oscillation. As a result, the array generates a 
highly directional, high-intensity ultrasonic sound wave that 
propagates through the air toward the target microphone. 
The utilization of a 20-transducer grid ensures that the 
acoustic emission is uniform, eliminating spatial blind spots 
within the targeted privacy zone. 

 

IV CONCLUSION 

The The development of the "Acoustic Interference System 

for Audio Privacy Protection" successfully addresses the 

critical privacy vulnerabilities introduced by always-on 

microphones in smart IoT devices,. By exploiting the 

inherent hardware nonlinearity found in commercial 

microphones, the system utilizes an array of ultrasonic 

transducers to emit inaudible signals that generate audible 

"shadow signals" within the recording circuitry, effectively 

masking legitimate speech, 

Throughout this research, we have progressed from 

traditional energetic masking to implementing sophisticated 

techniques such as informational masking and active signal 

cancellation, which ensure robustness against modern 

denoising and signal recovery attacks. Hardware innovations, 

specifically the deployment of spherical and dome-shaped 

transducer arrays, have successfully overcome the 

directional constraints of high-frequency waves to provide 

broad protection coverage. Furthermore, the integration of 

selective jamming allows for continuous privacy while 

maintaining the responsiveness of voice-activated assistants 

to legitimate commands. Experimental evaluations across 

diverse environments confirm that these systems significantly 

reduce speech intelligibility for unauthorized recorders while 

remaining imperceptible to humans,,. Ultimately, this project 

establishes a portable and reliable physical-layer defense for 

safeguarding private conversations in an increasingly 

connected world. 

The critical phase of the methodology occurs when the 
acoustic energy reaches the eavesdropping device. The 
workflow illustrates that as the directional ultrasonic waves 
physically strike and interact with the target microphone's 
internal components—specifically the diaphragm and the 
analog pre-amplifier—the system exploits a fundamental 
hardware flaw. Modern Micro-Electro-Mechanical Systems 
(MEMS) microphones are inherently non-linear at extreme, 
high-frequency sound pressure levels. Instead of simply 
ignoring the inaudible 25 kHz sound, the hardware is 
overwhelmed and inadvertently acts as an acoustic 
demodulator. 

In the final stage of the workflow, this exploitation of 
hardware non-linearity yields the desired destructive result. 
The target's pre-amplifier circuit physically strips away the 
high-frequency carrier wave, forcing the hidden, low-
frequency acoustic energy down into the baseband (the 
audible human hearing spectrum). Consequently, the 
targeted smartphone or recording device generates massive, 
overwhelming baseband jamming signals internally. This 
localized noise permanently buries any human speech 
present in the room, causing total recording corruption and 
successfully safeguarding the user's acoustic privacy. 
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