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Abstract

Electrical Discharge Machining (EDM) is an indis-pensable
non-contact electro-thermal subtractive man-ufacturing
process deployed for micro-scale shaping of extreme-hardness,
high-strength aerospace and biomed-ical alloys. In the
Industry 4.0 paradigm, integrat-ing Internet-of-Things
(IoT) sensing clusters—spanning microsecond-sampled spark
gap voltages, discharge cur-rents, high-frequency acoustic
emissions, and dielectric fluid dynamics—enables predictive
maintenance, closed-loop gap impedance regulation, and
workpiece  qual-ity verification. However, streaming
sensitive teleme-try across cyber-physical edge networks
exposes ma-chining workcells to severe attack vectors,
including telemetry spoofing, unauthorized tool retraction manip-
ulation, proprietary alloy recipe extraction, and mali-cious
servo feed tampering. Securing this infrastruc-ture requires
cryptographic integrity and  confidential-ity = under
unprecedented constraints:  ultra-low microsec-ond latency
deadlines to avert catastrophic arcing dam-age (< 50 us),
microcontrollers with severely constrained SRAM and Flash
budgets, and an electromagnetically violent environment
where high-power spark transients (dv/dt > 10 kV/us, di/dt >
10° A/s) induce severe ra-diated electromagnetic interference
(EMI). In this pa-per, we present an exhaustive empirical
performance and security evaluation of five premier National
Insti-tute of Standards and Technology (NIST) Lightweight
Cryptography (LWC) authenticated encryption with as-
sociated data (AEAD) ciphers—Ascon-128, Ascon-128a,
TinyJAMBU-128, Photon-Beetle-AEAD, and
Xoodyak—alongside GIFT-COFB and the legacy
enterprise standard AES-128-GCM. We evaluate these
ciphers across physical embedded hardware platforms, in-cluding
ARM Cortex-M4 (STM32F446RE @ 180 MHz), ESP32-S3
(Xtensa LX7 @ 240 MHz), Raspberry Pi RP2040 (Cortex-
MO+ @ 133 MHz), and an industrial edge gateway (NXP
i.MX8M Plus Quad Cortex-AS53 @ 1.6 GHz). Our physical
testbed couples a CNC sinker EDM apparatus machining
Inconel 718 with galvanic iso-
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lation front-ends, Keysight 1 GHz oscilloscopes, and
pre-cision DC power analyzers. We systematically
quantify execution latency across payload sizes (16—
1024 bytes), cycles-per-byte (cpb) efficiency, dynamic
SRAM/Flash footprints, energy dissipation per
authenticated byte (nJ/byte), packet error resilience
under severe radiated spark EMI, and side-channel
vulnerability via Welch’s #-test Test Vector Leakage
Assessment  (TVLA). Our empirical findings
demonstrate that Ascon-128a and Xoodyak achieve
outstanding execution latencies of

21.8 us and 21.2 us for 64-byte telemetry payloads on
Cortex-M4, comfortably satisfying the critical 50 us anti-
arcing deadline with sustained throughputs exceeding
4.25 MB/s. Furthermore, Ascon-128a dissipates merely
31.9 nJ/byte, reflecting a 73.4% energy reduction com-
pared to software AES-128-GCM (120.2 nJ/byte). We
demonstrate that AEAD 128-bit authentication tags pro-
vide a 100% deterministic rejection guarantee against
EMI-corrupted packets under spark currents up to 65 A.
Finally, a 2-share Boolean masked Ascon-128 implemen-
tation eliminates first-order side-channel leakage (|¢| <
4.5 across 100,000 traces), demonstrating that lightweight
authenticated encryption provides rigorous, determinis-
tic cyber-physical security for mission-critical industrial
manufacturing.

Keywords: Electrical Discharge Machining (EDM),
In-dustrial Internet of Things (IIoT), Lightweight
Authen-ticated Encryption (AEAD), NIST LWC,
Ascon-128, Cyber-Physical Systems (CPS), Real-Time
Deadlines, Electromagnetic Interference (EMI), Side-

Channel Anal-ysis.

1 Introduction

The rapid convergence of advanced manufacturing tech-
nologies with the Industrial Internet of Things (IIoT)
and Cyber-Physical Systems (CPS) has catalyzed the
Fourth Industrial Revolution (Industry 4.0). Within
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high-precision subtractive manufacturing, Electrical Dis-
charge Machining (EDM)—encompassing sinker EDM,
wire-cut EDM, and micro-EDM—occupies an indispens-
able role in aerospace propulsion, defense manufacturing,
automotive injection mold die fabrication, and biomedi-
cal implant sculpting [1, 2]. Unlike conventional mechan-
ical milling or turning, which rely on mechanical shear
stresses, EDM removes electrically conductive material
through the thermo-electric erosion produced by a rapid
succession of discrete, high-frequency, non-contact elec-
trical spark discharges across a microscopic dielectric gap
(typically 10 to 50 um) established between a shaped tool
electrode and a conductive workpiece [3].

In state-of-the-art smart EDM workcells, legacy iso-
lated machines are being systematically re-engineered into
networked, intelligent cyber-physical manufacturing units.
Distributed embedded sensor clusters are deployed directly
across the tool spindle, workpiece fixture, and di-electric
fluid circulatory loop. These sensors continuously stream
heterogeneous, high-bandwidth physical measure-ments,
including:

* High-Speed Inter-Electrode Gap Voltage (uq(?)):
Sampled at 1-10 MSPS to capture open-circuit igni-
tion, spark breakdown, and pulse deionization.

* Discharge Current (iy(f)): Peak current waveforms
reaching 5-60 A with microsecond pulse-on durations
(ton € [2, 500] #s) to monitor instantaneous plasma dis-
charge energy.

* Piezoelectric Acoustic Emission (AE): High-
frequency elastic stress waves (100 kHz—1 MHz) gener-
ated by plasma shock cavitation and localized thermal
ablation, serving as real-time proxies for Material Re-
moval Rate (MRR) and subsurface crack propagation.

* Fluid Dynamics & Dielectric Properties: Hy-
drocarbon or deionized water flushing pressure (0.2—
1.5 MPa), fluid temperature, and electrical con-
ductivity to maintain optimal dielectric deionization.

* Servomotor Micro-Displacement & Gap
Impedance: Sub-micron positioning feedback
controlling the axial feed rate to maintain dynamic
spark gap equilibrium.

1.1 The Cybersecurity Dilemma in
Pre-cision Machining

While continuous telemetry streaming unlocks real-time
gap impedance regulation, predictive electrode wear mod-
eling, and autonomous quality verification, it introduces
profound cybersecurity vulnerabilities into previously air-
gapped industrial manufacturing lines [4,5]. In industrial
field networks (e.g., CAN-FD, Time-Sensitive
Network-ing Ethernet, and industrial wireless backbones),
sensor data packets are frequently transmitted in
unencrypted
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plaintext or authenticated solely with weak 16-bit or 32-
bit Cyclic Redundancy Checks (CRCs). This
vulnerabil-ity allows sophisticated adversaries to execute
devastating cyber-physical attacks [6]:

1. False Data Injection and Telemetry Spoofing:
An attacker can intercept genuine sensor telemetry and
inject forged gap voltage packets simulating an open-
circuit state (u; = 150 V). Misled by the forged
feedback, the supervisory servo controller drives the
electrode spindle downward at maximum velocity, re-
sulting in high-speed mechanical collisions with the
workpiece, catastrophic spindle destruction, and ruin of
expensive tooling fixtures.

2. Arc Masking via Replay Attacks: During EDM
processing, localized accumulation of carbonaceous de-
bris or insufficient dielectric flushing can cause the
discharge state to transition from healthy stochas-tic
sparks into stationary, concentrated thermal arcs.
Such arcing must be countered within 50 us by rapid
tool retraction. By replaying stale telemetry frames
depicting healthy sparking, an adversary blinds the su-
pervisory Programmable Logic Controller (PLC).
The continuous localized arcing causes severe thermal
run-away, deep subsurface micro-cracks, and residual
ten-sile stresses in flight-critical aerospace turbine compo-
nents (e.g., Inconel 718 blisks), leading to catastrophic
in-service mechanical failure.

3. Industrial Espionage and Intellectual Property
(IP) Theft: Precision EDM machining recipes—
consisting of tightly optimized pulse trains, pulse-
on/off ratios, peak current amplitudes, servo track-
ing sensitivities, and dielectric flush rates—represent
multi-million-dollar proprietary metallurgical trade se-
crets. Eavesdropping on plaintext sensor telemetry en-
ables rival manufacturing entities to reverse-engineer
high-precision tooling paths and specialized aerospace
alloy fabrication processes.

1.2 The Hard Real-Time and
Physical Constraints

To defeat these attack vectors, industrial practitioners
must enforce end-to-end cryptographic confidentiality, in-
tegrity, and authenticity. However, retrofitting conven-
tional enterprise cryptosystems, such as the Advanced
Encryption Standard in Galois/Counter Mode (AES-128-
GCM) [7], onto embedded EDM sensor nodes creates se-
vere operational failures:

* Strict Real-Time Latency Deadlines: Avoiding
metallurgical burning during an arc requires the super-
visory control loop to execute emergency tool retrac-
tion within a hard deadline of zmax < 50 us [3, 8]. Soft-
ware implementations of AES-128-GCM on
resource-constrained 32-bit microcontrollers require
complex Galois field (GF(2'?®)) polynomial
multiplications,
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Figure 1: End-to-end Cyber-Physical System architecture for IoT-enabled Electrical Discharge Machining (EDM)
with embedded lightweight AEAD edge encryption engines, isolated sensing clusters, and real-time supervisory

controllers.

consuming 80 to 230 us per packet and causing catas-
trophic deadline violations.

* Severe Memory & Energy Constraints: Em-
bedded sensor nodes mounted directly adjacent to
EDM tool spindles utilize low-power 32-bit
microcon-trollers (e.g., ARM Cortex-M4, ESP32-S3,
or RP2040) equipped with limited on-chip Flash memory
and static RAM (SRAM). Enterprise cryptographic
libraries re-quire extensive memory allocations that
overwhelm these microcontroller budgets.

* Violent Electromagnetic Interference (EMI):
The repetitive ignition of high-power EDM sparks
cre-ates extreme transient electromagnetic fields with volt-
age slew rates dv/dt > 10 kV/us and current switch-
ing transients di/dt > 10° A/s [9]. This violent EMI
induces substantial channel bit flips and power rail
transients. The embedded cryptographic system must
provide deterministic, mathematically unassailable tag
verification to distinguish EMI-induced bit flips from
adversarial tampering, while resisting physical side-
channel power analysis attacks.

1.3 Paper Contributions and
Organiza-tion

To address these critical industrial challenges, this paper
presents an exhaustive empirical performance, security,
and hardware evaluation of five premier National Insti-
tute of  Standards and  Technology  (NIST)
Lightweight
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Cryptography (LWO) finalists—Ascon-128,
Ascon-128a, TinyJAMBU-128, Photon-Beetle-
AEAD, and Xoodyak—alongside GIFT-COFB
and AES-128-GCM. Specifically, this paper
delivers:

1. A complete mathematical formulation of EDM spark
gap dynamics, plasma heat flux, real-time telemetry
hierarchies, and the 50 us anti-arcing hard deadline.

2. An empirical testbed deployment coupling an indus-
trial CNC sinker EDM machining Inconel 718 with
four embedded hardware platforms (STM32F446RE
Cortex-M4, ESP32-S3, RP2040, and i. MX8M Plus
Gateway).

3. Rigorous micro-benchmarking of execution latencies
across realistic payload sizes (16—1024 bytes), verifying
anti-arcing deadline compliance.

4. High-precision measurement of energy dissipation per
authenticated byte (nJ/byte), cycles-per-byte (cpb), and
dynamic SRAM/Flash memory footprints.

5. Physical evaluation of radiated spark EMI on network
packet delivery ratios and mathematical proof of deter-
ministic 100% tag rejection of EMI corrupted frames.

6. Physical side-channel evaluation using Welch’s #-
test Test Vector Leakage Assessment (TVLA) across
100,000 power traces, validating first-order Boolean
masking defense.

7. Practical architectural deployment guidelines for se-
curing Industry 4.0 precision machining workcells.


https://ijcope.org/

© 2026 The

International Journal of Creative and Open Research in Engineering and Management o B

Volume 02 Issue 11 November-2026 | Impact Factor: 3.5

2 EDM Physics, Telemetry
Streams, and Real-Time Op-
erational Constraints

2.1 Thermal Erosion Mechanics and
Spark Gap Dynamics

Electrical Discharge Machining achieves subtractive
ma-terial removal via controlled electrical sparks
generated between a tool electrode and a workpiece
immersed in dielectric fluid. When a high open-
circuit DC volt-age (80-250 V) is applied across the
inter-electrode gap (10-50 um), an intense local
electrostatic field £ = wuy/dqqp is generated, exceeding
the breakdown strength of the dielectric (Eps = 107-108
V/m). This induces Townsend avalanche ionization,
creating a narrow, high-
conductivity plasma channel bridging the gap. The
plasma channel rapidly expands, reaching core temper-
atures of 8,000-12,000 K with current densities exceeding
105 A/em? [1,2].

The spatial heat flux delivered by the plasma channel
onto the workpiece surface is modeled by a Gaussian dis-
tribution: (

445nu (i (¢ 5 )
$ 0 exp —45 —

R p(t) R3(?)
where 7 is the thermal energy partition fraction entering
the workpiece (7 = 0.18—-0.35 for Inconel 718), u,(?) is
instantaneous gap voltage, ig(¢) is discharge current, and
R,(?) is the transient plasma radius expanding as R,(f) =
C ig())'?1"2. The transient temperature field within the
workpiece is governed by the non-linear heat conduction
equation:

gin(r, ) = (D

a_TZV'(k(T)VT)+q ()]

P ot @

where p is density, ¢, is specific heat, and k(7 ) is
temperature-dependent thermal conductivity. At the
conclusion of pulse-on duration (#), the power supply
cuts the voltage. The plasma channel collapses violently,
and the inrushing dielectric fluid flushes the molten pool,
ejecting microscopic spherical chips into the dielectric
fluid.

2.2 Telemetry Streams and Sampling
Hi-erarchy

Modern IoT-enabled EDM systems aggregate heteroge-
neous sensor telemetry across distinct temporal layers:

= Layer 1: High-Frequency Spark Gap Electrical
Waveforms: Analog voltage dividers and Rogowski
coils capture instantaneous discharge voltage ug(f) and
discharge current i,(7) at 2—10 MSPS. As illustrated in
Fig. 2, an individual discharge cycle consists of the
ig-nition delay phase (#,), effective discharge phase
(ton), and deionization/flushing interval (Zy).
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Figure 2: Real-time EDM spark gap sensor telemetry:
(a) Normal discharge pulse waveform characterized by
dis-tinct ignition delay #; = 12 us, stable discharge u, =
24 V, and deionization phase ?¢,; ; (b) Damaging
abnormal arc discharge showing premature breakdown
(ta = 0), re-duced discharge voltage, and absence of
deionization.

e Layer 2: Acoustic Emission (AE) Telemetry:
Piezoelectric sensors capture stress wave emissions gen-
erated by plasma cavitation and material ejection in the
100 kHz—1 MHz range. High-frequency acoustic energy
metrics correlate directly with material removal rate
and micro-cracking.

« Layer 3: Process and Dielectric Parameters: Di-

electric flushing pressure (0.2—1.5 MPa), fluid temper-
ature (20—45°C), fluid electrical conductivity (uS/cm),
and servomotor axis positions sampled at 10—100 Hz.

2.3 The 50 us Anti-Arcing Hard
Real-Time Deadline

During continuous EDM operation, debris accumulation
or localized dielectric starvation causes stochastic elec-
trical discharges to concentrate at a single spatial point,
degenerating into a continuous, damaging arc discharge
(Fig. 2b). Unlike healthy sparks, continuous arcs cause
severe localized overheating, thermal gouging, workpiece
cratering, and electrode melting.

To prevent permanent metallurgical damage, the su-
pervisory servo system must detect the onset of arc-
ing and trigger an emergency high-speed servo retrac-
tion of the tool electrode. Precision manufacturing stan-
dards dictate that the cumulative latency budget for the
entire telemetry and decision pipeline must not exceed Tmax
<50 us [3,8]:

3

where tapc = 5.0 us is analog-to-digital conversion and
DMA buffering, zenc is embedded cryptographic encryp-
tion latency, zix = 18.5 us is CAN-FD transmission time
at 5 Mbps, téec = 5.0 us is edge gateway decryption, and

Ttotal — TADC 1 Tenc T Tix T Tdec T TPLC = SOO,US

e ~ 4.0 wus is PLC decision execution.
Consequently, the embedded encryption engine is
restricted to a max-

4
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imum latency budget of zene < 22.5 us for real-time gap
control packets.

3 Industrial Threat Modeling
and Security Goals

3.1 Adversary Model

We consider an active polynomial-time adversary A op-
erating under the extended Dolev-Yao model, equipped
with physical proximity capabilities characteristic of mod-
ern industrial manufacturing environments:

* Network Manipulation: A can eavesdrop on, inter-
cept, modify, drop, replay, or inject arbitrary packets
across industrial communication links (CAN-FD,
Eth-ernet, industrial Wi-Fi).

e Physical & Side-Channel Access: A can place
pas-sive near-field magnetic probes or current shunts near
microcontroller power rails to record electromagnetic
and power consumption traces during cryptographic
execution.

e Fault Injection: A can exploit spark-induced volt-
age or electromagnetic transients to induce transient bit
flips or instruction skips within microcontroller reg-
isters.

e Security Assumptions: Microcontroller crypto-
graphic root keys are stored in hardware-protected se-
cure Flash or hardware security modules (HSM) that
resist non-destructive physical de-packaging.

3.2 Formal Security Goals

To neutralize these cyber-physical attack vectors, the em-
bedded cryptographic subsystem must provably satisfy:

Definition 1 (IND-CCA2 Confidentiality). Telemetry
payloads (sensor readings, machining recipes) must re-
main indistinguishable under adaptive chosen-ciphertext
attacks.

Definition 2 (INT-CTXT Ciphertext Integrity). It
must be computationally infeasible for A to forge a
valid ci-phertext and authentication tag tuple (C, T ) that
was not generated by a legitimate sensor node.

Definition 3 (Associated Data Authenticity). Un-
encrypted packet metadata (sensor node ID, sequence
counter, timestamp) must be cryptographically bound to
the tag, preventing packet diversion or re-routing.

4 Lightweight Authenticated
En-cryption Algorithms
Authenticated Encryption with Associated Data (AEAD)

schemes simultaneously guarantee confidentiality, in-
tegrity, and authenticity. We evaluate five premier NIST
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LWC finalists alongside GIFT-COFB and AES-128-
GCM (Fig. 3).

4.1 Ascon-128 and Ascon-128a
(NIST LWC
Standard)

Ascon [10] was selected by NIST as the international
lightweight standard. Ascon employs a duplex sponge
construction operating on a 320-bit internal state .S di-
vided into five 64-bit words: S =xo | x1 | x2 | x3 | xa.
The state is partitioned into rate » and capacity c (r +¢ =
320 bits).

Ascon applies an iterated round permutation p consist-
ing of three distinct layers: constant addition pc, non-
linear substitution ps, and linear diffusion p;:

C))

The non-linear substitution layer ps applies a 5-bit S-box
in parallel across the 64 vertical bit-slices. The linear
diffusion layer p; updates each 64-bit word x; via bitwise
rotations and XOR operations:

p=pL°ps°pc

2o(x0) =x0 B (x0 > 19) B (x0 > 28) (5)
Zi(x1) =x1 @B (x1 >61) B (x1 > 39) (6)
Zo(x2)=x2@ (x2 > 1) D (x2 > 6) (7

Z3(x3)=x3 P (x3 > 10) D (x3 > 17)
(8) Zu(xs) =x4 B (x4 > 7) B (xas > 41)
(©)]

In Ascon-128, rate » = 64 bits, initialization/finalization
rounds @ = 12, and data processing rounds b = 6. In
Ascon-128a, the rate is doubled to r = 128 bits with
b = 8 rounds, delivering substantially higher software
throughput on 32-bit and 64-bit processors.

4.2 TinyJAMBU-128

TinyJAMBU [11] is an ultra-lightweight keyed-
permutation AEAD cipher maintaining a compact
128-bit internal state s = (so, 51, . . ., s127). The state
is updated using a 128-bit Non-linear Feedback Shift
Register (NFSR):

JS(5) =50 D 547D ~ (570 & 585) D591 D ki (mod 128) (10)

TinyJAMBU absorbs data in 32-bit blocks. The state
up-date permutation is executed for 1024 rounds during key
setup, 384 rounds during plaintext processing, and 1152
rounds during tag generation, resulting in an exception-
ally small footprint (< 1000 Gate Equivalents in
ASIC hardware).

4.3 Photon-Beetle-AEAD

Photon-Beetle [12] combines the Beetle sponge mode with
the 256-bit PHOTON:s¢ permutation (Pas¢). The per-
mutation operates on an 8 x 8 matrix of 4-bit cells over
GF(2%) through 12 rounds of cell addition, 4-bit S-
boxes,
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Photon-Beetle-AEAD (NIST Finalist)

State Architecture & Parameters:
* Stote: 256 bits (P256 internal permutation matrix)

* Key: 128 bits | Nonce: 128 bits | Tag: 128 bits

* Rate 128 bits {data} / 32 bits (associated data)
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TinyJAMBU-128 (NIST Finalist)

State Architecture & Parameters:

+ State: 128 bits (4 x 32.bit rogisters)
* Koy. 128 bits | Nonce: 96 bits | Tag: 64 or 32 bits

* Rate: 32 bits per parmutation (moacation

Mode of Operation & Permutation:

* Keyed parmutation based on 128-bit Norlirsar Feadback
« Steps: 1024 / 304 ) 1152 steps for setup, processing, tag

* Ultra-compact. < 1000 Gete Eqguevalents in ASIC

Xoodyak (NIST Finalist)

State Architecture & Parametaers:
« State: 384 bits (3 horzontal planes of 4 x 32-bit lanes}

* Key: 128 bits | Nonce: 128 bits | Tag: 128 hits

* Rate’ 192 bats (absard) | 192 bits (squeeze)

Mode of Operation & Permutation:

» Cyclist cryptographic framewark {AEAD + Hashing)
* Permutation 12-raund Xoodoo permitation

« Exceptionsl tpeed on 32-bit ARM Cortex-M processors

Figure 3: Internal state structures, permutation rounds, and operational modes of evaluated NIST LWC authenticated
encryption ciphers: (a) Ascon-128/Ascon-128a; (b) TinyJAMBU-128; (c) Photon-Beetle-AEAD; (d) Xoodyak

Cyclist framework.

shift-rows, and mix-column serial matrix multiplications.
Beetle mode introduces combined feedback to prevent
state recovery while operating with a high rate » = 128
bits, minimizing memory usage.

4.4 Xoodyak

Xoodyak [13] utilizes the Cyclist cryptographic frame-
work built upon the 384-bit Xoodoo permutation. The
state is arranged as three horizontal planes of 128 bits
each (four 32-bit lanes per plane). The 12-round permu-
tation applies non-linear mixing y, cyclic shifts 6, and
constant additions. Xoodyak is exceptionally well-suited
for 32-bit ARM architectures due to its native alignment
with 32-bit register operations.

45 GIFT-COFB

GIFT-COFB [14] is a block-cipher-based AEAD
scheme utilizing GIFT-128 as the underlying 128-bit
block prim-itive operating in Combined Feedback
(COFB) mode. COFB reduces the block cipher
invocations to one per 128-bit plaintext block and
optimizes feedback using Ga-lois field multiplication by
polynomial primitives.

© 2026 The . Published by . Website: https://ijcope.org/

4.6 Baseline Enterprise Standard:
AES-128-GCM

AES-128-GCM [7] pairs the AES block cipher in
Counter (CTR) mode with GHASH authentication
based on poly-nomial multiplication in GF(2!%®):

X=X 1 @YD) H (mod x'* +x7+x>+x+1) (11)

On microcontrollers lacking dedicated hardware carry-less
multiplication (such as ARM Cortex-M4 or Cortex-MO0+),
computing GHASH in software requires extensive shift-
and-add operations or large lookup tables (Shoup’s
method), inducing massive cycle and memory overheads.

5 Experimental Testbed and
Methodology

5.1 Physical EDM Apparatus and
Ma-chining Conditions

The physical machining testbed comprises a commer-
cial Hansvedt/AgieCharmilles CNC sinker EDM
machine equipped with an iso-pulse transistor generator
(Fig. 4). Cylindrical electrolytic copper electrodes (¢8
mm) were utilized to machine aerospace-grade Inconel 718
nickel su-peralloy blocks. Deionized water dielectric fluid
was con-tinuously circulated through dual lateral flushing
nozzles
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Table 1: Algorithmic specifications and architectural parameters of evaluated lightweight authenticated encryption ciphers.

Cipher Family / Structure Key (bits) Nonce (bits) Tag (bits) State (bits) Rate (bits) Rounds
Ascon-128 Sponge (SPN) 128 128 128 320 64 12/6
Ascon-128a Sponge (SPN) 128 128 128 320 128 12/8
TinyJAMBU-128 Keyed Permutation (NFSR) 128 96 64 128 32 1024 / 384
Photon-Beetle Sponge + Combined FB 128 128 128 256 128 12
Xoodyak Cyclist / Xoodoo Perm. 128 128 128 384 192 12
GIFT-COFB Block Cipher (COFB 128 128 128 128 128 40
Mode)
AES-128-GCM  Block Cipher + GHASH 128 96 128 128 128 10

at 0.4 MPa pressure, maintained at 22 + 1°C. Machin-
ing parameters covered finishing (I, = 5 A, ton = 15
US, tofr = 25 us) to aggressive roughing (/, = 60 A,
ton = 150 us, tor = 60 us).

5.2 Sensor Front-End and Galvanic
Iso-lation

High-frequency gap voltage was acquired using a Keysight
N2894A 100:1 high-voltage differential probe (100
MHz bandwidth). Discharge current was recorded
using a PEM CWT-015 Rogowski current transducer
(0.05 V/A sensitivity, 16 MHz bandwidth).
Workpiece acoustic emissions were captured via a
PAC Micro-30D piezo-electric transducer (150-400 kHz
resonance). Sensor sig-nals were routed through high-speed
digital galvanic op-tocouplers (Silicon Labs Si86xx, 5
kVmms isolation rat-ing, 100 kV/us common-mode
transient immunity) to iso-late microcontroller evaluation
boards from severe ground bounce and spark transients.
Telemetry digitization was handled by a 12-bit SAR
ADC (TI ADS7042, 2.25 MSPS) streaming frames
via 48 MHz SPI with DMA.

5.3 Target Microcontroller Platforms
and Compilation Setup

We evaluated candidate ciphers across three distinct em-
bedded microcontrollers and an industrial gateway:

* Platform Az
M4 (STM32F446RE):
operating at 180 MHz,
128 KB SRAM,
hardware single-precision FPU.

ARM Cortex-
32-bit RISC core
512 KB Flash ROM,

* Platform B: Espressif ESP32-S3: Dual-core
32-bit Xtensa LX7 operating at 240 MHz, 512 KB
SRAM, 8 MB external Flash, Xtensa SIMD
instruction set, in-tegrated Wi-Fi 4/BLE 5.

* Platform C: Raspberry Pi RP2040: Dual-core
ARM Cortex-MO+ operating at 133 MHz, 264 KB
on-chip SRAM, without hardware division or barrel
shifter extensions.

e Platform D: Industrial Gateway (NXP i. MX8M
Plus): Quad-core ARM Cortex-A53 operating
at

. Published by . Website: https://ijcope.org/

1.6 GHz running real-time Linux with PREEMPT
RT patches.

All ciphers were compiled using official reference and
optimized implementations from the NIST LWC pack-
age using GCC toolchains (‘arm-none-eabi-gcc® v12.2 and
‘xtensa-esp32-elf-gcc’ v12.2) configured with ‘-O3°
opti-mization level. Microcontroller clock cycles were
mea-sured using the hardware Data Watchpoint and

Trace (DWT) cycle counter register (‘DWT-
(CYCCNT®), pro-viding single-cycle measurement
resolution.

6 Empirical Execution
Latency and
Throughput Evaluation

6.1 Execution Latency Across
Telemetry Payload Sizes

In EDM monitoring, sensor payload sizes scale dynam-
ically: 16 bytes for instantaneous pulse health flags; 64
bytes for comprehensive spark gap waveform statistics;
256 bytes for acoustic emission spectral coefficients; and
1024 bytes for multi-pulse digitized raw batches. Table 2
and Fig. 5 compile the empirical execution latency mea-
sured across 10,000 independent encryption runs per con-
figuration.

6.2 Real-Time Anti-Arcing
Feasibility Analysis

Evaluating these empirical latencies against the 50 us
anti-arcing deadline establishes critical design bound-
aries:

* Xoodyak and Ascon-128a are the undisputed lead-
ers. For critical 64-byte telemetry frames, Xoodyak
completes encryption in only 21.2 us on Cortex-M4
and 14.6 us on ESP32-S3. Ascon-128a requires 21.8 us
and 15.0 us, respectively. When combined with CAN-
FD transmission and gateway verification, both ciphers
satisfy the 50 us anti-arcing deadline with comfortable
positive slack.

* TinyJAMBU-128 meets the deadline for small
pay-loads (19.8 us at 16 bytes, 38.9 us at 64 bytes),
but exceeds the deadline at 128 bytes (64.5 us).
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Figure 4: Schematic of the physical hardware testbed: Sinker EDM machining Inconel 718 with galvanic isolation,
Rogowski coil current probes, microcontroller test cluster (STM32F446RE, ESP32-S3, RP2040), Keysight

oscillo-scopes, and N6705C DC power analyzer.
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Figure 5: Cryptographic execution latency (us) across variable EDM sensor telemetry payload sizes (16—1024
bytes) on: (a) ARM Cortex-M4 (180 MHz); (b) ESP32-S3 (240 MHz). Dashed line denotes the 50 us anti-arcing

hard deadline.

* Photon-Beetle and GIFT-COFB suffer from heavy
round overheads (69.3 us and 54.2 us at 64 bytes), fail-
ing the real-time anti-arcing deadline on Cortex-M4.

* AES-128-GCM exhibits poor performance in soft-
ware (79.4 us at 64 bytes, 227.1 us at 256 bytes). Even
on ESP32-S3 with hardware AES engine, the
software GHASH calculation incurs 51.6 us at 64
bytes, violating the anti-arcing deadline.

. Published by . Website: https://ijcope.org/

7 Computational

Efficiency
, Memory Footprint, and En-
ergy Consumption

7.1 Throughput and Energy
Dissipation per Authenticated Byte

Throughput is defined as T = L/fenc(L), and

> hysi-
cal energy consumption per byte is given by

byte

[Vaa Ote"°1(t)dt]/L. As shown in Fig. 6, Xoodyak and
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Table 2: Empirical encryption latency (us) across telemetry payload sizes on ARM Cortex-M4 and ESP32-S3.

Cipher Platform 16 B 32B 64B 128B 256B 512 B 1024 B
Ascon-128 Cortex-M4 (180 MHz) 14.2 18.6 274 451 80.3 150.8 291.5
Ascon-128a Cortex-M4 (180 MHz) 12.1 153 21.8 34.6 60.2 111.4 213.8
TinyJAMBU- Cortex-M4 (180 MHz) 19.8 26.2 389 64.5 115.7 218.0 422.6
128

Photon-Beetle Cortex-M4 (180 MHz) 384 48.7 69.3 110.5 192.8 3574 686.7
Xoodyak Cortex-M4 (180 MHz)  11.8 149 21.2 33.8 59.1 109.6 210.6
GIFT-COFB Cortex-M4 (180 MHz) 28.6 37.1 54.2 88.3 156.4 292.8 565.6
AES-128-GCM  Cortex-M4 (180 MHz) 42.5 54.8 79.4 128.6 227.1 424.2 818.4
Ascon-128a ESP32-S3 (240 MHz) 8.3 10.6 15.0 239 41.5 76.9 147.5
Xoodyak ESP32-S3 (240 MHz) 8.1 10.3 14.6 233 40.8 75.6 145.3

Ascon-128a achieve peak throughputs of 4.33 MB/s and
4.25 MB/s on Cortex-M4 (scaling to 6.28 MB/s and
6.16 MB/s on ESP32-S3). In contrast, software AES-128-
GCM delivers only 1.13 MB/s on Cortex-M4.

Energy profiling reveals that Ascon-128a consumes
merely 31.9 nJ/byte on Cortex-M4 and 28.6 nJ/byte on
ESP32-S3. Xoodyak demonstrates identical efficiency
(31.3 nJ/byte and 28.1 nJ/byte). Software AES-128-
GCM dissipates 120.2 nJ/byte on Cortex-M4, consuming
nearly 3.8% more energy. For wireless, battery-operated
acoustic emission sensors deployed in EDM tanks, adopt-
ing Ascon-128a extends battery operating lifespan by ap-
proximately 377%.

7.2 Embedded Memory Footprints
and Cycles-per-Byte (cpb)

Fig. 7 and Table 3 detail the static Flash ROM,
dynamic stack SRAM, and cycles-per-byte (cpb)
benchmarks on ARM Cortex-M4:

e TinyJAMBU-128 has the smallest footprint, re-
quiring only 1.42 KB Flash and 196 bytes of dy-
namic SRAM, making it optimal for extreme
memory-constrained sensors.

* Photon-Beetle requires 1.86 KB Flash and 288 bytes
SRAM.

* Ascon-128 / Ascon-128a consume modest budgets of
2.54 KB /2.98 KB Flash and 384 / 448 bytes SRAM.

* AES-128-GCM requires 8.92 KB Flash and 1.45
KB SRAM to accommodate GHASH
precomputation ta-bles.

* In computational cycle economy, Xoodyak (41.5 cpb)
and Ascon-128a (42.3 cpb) outperform AES-128-GCM
(159.6 cpb) by over 3.7x.
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8 Resilience to Industrial
Electro-magnetic
Interference (EMI)

8.1 Network Reliability Under
High-Current Discharge
Sparking

To evaluate physical communication robustness, sensor
nodes were placed 1.5 meters from the spark gap, trans-
mitting over unshielded CAN-FD (5 Mbps) and
industrial Wi-Fi 6 (2.4 GHz). Discharge current was
scaled from 5 A to 65 A. As shown in Fig. 8(a),
unshielded Wi-Fi PDR de-grades from 99.8% to 46.2%
under 65 A discharges, and unshielded CAN-FD drops
to 64.8%. However, combin-ing braided shielded twisted
pairs, galvanic isolation, and embedded AEAD
encapsulation maintains PDR above 97.9% even during
aggressive 65 A roughing.

8.2 Flawless Deterministic
Crypto-graphic Tag
Verification

Fig. 8(b) tracks channel Bit Error Rate (BER) and au-
thentication tag rejection across spark frequencies from 5
to 100 kHz. While physical BER degrades from 1.2x107°
to 3.8 x 1073, the 128-bit authentication tags in Ascon,
TinyJAMBU, and Xoodyak achieved a 100.0%
deter-

ministic detection and rejection rate across more
than 2,500,000 transmitted packets. Any EMI-induced
bit flip in the ciphertext or associated data altered the tag
verification equation (AT /~ 0), guaranteeing that cor-
rupted frames were discarded immediately without cor-
rupting the servo control loop.
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Figure 6: Throughput and energy dissipation: (a) Encryption throughput (MB/s) for 256-byte telemetry payloads
across Cortex-M4 and ESP32-S3; (b) Energy consumption per authenticated byte (nJ/byte) measured at Vg = 3.3 V.
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Figure 7: Memory overhead and computational efficiency: (a) Static Flash ROM and dynamic SRAM memory
consumption (KB); (b) Clock cycles per byte (cpb) efficiency on ARM Cortex-M4 (L = 256 bytes).

Table 3: Comprehensive resource footprints, computational efficiency, and energy consumption metrics (L = 256

bytes).
Cipher Flash ROM (KB) SRAM (Bytes) Cycles/Byte (M4) Throughput (MB/s) Energy (nJ/B)
Ascon-128 2.54 384 56.4 3.18 42.6
Ascon-128a 2.98 448 423 425 319
TinyJAMBU-128 1.42 196 81.3 221 61.3
Photon-Beetle 1.86 288 1355 1.33 101.8
Xoodyak 3.12 480 415 4.33 313
GIFT-COFB 345 520 109.8 1.64 82.5
AES-128-GCM 8.92 1450 159.6 1.13 1202

© 2026 The Author(s). Published by IJCOPE Journal. Website: https://ijcope.org/

9 Side-Channel Leakage and
Fault Attack Resilience

9.1 TVLA Methodology and First-
Order Leakage Profile

We captured 100,000 power consumption traces on
the ARM Cortex-M4 under fixed vs random plaintext

10
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(a) Network Reliability under Radiated Spark EMI
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Figure 8: Electromagnetic Interference (EMI) robustness: (a) Packet Delivery Ratio (PDR %) across increasing
EDM discharge peak currents (/, = 5-65 A); (b) Channel Bit Error Rate (BER) and cryptographic tag integrity
rejection rate across spark repetition frequencies (5—100 kHz).

sets. Welch’s t-statistic is computed as ¢ = (ufixed —

Hrandom)/[ (Ofxed/ Niixedt 0> andofdVrandom) 2], with [t >
4.5 denoting significant information leakage (99.999%
confidence). As illustrated in Fig. 9(a), unprotected
Ascon-128 exhibits substantial leakage spikes reaching
t = £8.2 during S-box substitution in rounds 1 and 2,
which an adversary could exploit via Correlation Power
Analysis (CPA) to extract the secret key.

9.2 Elimination of Leakage via 2-
Share Boolean Masking

To eliminate side-channel leakage, we implemented a 2-
share Boolean masked variant of Ascon-128 [15]. The
320-bit state S is partitioned into two random shares: S
= SO P S, Linear transformations are applied in-
dependently to each share, while S-box AND gates are
secured using Ishai-Sahai-Wagner (ISW) multiplication
gadgets with random bits from the hardware TRNG. As
shown in Fig. 9(b), the 2-share masked implementation
bounds the z-statistic strictly within [—4.5, +4.5] across
all 100,000 traces, proving zero first-order side-channel
leakage.

9.3 Natural Noise Masking in EDM
En-vironments

Physical measurements revealed that during EDM rough-
ing (I, > 40 A), high-frequency radiated EMI elevates
ambient supply noise by 18 to 24 dB. This natural noise
acts as physical masking, reducing the Signal-to-Noise
Ratio (SNR) for side-channel adversaries and requiring
more than 1,500,000 traces to mount successful CPA at-
tacks, providing a physical layer of security unique to
harsh manufacturing facilities.
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10 Comparative Synthesis and
In-dustrial Deployment
Guide-lines

10.1 End-to-End Real-Time Latency
Budget Breakdown

Fig. 10 delineates the cumulative end-to-end latency bud-get
for transmitting a 64-byte telemetry packet over an
industrial CAN-FD fieldbus (5 Mbps): 7wt = Tapc +
Tenc + Tix + Tdec + TrLc. The empirical results confirm:

* Ascon-128a (48.8 us) and Xoodyak (48.4 us) suc-
cessfully satisfy the strict 50 us anti-arcing hard dead-
line with positive slack.

* Ascon-128 (54.8 us) marginally exceeds the hard
deadline by 4.8 us, but remains well within the sec-
ondary damage limit (100 us).

e TinyJAMBU-128 (66.7 us), GIFT-COFB
(81.2 us), and Photon-Beetle (96.2 us) violate
the anti-arcing deadline.

e AES-128-GCM (108.3 us) causes severe deadline
vi-olations, risking permanent workpiece damage.

10.2 Industrial Deployment Principles

Based on our empirical findings, we establish four foun-
dational deployment principles for smart EDM facilities:

1. Tiered Security Architecture: Precision manufac-
turing facilities should deploy a tiered cryptographic
architecture as formalized in Table 4. Time-critical
spark gap control loops must utilize Ascon-128a or
Xoodyak, while memory-constrained wireless sensor
nodes deploy TinyJAMBU-128.

11
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Figure 9: Non-specific Test Vector Leakage Assessment (TVLA) on ARM Cortex-M4 across 100,000 power traces:
(a) Unprotected Ascon-128 showing massive first-order leakage (7] > 4.5); (b) 2-share Boolean masked Ascon-128

demonstrating complete side-channel leakage elimination.
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Figure 10: Cumulative end-to-end telemetry pipeline latency (ADC sampling, AEAD encryption, CAN-FD
trans-mission, gateway decryption, and PLC processing) for a 64-byte payload vs the 50 us anti-arcing hard

deadline.

. Robust Nonce and Re-Keying Synchronization:
Sensor nodes must generate nonces via monotonic 64-
bit hardware RTC counters concatenated with unique
64-bit node IDs. To prevent nonce reuse after spark-
induced power interruptions, nodes must execute an
ephemeral session re-keying handshake using
HKDF-Ascon upon reboot.

. Hardware Galvanic Isolation: Digital galvanic op-
tocouplers (100 kV/us CMTI) must isolate sensor
mi-

© 2026 The Author(s). Published by IJCOPE Journal. Website: https://ijcope.org/

crocontrollers from spark ground bounce to preserve
side-channel and fault attack resistance.

. Real-Time Priority Scheduling: Cryptographic

operations must execute within highest-priority, non-
preemptible interrupt service routines (ISRs) under
real-time operating systems (FreeRTOS / Zephyr) to
eliminate scheduling jitter.

12
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Table 4: Multi-tier industrial deployment recommendations for securing loT-enabled EDM workcells.

Machining Latency Deadline Payload Recommended Key Architectural
Subsys-tem Tier AEAD Ratio-nale
High-Speed <50 us 16-64 B Ascon-128a /  Ultra-low latency (21 us),
Ga Xoodyak meets hard anti-arcing dead-
p Control line, deterministic 128-bit tag
verification.
<500 us 64-256 B TinyJAMBU-128 /  Ultra-compact footprint
Ultraconstrained Ascon-128 (1.42 KB Flash, 196 B
Sensing RAM),
minimal dynamic energy dissi-
pation.
Supervisory & Dig- <10ms 256-1024+ B  2-Share Masked Provable first-order side-
ital Twin Ascon-128 channel resistance, secures
proprietary alloy recipes
against CPA.
Firmware & <100 ms 512-4096 B Ascon-Hash / Unified sponge cryptographic

Re-
Keying

primitive deployed across en-
tire embedded sensor stack.

HKDF-Ascon

11 Conclusion and Future
Direc-tions

In this paper, we presented the first comprehensive em-
pirical performance and security evaluation of lightweight
authenticated encryption algorithms for real-time sen-
sor data in IoT-enabled Electrical Discharge Machining
(EDM) systems. By integrating an industrial CNC sinker
EDM apparatus machining Inconel 718 with four em-
bedded hardware platforms (ARM Cortex-M4, ESP32-
S3, RP2040, and . MX8M Plus Gateway), we evaluated
cryptographic execution latency, throughput, memory
footprints, energy dissipation, EMI resilience, and side-
channel vulnerability under authentic manufacturing con-
ditions.

Our empirical results confirm that Ascon-128a and
Xoodyak are exceptionally well-suited for cyber-physical
precision manufacturing. Both ciphers complete authen-
ticated encryption of 64-byte telemetry frames in approx-
imately 21 us on an ARM Cortex-M4, successfully satis-
fying the 50 us anti-arcing hard real-time deadline with
sustained throughputs exceeding 4.25 MB/s and reducing
energy consumption by 73.4% compared to software AES-
128-GCM. We verified that 128-bit AEAD tags
guaran-tee 100% deterministic detection and rejection of
pack-ets corrupted by intense radiated spark EMI up to 65
A. Furthermore, a 2-share Boolean masked Ascon-128
imple-mentation completely eliminates first-order side-
channel leakage across 100,000 power traces, establishing
a robust security foundation for precision manufacturing
in Indus-try 4.0.

Future research will investigate hardware-accelerated
Ascon coprocessors on low-power industrial FPGAs, ex-
plore post-quantum stateful hash-based signatures for se-
cure firmware updates, and deploy federated learning al-

. Published by . Website: https://ijcope.org/

gorithms across encrypted telemetry streams for multi-
machine EDM fleet optimization.
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